Improving the Quality of Your
Cyber Security Hires via Pre-
Interview Challenges

Dinis Cruz
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Permanent Positions

How do you hire 6x
senior highly skilful and
motivated talent




What we did

e We didn’t want to do the normal recruitment process
e Photobox Group values are about shaking things and being

Innovative
e Opportunity to create a great experience for candidates and
ourselves
e Win-win experience for all ” owe T ey
e Create talent inventory RN Ofake (i (vrrS

; . MAGIC.
THINGS  momR N\



Proof that it is working

Hi James,

| wanted to thank you for the opportunity, but right now due to some things coming up | simply do not have time for these challenges. | think the fact |
don't have time for the challenges is a good indicator that right now maybe this role isn't for me :-)

However, | wanted to feedback that this is one of the more interesting application processes I've seen - | think the challenges are excellent. | did a lot of
research into PhotoBox Group Security before applying and it seems like a forward-thinking company that | would like to be a part of one day. The
public-facing material such as the blog posts and the innovative challenges fit into what | would like to see coming from a company invested in the
security industry (I'm bored of the norm | see at most companies I've interviewed with or looked into).

Although | will have to "take back"™ my application for now, | wanted to give you that feedback rather than ignoring your email or giving you a half-arsed
“not interested” response. | will keep an eye on your careers page and potentially apply in the future once I've sorted some things out my end and am in

a better position to apply.

Thanks again,
Gareth

the more interesting application processes |'ve seen - | think the challenges are excellent.
forward-thinking company
to see coming from a company invested in the security industry
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we're hinng
1 O Decrypt the code to access the
V . recruilment challenges

proeject-cx.com/
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V1 1 project-cx.com/




Next we created
https://pbx-group-security.com

All code:

All content:
@ 0 open source



https://pbx-group-security.com

Static website created by and hosted by
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OUR MISSION

TO SECURE OUR CUSTOMERS' MAGIC ’
MOMENTS ACROSS ALL OUR BRANDS
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WE'RE HIRING WHY WORK AT PHOTOBOX BLOG




security HOME ABOUTUS ROLES CHALLENGES BLOG CONTACY

HOW WE THINK ABOUT SECURITY SEARCH
IN RECRUITMENT £ December 17,2017
Our group of companies provide an incredible service for 0w customers, we work i a Search Q

special space for them, helping them create something unique; a snapshot of a time and

a place perhaps, the capturing of a memaory, the gift that shows someone else how much CATEGORIES
they care for them, They trust us to be theee for them and 10 protect thase magical and
intimate moments, it's something we are prowd 10 take very sericusly.

cybersecurity (1)

CONTINUE READING

data-protection (1)

gdpe (1)

recryitment (2)

WE NEED YOUR HELP TAGS

BY DINIS CRUZ 4 December 11,2017 R

How can you help with the Group Security recrultment peocess? Group Security is % Cis0 W CcTO
k. 208 e has af s 2 ni aa wall aa ahart Sarewns




CTO blog entry

HOW WE THINK ABOUT SECURITY

DECEMBER 17, 2017

Our group of companies provide an incredible service for our customers, we work in a special space for them,
helping them create something unique; a snapshot of a time and a place perhaps, the capturing of a memory, the
gift that shows someone else how much they care for them. They trust us to be there for them and to protect
those magical and intimate moments, it's something we are proud to take very seriously.

Every day we produce tens of thousands of unique and complex items, we ingest millions of photos into our
sites and store them, we support hundreds of colleagues in multiple sites across Europe, our data set is at
petabyte scale and we add terabytes more every day.

Our own technology enables every aspect of what we do for customers, from our web sites to our factories we
rely on our engineering teams to build, maintain and evolve our services to cope with our growing customer
base, the pace of our product evolution and our ever changing manufacturing capabilities.

SEARCH

Search Q

CATEGORIES

cybersecurity (1)

data-protection (1)

gdpr (1)



CISO blog entry

WHY JOIN PHOTOBOX GROUP SECURITY?

BY DINIS CRUZ | DECEMBER 11, 2017 SEARCH

The Photobox Group represents a really good opportunity for security professionals who want to make a )

difference and want to take their ideas to the next level. The security team within Photobox Group is in a really Search a
privileged position. We have support from all levels of the organisation:

« Board CATEGORIES

« CTO

« Brand owners

« Even the developers and technologists on the ground cybersecurity (1)

Everyone, within the group, understands security is important and we have to get it right. With great security data-protection (1)
actvities underway, there is an opportunity to take them to the next level.

Y PPV PR T S P S S PU T TP S N | PR FE R PR P TP odor (1)



Security team blogs (this one on GDPR history)

WARREN &"--BRANDEIS -= THE RIGHT TO CURATE AN
IDENTITY

BY ROBERT GRACE | DECEMBER 4, 2017 SEARCH

Warren & Brandeis: The Right to Curate an Identity ... a |
Mrs Warren's Profession

CATEGORIES
« No, not THAT Mrs Warren.
« Our Mrs Warren was a hostess and the problem started with what Mr Warren perceived as unwelcome cybersecurity (1)
and intrusive reportage on his wife's "at Homes" and his daughter's wedding.
« The sensational and salacious coverage outraged Warren and he consulted Brandeis on the matter of data-protection (1)

privacy and the law.



photoboxgroup

security

WE'RE HIRING

JOIN OUR TALENTED, HIGH-
FUNCTIONING TEAM




photoboxgroup
security HOME  ABOUTUS ROLES CHALLENGES BLOG  CONTACT

JOIN A MODERN SECURITY TEAM

We are recruiting for the following new roles within the Photobox Group Security team.
Here are some of the reasons you should join our team:

« How we think about Security
» Why join Photobox Group Security

» Why Challenges
For Recruiters
Photobox Group is not looking to work with recruitment agencies for any permanent roles listed on this site.
If you have any suitable candidates for the contract positions listed below please email us.



photoboxgroup
security HOME  ABOUTUS ROLES CHALLENGES BLOG  CONTACT

UITMENT CHALLENGES

Please see below the links to the challenges that we have created for the different roles (we are adding more every day, so If the role you want to apply for Is not there, keep an eye on
this page).

See the Why Challenges? blog post for more thoughts on the concept of challenges.
See this page for All Challenges with skils information.

All Challenges (mapped by Area)
compliance —

Tie Ciffcutty ey Tre Oiffculty by Tite Oiffculty  hey
Business Sense navt €85 Assisting a DPO natt COAD Business Strategies natt M4 8S
Flexdbiity medum BEFL Soardroom Reporting and medum  COSR Challenge of Recruiting hass MA CR
Teammwork ez 211 Dashboards Deliver Results Through Teamwork apet  MADR
Compliance Policy na coce Develop and Attract Talent hast MATA
GDPR Action Plan medum  COOP improve on OWASP summit e e
Pil Data Breach medum  COM outcomes
Working as a DPO hatt cooP Role Model eapert Za

. 7 \ 7 \ 7




research »

Title Ditfiewity ey Title Difficulty ey Title Difficuity  hey
EC2 with Vuinerable Site medum  PAVS Book Review medem  REFD Acceptable Use Policy medum AU
Experience with Perl medum  PREP FinTech mediem  REFT GDPR Breach Notification to EU oot RN
Graph-Based Schema hard PRGS Industry Awards epet LA Regulator
Lambda - Stop EC2 Instances hard PRLE Inspirational Leaders e RETL Gap Analysis hard  RIGA
Programming Experience medum  PRPL Inspirational Security medom  FLIS JIRA Workflows pat SO
Interesting Research mediam  REIR Risk Assessment hard RI-RA
Open Source vs Proprietary Software  mediom  REOS Risk Frameworks hard PR
Presentation or Blog mediem  REPE Risk Management and Acceptance hard  RIRM
Training - Creation and Delivery mediom  RE-TR Transformation Programmes medum TP
L. v . > - 7
Title Diffieuity ey Title Difficulty ey Tte Ocutty by
Avatao for photobox expert SE-AB Accounts Setup medum  STAS CBEST and CREST hard sTCe
Bug Bounties apent se.e8 Pull Request medum SR ISO Standards et SETA
Security Threats expert SEST Setup GitHub and Jekyll medum  STGJ PCI DSS medham ST
Testing Vulnerabilities hard SETV Site Changes medum  STAS Standards Advisor wxpart STSA
Vulnerabilities Discovered medum SEVD Write blog post medum  STAS
Write blog post from transcription medum  STEP
\ J . J \ J
Title Difficulty  hay
AWS Root Key epat LA
Authentication and Authorisation medum  TEAB




Real work scenarios

AWS ROOT KEY

key difficulty area
TEAW expert technical

A legacy SVN server is found to be exposed on the internet Review of the source code identifies a
number of secrets:

« Usemames and passwords of production D8s and Servers
« AWS key Upon review, the AWS key is active and has root privileges

Objective: Understand and contain Issue(s) without any pushes to production

« You can use any technology you want (ideally ones you have experience with) and any Group
Security team size

« Desoribe what you would do and how you would act (ideally In dagram format)

« Who would you talk to?

« What actions would you take to contain and remediate the issue(s)?

GDPR \BREACH NOTIFICATION TO EU REGULATOR

ey Moty e
=aN expert sk

Write an COPR breach notification emer to one of P EU Reguianor (Tor axampie 100 in the LIQ wih
8 breach rotAcanon for (3t least) one of the Sollowing soeranos:

o 1004 PhotoBooks and carde sent 1o Be wrong reciplent

. G wer's Us and P ds avelabie © doad n 53 bucket (va exposed AP
ey snd Secret)
o HR syitem d ol Sloyet data 10 rterndl erpioyees

* Nomopied In customens recetved marketing comemunications
o Ancthi sCEnado thist you hive peesonslprolessionsl cxperence in

Notes

» You have creative Soende 10 ©pand The chosen Soimnarios

* You can chose an EU Reguiator fromone of the four Companies the PRotobos Geoup
operates (UK France, Spain and Germany)

* N wndd be very Wieresting 1O see the sarme scenaro sent 10 rmuliiple sopuiatons, mhere e
Offerences Detmiin Dhn wousd be hghhghoed



Test candidate’s tech skills and CV claims

SETUF;‘GITHUB AND JEKYLL cBEs"l:‘AND CREST

key difficulty ares
STGJ medium setup key difficulty area

STCC hard standards
In order 10 respond 10 the challenges in a scalable and collaborative way, we ask candidates

a Jekyll based website. which will be setup for you.
1. dlone the repo hitps./github.comyproject-cx/pba-candidate-answers Define) with COEST and CREST,
o if you are happy for your answers 10 be publicly available, you can just fork it « Are you a CREST certified professional?

o note that GitHub charges for private repos, but BaBucket doesn't If so, which certification do you have? (and when did you take the exam
2. set-up dev/test environment (optional, but will help when writing content or modifying What was the most interesting part of the exam?

e © ¢ © ¢

template) What was the most challengl rt of the exam?
o if you are running locally, setup Jekyll to run the bulld (either on your host or us hwﬁchmoﬂhcextt::!gidnygo?m?
docker).

In which area of the exam did you find difficult?

o if are from GitHub, in sett set the master brach to he
IS — B your repo settings. « What kind of CBEST/CREST engagements have you been involved in?



Permanent Positions

Role

Head of AppSec

Head of Detect

Head of InfoSec

Head of Risk and Compliance

Head of SecOps

PosterXXL Information Security Officer

Senior Cloud Security Engineer

Contract Positions

Role
Perl Security Developer

SOC Engineer and Incident Response

Upwork

Role

Technical Writer

Contract Type
Permanent
Permanent
Permanent
Permanen
Permanent
Permanent

Permanent

Contractor

Location

London, Paris, Valencia or Munich
London, Paris, Valencia or Munich
London, Paris, Valencia or Munich
London, Paris, Valencia or Munich
London, Paris, Valencia or Munich
Munich

London, Paris, Valencia or Munich

Location
London, Paris, Valencia or Munich

London and Remotely (2 to 5 days per week)

Location

Remote (up to 20h week)

here

here

here

here

here

here

here

here

here



HEAD OF RISK AND COMPLIANCE

Contract Type Locetion Aoty
ree

Permanens Lonadon, Par, Venca of Maor

The Role

As P Head of Mgk ond Compllence. pou wil work slorgaede [he Oronp Securfy Masagernet tears ond oot 83 8 orvbassadr for Photoion Grougs coTolence oture ond
S23°2a0d8 enabing 1N NpPeSt $2303ads Of COMPARNCe Wt GUPR ang PO You wil 33viee T COMEaTy ON The FRact of Negulanion on 3l 3LPECtS of 1Ne DLENett, while Crestng
8 moderr risk outure powered by real Srme rish vaualastion and monfiorng.

What will you do?
Take overul rsponaibany for managing aad Saveioping Fhomslion Qoo fek snd comphance sysens

. and of rak and eues and A

. mmmmunuunnmwuumwwwmmnum

= Take recponstuliny 1o all mak 37 COTEASNCE PORCINE AND COMPIStS 3ANLal TEViews, PrOpOSNg 12 betser 330 TEx

- age the bomer of Oroup's vk Trem erturrg et each —arer 1 maraged and d by the soproorate TyTiern and that the
mmmnw

«  Suppom imvestigations Into any breaches - or potertial Sreaches - and repo of, o legal jmopandy posed by all reguistions and -]

Phototar Grove

Who are you?

Wel worsed In e range of rick G Dt noe hmeed 1 39 data and Y
mmd—mquwwm-wummd oand Y Quidel ly sfecting the 7 Crowp
Alie 1) MR Chre wON (M KAANGA WD IVEBLATCE SOl SLRAN MY

Able to cperate eectvely wiun 3 fast paced arganisation.

‘ \

2

Ldsceted b2 Gogroe kevel (> egsvelert)
Tech Stack
»  GRC ISMS O0PR, PCL S0 27000
«  Security Polices, Risk Maragerment
» ok Visabsation

Pyhon R (larguage)

\




Challenges (required)

#1: Setup GitHub and Jekyll #2: Develop and Attract Talent

key difficulty area
STGJ medium setup

In order to respond to the challenges in a scalable and
collaborative way, we ask candidates to use a Jekyll
based website. which will be setup for you.

1. clone the repo hitps./github.com/project-
cx/pbx-candidate-answers

o if you are happy for your answers to be
publicly available, you can just fork it

« note that GitHub charges for private
repos, but BitBucket doesn't

2 set-up dev/test environment (optional, but will
help when writing content or modifying the
template)

o If you are running locally, setup Jekyll to
run the build (either on your host or using
docker).

o if you are running from GitHub, in your
repo settings, set the master brach to
host the GitHub pages site

3. add your answers as an entry to _posts folder
(see examples)

4. push your changes to your repo

5. send us an email 1o project-cx@photobox,com

key difficulty area
MA-TA hard management
MA-TA-OV

Describe a time when you had to give constructive
feedback to a direct report that was not well
received, How did you handle the situation?

MA-TAO2
Describe the steps you have taken to foster a

positive team environment that encouraged your
direct reports to do their best.

MA-TA-G3
Describe a time when you transformed a struggling
team member into a major contributor.

#3: Programming Experience

key difficulty area
programming

How much programming experience do you have?

« What languages can you program in?

« What is your favorite language and why?

« How do you use those skills in real-work
(business) situations

PR-PE medium




#4: Inspirational Leaders

key difficulty area

RE-TL hard research

Describe three inspirational leaders who you'd like to
work for. They must be alive today.

« Tell us why you'd like to work for them
« Create a graph showing how you could get a job
offer to work for them

#5: Pll Data Breach

key difficulty area
compliance

By the nature of the business, our servers host our
customers images and personal information Le.
name, address, email address, etc.

The following are two possible scenarios:

« Photobox has discovered a data breach that
has allowed millions of our customers images
1o be exposed online, These images were not
available in the public domain and may contain
photographs of children, elderly relatives and
residential property

« Photobox has discovered a data breach that
has allowed millions of our customers name,
address, password and email address to be
exposed online, There is no credit card or
financlal information within the data breach

Of these two scenarios, which do you deem to be the
most serious and why?

Key Questions

« Which of the above constitutes Pl data?

« Which of the above would you report to the ICO
or relevant body?

« Would you contact the customers affected in
both scenarios?

COPI medium

#6: PCI DSS

key difficutty area

STPD medium standards

Define your involvement with PCI/DSS;

« Have you been involved in a PCI/DSS
certification process
« What are your views of this standard?
o Current version vs original versions
o What is new/interesting in the |atest
version?
« Where does PCI/DSS work?
o Where doesn't it work?
« Should PCI/DSS be a company wide standard
for websites that handle customer data?




Challenges (optional)

#1: Role Model
ey dfficulty area
MA-RM expert management
MARMOT
Describe a time when you set a positive example

that had & significant impact on peers or direct
reports.

MA-RM02
Describe a time when you motivated others through
your commitment to delivering results.

MA-RM-03

Describe a time when you demonstrated %0 others
the importance of taking accountability for
Dusiness outcomes,

. »

#2: Open Source vs Proprietary Software
ey difficulty area
RE-0S medium research

Write a business, technical and moral case

« for open souwrce vs proprietary software
« for proprietary software vs open source

ey difficulty area
RIJW expent risk
Photobox Group Security uses JIRA for risk
managemaent and acceptance.

Our team, outputs and philosophy Is based around
graphs and workflows.

Baelow is a rigk acceptance workflow, critique this
workfiow and tell us what you would do differently.

#4: Risk Management and Acceptance

ey difficulty area
RI-RM hard risk

Photobox Group Security uses JIRA for risk
managemant and sccaptance.

+ Which tools have you used to manage this
process?
« Was this your decision or 8 business led

el ah




HEAD OF INFOSEC

Contract Type Locatien Arply
here

Permanent London, Pans, Valeno or Munich

The Role

As the Head of infasec you will support the CIS0 with the maragement of the Group Securtty function, Inchuding all irformation systens related 10 custormens, prodect, factory,
compliance, sudit, physical, and stalf secumty.

You will be resporaibie for driving the Group's enterprise security and sisk masagement vision, strategy and programme 10 ensure protection of Infarmation assets and technologies.
You will lead In the crestion of a0 socoustadle, INFONMANON SEOUMY CONSCIOUS Culure and 8 System securfly architectuse Dullt 2n hgh-quality standands, as well 23 seQuisr status
mONNorNg and Quality "epOrting activiies.

\ y

What will you do?

+ Consut, appeove and/'or vallcane existing Dusiness sategic drections and nvestment plans as they relate 10 e Drosecuion of systems and data

+ Gt the big Information securty risk managerment picture Inchading third parties, service providers, and IMegrating with Internal contral, compliance, and risk management
functions

Setting sateg drection

Eaguring the privacy and protection of Personally idertifable information (PE) of customens and employees

Managermnest of IT imvestigationa, digital forenaica, @ discowery, Breach reaponse, and ‘eaction plan resposabiities

Informaton Risk Management standards and Hractical appiication using recognised standards (180, NST e )

Information Securty Management System (SMS) designed %5 preb and documentad asSerance televant 1o the arpanisation

Reprosert the Group 8a the suthority for security and contsols 85 clients and customern, partaers, competicrs, audiors, regulators and inernal stakeholders
Line management of Sud12ams wWithin the Qroup Security team

Laise with Brands under Photodox Group 50 S4pport se0urty and compliance processes

Scpport the crestion of KM for OKR settng

Eagure recurTing procesdes are documented, recortied, and evidenced by felevant teama/ snaft

Presert %9 SMT/Exe0 on securfy related CONOETa/developments 0N 3 regular bases




#4; Training - Creation and Delivery #5: Programming Experience #6: Vuinerabilities Discovered

key

RE-TR

difficudny
medum

research

Provide details of training that you have defivered
recently

what was the subject matier?

how many peaple dd you rain?

how did you prepare for this training? |.e. did
you produce materials and handouts? Did you
use visual aids? etc.

i you could do this training session again, what
would you do differently?

key afficulty aces

PRPE  medium = programming

How much programming experience do you have?

= What languages can you program in?

«  What is your favorite language and why?

«  How do you use those skills in resbwork
(business) shustions

kay difficulty
medum

SEVD security

What kind of vuinerabiimies have you discovered in
real-word applications?

«  How did you find them?

« How did you report them?

« Did you write 1ests/PoCs that the developers
could use 10 repicate the issue?

« Did you received a bug-bounty payment for
them?

Challenges (optional)

#1: Deliver Results Through Teamwork #2 Pl Data Breach

ey

MADR expen

difficulty

management

MAOROY
Describe a time when you had to transiate an

organisational strategy into concrete deliverables
hat resulted in positive business outcomes.

MAOROZ

Describe a time when your team's workioad was
unbalanced. How dd you prioritise and delegate
the work?

key difficulty
cop

medm  compliance

By the nature of the business, our servers host our
customers images and personal information Le.
name, address, emall address, etc.
The following are two possible scenarios:
« Photobox has discoverad & data Breach that
has alowed millicns of cur CUSIOMErs Images
10 be exposed oning. These Images were not
avalable in the public domain and may contain

photographs of children, elderly refatives and
residential property

« Photobox has discovered a data breach that

#3: Risk Rating

ey difficulty e

RIRR haed

How would you define a system for risk rating?
Have you used cne In the past?

«  What worked
«  what didn't work?
« How did that soksion scale?




All content in Markdown
and managed at GitHub



|| project-cx | pbx-group-security @Unwatchy 22  geStar 3 YFork 21

<> Code 1) Issues 64 I} Pull requests 30 " Projects 7 [ Wiki 1 Insights {3 Settings

Content for PBX Group Security website https://pbx-group-security.com/ Edit

Add topics

{© 1,287 commits U 8 branches © 1release 48 17 contributors & Apache-2.0
|

— T Creste new i Upload fles | Find e
2L JemmaDSmith Update working-sessions.md Latest commit 6a5979a an hour ago
I .vscode added vscode worspace config for everyone to use with defualt to 2 sp... 11 days ago
i bin commit for github push 13 days ago
i content Update working-sessions.md an hour ago
i data Update 4.yaml 29 days ago
I 18n fix issue 88 a month ago
i layouts - Added events shortcode for the Working Sessions page a day ago
i src - Added events shortcode for the Working Sessions page a day ago
i static - Added events shortcode for the Working Sessions page a day ago
[%) .gitignore updated .gitignore to also have the .idea folder 23 days ago

[5] CONTRIBUTING.md Update CONTRIBUTING.md a month ago



The challenge file (note the file name)

pbx-group-security / content / challenges / technical /| TE-DA-darktrace-alert.md B orcancel

<> Edit file ©® Preview changes Spaces & 2 &  Softwrap
| -
2 title : Darktrace Alert
i key : TE-DA
4 area : technical
5 difficulty : hard
6 skills : Briefing, Analysis, Planning
3
9

10
11
12
13
14
15

17
18
19

DarkTrace (AI-based network IDS) raises an alert caused by the download of an unknown executable by a8 user with administrator
privileges. Further analysis of DarkTrace logs for the affected device shows unusual network activity.

Describe how you would proceed to achieve the same understanding in TechOps, DevOps, Business, and Management.

*Bonus points for mapping what could be the possible malicious and non-malicious (benign) root cause of this incidentx
=+0bjective: Understand and contain issue(s) without any pushes to productionsx

* You can use any technology you want (ideally ones you have experience with) and any Group Security team size

* Describe what you would do and how you would act (ideally in diagram format)

+« Who would you talk to?
+ What actions would you take to contain and remediate the issue(s)?



The role file (note the content as metadata)

pbx-group-security / content / roles | contract /| soc-engineer.md

<> Edit file ©® Preview changes

S OO NOVE WN -

.

=
=

12
13
14
15
16
17
18
19
20

title : SOC Engineer and Incident Re

layout : role

date : 2017-12-06

contract_type : Contractor

location : London and Remotely (2 to 5 days per week)
apply_Link :

what_will_you_do:
- You will be responsible for initial analysis/investigation of data an

day-to-day basis.
- The role requires you to have previous experience of working in a SOC

Contract Type Location y

Contractor London and Remotely (2 to 5 days per week)

\

The Role

Help us define, manage, and expand our day-to-day operations within our &
SOC. Handle Security incidents and help to fix root causes.

define and build monitoring and detection capabilities.

\

What will you do?

« You will be responsible for initial analysis/investigation of data and tl
escalation and management of incidents on a day-1o-day basis.

« The role requires you to have previous experience of working in a SO
along with hands-on experience in helping to define and build monito
and detection capabilities.

who_are_you: — Who are you?

- Knowledge of AlertLogic and AlienVault or Elastic Stack/ELK

- AWS Security \
- Experience of Security Information & Event Management (SIEM)

- Experience in Akamai Kona (WAF), monitoring and writing rules
Experience in creating and deploying AWS WAF rules powered by Lambda(
Experience in creating network diagrams (ideally from code/data)

~D

Programming experience (Python, JavaScript or Bash)

« Knowledge of AlertLogic and AlienVault or Elastic Stack/ELK

« AWS Security

« Experience of Security information & Event Management (SIEM)

« Experience in Akamail Kona (WAF), monitoring and writing rules

« Experience in creating and deploying AWS WAF rules powered by
Lambda(s)

+« Pynadtansca In craatinn natrweirk diasarame (idaaliv fraam ~ovia/datal



Challenges mapping is easy

24 tech_stack:

25 = AlertLogic and AlienVault or Elastic Stack/ELK
26 - AWS, Akamai, WAF, Lambda

27 - Risk Visualisation

28 - Python, Javascript, Bash

29 - Kibana, Grafana or Nagios

30

31  challenges_required:

32 - ST-SA-github-and-jekyll.md

3 # - CP-C

34 - PR-LE-lambda

35 - SC~VD-vulnerabilit

36 - PR-PE-programming-experié

37 - RE~-IR-interesting-research.md

38

39 challenges_optional: LTI O Ot
49 - TE-LA-log-analysis.md - — = w b = w G =

41 - PR-VS-ec2-with-vuln-site.md P———— | —— =i
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Customised candidates page

-§oc ENGINEER AND INCIDENT RESPONSE (9A1DD63C)

Welcome to your Challenge page

Thark you for your appiication with Pactobos Group Security.

The next stage of the recrutment pr L1 wiote meliple chalienges that have Been hand-pickad for you Your chalienges are based (

00 yOur preVious esperience

Unique ID

You'll have boen provided with a urigue 1D in Be suliject ine of your challenge emall, this aliows you 10 remain ancmymoss during your parscl
reference this D in any commenication about Tus ol with Photobox

Your Current Challenge List

Security Thveats

o Testing Veinecabiities
s ECI with Wirerable She
o Presematon or Blog
o Log Aralysis

How to Submit your answers

Ploase sebamit your anpwers using 3 clone of Tus Griab repostony, which is a Jedyd based webshe You can Snd more detalied nsrucsons !
Think agle and incremental Changes
Your fiest prioety should be 1o

= Setup the website

o muahe & chveds Fhasvrs

Challenge Details

ey dficulty area
SEST

. What of idertitying securtty Sweats
have you been inwoived with? - what is your
typical rolle within s sceraric?

« What is your predemed method of
erifyng securty threats?
o oapiake why
* Hawe you sunomated systems for
iderifying securty threats?
« i g0, please describe

ey diculty area

REPS medhum sesearch

Create 3 biog post or pr abost a technical or
business-related Dook pou Mave read recently which
Inspired you

Book suggestions:

« Wew Rubes fov the New Ecoscnry 10 Ways the
Network Econonry ls Changlag Everything by
Varan Kby

« Grach Databases: New Ovoortunities for

#2: Testing Vuinerabilties

ey atfcuty ares
SETV rard secury
In ceder 1 (1) conchuswely show - Y

vurerasbiftes (and The various ways ey can be
expiciied) and (1) once e code has been modified 10
exchude them, prove Tat this has bees done, how
woukd you set up sctomaned tests?

«  What kinds of things would you iInchude In your
teats? Mow would you replicate the security
Isses?

o Would your tests pass of Tall when e
wiinecabiiies exist? When they no longer exist?

o How would you ensere that the tests would

catch row of sirvdar r
«  Can you peowice » @agram of your soly
(cprenal)

oy affcuty aces

TELA eapert tochncal

You are given 5 G, 50 GB or 500 GO of nglax sarver
logs (pick the one you are MOsT comiorable
hasding). These loga cower 8 period when we know &
hgh lovel vidnenabiiny was exposad
Your job Is 1

1 bashd an ANS-based InInastructne 10 Consume,

Query, ard visuakse the dets
2 find nened if that vl bility bas heen suninted




Candidate answers provided via Hugo site

CHARLIE HACKER - 9ED192BB \

CHALLENGES ANSWISRS BOG rOsTS ABOUT NI HELP

Welcome CHALLENGE'S ANSWERS

My mnarme i3 Charfie Macker. Wislcome 12 my ste. | Hope 10 work with you in he Ruture

1 2ppiyng for T roke of Head of Applcasion Sacurity X Frotofios Groug Secwrny. fve complesd

the challerges &3 specied n the for the ponion

Part of thiz challenge man to test the techrical weter's ablity to edt and continuoutly integrate

MATGRS 13 2 ve Weh e

RECENT POSTS

Tex the GEHeb repo for this site

Password protected site
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photoboxgroup
security HOME ABOUTUS ROLES CHALLENGES BLOG  WORKING SESSIONS CONTACT

WORKING SESSIONS

Photobox Group, working with OWAS#® London Chapter, is hosting a number of working sessions to continue the great work done at the OWASP Summit
2017, and collaborate and share our knowledge on the following themes;

« Playbook common format

« SAMM

« GitHub security feature request

« GDPR and DPO AppSec implications

If you have a session idea email your suggestion 1o us

Book your place now

Feoruary [ Morch [l Vorch I hpril




Latest research and capabilities on this repo

Ll project-cx / coreui-hugo @Unwatch~ 1 4Star 0  YFork 2
<> Code Issues 3 Pull requests 1 |\ Projects 0 Wiki I1 Insights £ Settings
Site to hold the hugo site for managing projects (used internally by GS) Edit
Add topics
(D 23 commits ¥ 1 branch L 0 releases AL 2 contributors i Apache-2.0
=
Branch: master v New pull request Create new file  Upload files  Find file Clone or download ~
. DinisCruz Merge pull request #4 from regisphilibert/people-page = Latest commit 1202754 a day ago
i bin commit for github push 4 days ago
i content Merge pull request #4 from regisphilibert/people-page a day ago
i layouts Merge pull request #4 from regisphilibert/people-page a day ago
i static Added PBX to the header and footer a day ago
=) .gitignore Adde menu support 4 days ago
| LICENSE Initial commit 4 days ago

| config.toml First working version of Hugo 4 days ago
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