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#whoami 🦄

🔐
󰝑   ☯   🌴

󰟜
Python, Java 

Rest APIS
DevSecOps

AppSec, CloudSec
The DevOps 

Platform
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What?
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Quiz

What Is
DevSecOps?
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It's an approach to culture, automation, and 
platform design that integrates security as a 

shared responsibility throughout the entire IT 
lifecycle.

DevSecOps stands for 
development, security, and operations. 
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Common Pain Points 💥
● Security is the bad guy 👻

● Vulnerabilities (known + unknown) make it to production 🚨

● Delays, fails, or…. ‘worse’ 📉
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Who?
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Quiz

What is the difference 
between project 

mindset vs product 
mindset ?
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🔧 ��🏽 💻
🔐 Fast

Secure

Stable
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What is Culture? ☯

Warstrum 2004
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 🔧 

󰟜 🔐 UNSTABLE
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How?
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Quiz

Where do we 
start Securing 

DevOps?
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🧠 Education 

🎨 Secure by Design 

🚀 Automation 

Some useful reading 📚
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Developers or Video Gamers? 🤓🎮
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Make Security Fun & Easy 😄
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Make Security Fun & Easy 🦇
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Shift Security Left 🔐👈
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Your Friendly Neighbourhood OWASP 
💥
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Quiz

How do we 
measure 

DevSecOps?
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DORA Metrics 🚀⚖

⚖ 

⚖ 
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‘Elite performers spend 50% less time remediating security issues than low performers’
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https://insights.sei.cmu.edu/blog/the-current-state-of-devsecops-metrics/

Beyond Dora Metrics 📏

➡ 

➡ 

➡ 

https://insights.sei.cmu.edu/blog/the-current-state-of-devsecops-metrics/
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Why?
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● Incorporating security into DevOps helps speed up 
iterations, we can innovate faster than competitors 🚀

● Vulnerabilities are identified earlier which helps to avoid 
cyber-attacks 💥

● It helps improve communication and collaboration 
between teams 🤝

https://developer.ibm.com/articles/devsecops-what-and-why/

Why DevSecOps? 🔐

https://developer.ibm.com/articles/devsecops-what-and-why/
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Summary
● Take a #securityfirst approach  🧠  

● Break down silos, we are all on the same team! 🌐

● Make it fun, automate & measure results 
#empowerdevelopers 󰭂
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Thank you!
stefania@devstefops.com


