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Main question of the payment pentest

WHERE S THE MONEY




Good pentest Bad pentest




Get money from the bank From our own accounts
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Decisions, decisions...
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Card payment processing
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Most ATMs can be hacked in under 20 |
minUteS leekhat Blackbox is

Experts tested ATMs from NCR, Diebold Nixdorf, and GRGBanking. USA 2GS :
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Terminal Simulator

Testing Tomorrow's Transactions Today

mastercard

I I l/ pare a PO/SC card reader. If you don't have such a reader, you can order a

or order the per ts that are listed below,

el —— {0 S ://\WWW.terminalsimulator.co

simulator kit, that will incluode a dud interface :r ontact and contactiess) reader, o

L « S ) L5 ) as ¢ 7 5 SILE - " \ > N X

Featured Products

[Issuer authemticattion Data) « 3 OFTIONS

—
Activation Extension [ ll Oatd 1 &)
2020 proe: e

ARFC Rodponae code: DO

Online Resporae 13 DECLIMGD

FIPO210787 10000

Extersion of

activation to January
20

Transaction Tine = 5170ms (Terninal: Jbiss me Lo3bms )

Ganerating AC Commard

-

¢ rinfched conerating Ac command

+ Sanding Ind GENERATE AC Command

—e=» Command '
CLA INS #1 »2 LC L

T4 ST A7 20 64 38 T8 7T 00 00 91 00 00 20 00 00 twu/a.
00 3080 31 3990 0) 08760820 0F N2 .39 s

TT 29 % 27001 00 9 36 02 03 €D % 26 98 F9 38 w).'...6 4.8
BF 34 16 57 80 56 9% 10 12 02 10 20 90 95 M4 4 AW V..... s »
00 30 63 00 00 00 0 20 0O 09 FF °

Tramsaction

Tag [responce Meiiace Tesplate rersat 2]
Length: 29 .

T 27 [cryptogram tefersation pata)

Length: @ '

Data

T {appliication Tramsaction Counter (AT())

Lerngeh:

Data

TagQ Appllcation Cryplogras)

Lefgeh

Data  : F038m MLLATO0%E

Tag W10 [Isswer Application Data)

Length: 12

Data : 91102090012404 00504 PH000000 JH0000¢ ¢

¢ GENERATE A processed ok


https://www.terminalsimulator.com/

POS+RCE - is the instrument

* EMV/NFC core real implementation
* May contain a lot of bugs

* Real payment process workflow
* Payment packet

* Configurations (limits, etc)

* Offline authentication and risk management



Example of the payment packet

} nputType®:"contactless _chip®, "ermvData":"S00a4d617374657243617264524032109305f280208265230208265340100
82021%803407a000000004 10109505000000800093031903189:01202f02060000000001002f03060000000000009f0607 2000000004 10 109f090200029f101201 10800003220800000000000000000000f0f
120a4d6173746572436172649f1a30208269f1c0831323334353637389f1e0831303535323239309f2608c ad7779¢ 1aa2a3c99f2701009f33030008089f34031f03029f3501220f360204420f3704aa3aaa33adf28
01004f30020201df32022097 2508543007 dfe 18bbdd076c 76d6 1dd813094¢ 12e6ac 83855232324 3c aalSedfac 0305 80284088200 168dfaeS 085375905611} }

0069 D043 00EA D
000100 03001206

00 A7
00 20
. 01
BER encoding 03
00 33
 TLV —Tag Length Value 00 53
00 01 \Wumberof TLVs - fop level
Examp|e 29 FF 00 4D \\Pavent TLV
Nested 2A OE 00 04 DO D1 28 37
T s L2 \ h Incluges all n» TLVS
° AAO1 05 [hex] LV A D1 03:5;1(:%”‘611 OLTO)C xes all nested TLVS
2A 07 00 04 00 00 13 98
¢ Tag —AA N{S\ffid 2A 0A olo 0200 14
2A 02 00 13\\Length includes next 3 TLVS
° Length -1 byte Nestea | 2 8288 82 gg 02 o
s 24 09 102
e Value - 05 TLVS 24 0B 00 04 00 00 1F 4

2A 02 00 13\\Lemath nchudes next 3 TLVS
2A 08000201865

2A 080001 32

b 24, 0B 00 04 00 00 1F 40

Nestea
TLVS




Example of the payment
packet

50 (application label) MasterCard
5F24 (card expiry) 210930
5F28 (issuer counm GBR (United Kingdom)
5F2A (terminal currency code) GBP (Pound Stering)
5F34 (PAN sequence numbery) (ff————————"—
82 (AIP - Application Interchange Profile) &
1000 (Byte 1 Bit 5) Cardholder verification is supported
0800 (Byte 1 Bit 4) Terminal risk management is 1o be performed
0100 (Byte 1 Bit 1) CDA supported
0080 (Byte 2 Bit 8) EMY and Magstripe Modes Supported
84 (dedicated file name) A0000000041010
95 (TVR - Terminal Verification Results) &
0000008000 (Byte 4 Bit 8) Transaction exceeds floor kmtt
9A (transaction date) 190318
9C (transaction type)
9F02 (amount authorized) 000000000100
9F03 (amount other) 0oOOCTIIIT—
9F06 (application id) AQ000000041010
9F09 (terminal application version number) 0002
9F10 (issuer application data) &
Key Derivation index 01
Cryptogram version number 10
Card verification results &
Byte 1Bit 8 =« 1, Byte 1 Bit 7 « 0 Second Generate AC not requested
Byte 1 Bit 6 = 0, Byte 1 Bit 5 » 0 AAC Returned in First Generate AC
Byte 3 Bits 8-5 Right nibble of Script Counter = 0
Byte 3 Bits 4-1 Right nibbile of PIN Try Counter = 3
Byte 4Bit 6 =1 Offine PIN Verification Not Performed
Byte 4Bt 2 =1 Domestic Transaction
Byte 5 Bit 4 =1 Go Onine On Next Transaction Was Set
DACACC Dynamic Number 2 Bytes 0000
PlaintextEncrypted Counters 00000000000000FF

9F12 (application preferred name) MasterCard
9F1A (terminal country code) GBR (Unted Kingdom)
9F1C (terminal id) 12345678
9F1E (terminal serial number) 10552290
9F26 (application cryptogram) CAD7773C1AA2A3CS
9F27 (cryptogram information data) AAC (Apolication Authentication Cryatogram - Declined)
9F33 (terminal capabilities) & R ———,
000800 (Byte 2 Bit 4) No CVM Regured
000008 (Byte 3 Bit 4) TH_
9F34 (CYM Results - Cardholder Verification Results) &
1F No CWM required
03 If terminal supports CVM
02 Sucesstul
9F35 (terminal type) 22
9F36 (ATC - application transaction counter) 1030
9F37 (unpredictable number) A3SD7S1EA
DF28 (?) (O
DF30 (?)y 0201
DFAE02 (?) 97C2508543007DFE188BDDO7E6CT7S061DDS1 3094C1 2E6ACB3855232AE43CAADSE
DFAEO3 (?) FFFFS502840F85200165

DFAESA (?) S37590FFFFFFS611
—_—

https://tvr-decoder.appspot.com

PAN/Track2/Expiry date

Transaction date and time

Amount and currency

Type of the operation (payment, cashback, refund, other)
Type of the cryptogram, cardholder verification method


https://tvr-decoder.appspot.com/

Attacks

 Refund/reverse attacks
* Chip & PIN attacks
« Card testing




Forbes billlonaires Industry

Reverse attacks Criminals Steal S4 Million In
Cash With Novel 'Reverse
ATM' Attack

Thomas Brewster forbes Staff
Security

SECTOR 44, GURGAON-12006
HARYANA, INDIA

Withdraw Cash thdraw Cash

[ransact ioa Date - 19/01/2015 11:54:25 19/01/2015 113
futh Code . 398 2393

Iransaction [d  : 296056039923 238658639923
l’.[ “! () 'h';”‘ EJ:I:' ‘:|~]
311able Balance: 5000069 + 5000069
' N0 < X000 00 X 0069 ¢ KK AKX AR
. : WCHIP MasterCard : MCHIP Master(s

: PayPass On)rder : PayPass Onling



Refund attacks

R .,
oy

Money movements
Free infinite credit line

3

Credit card Debit card




Chip & PIN is still broken

* 2005 University of Cambridge, https://murdoch.is/papers/cl05chipandspin.pdf
¢ 2010 Inverse Path (F-Secure) / Aperture Labs

https://cansecwest.com/csw11/Chip%20&%20Pin%20-%20Barisani%20&%20Bianco.pdf

* Intercept PIN (ICC plaintext PIN verification)
* Make transactions without PIN knowledge (“PIN OK” attack)

* Downgrade to chip&signature


https://murdoch.is/papers/cl05chipandspin.pdf
https://cansecwest.com/csw11/Chip%20&%20Pin%20-%20Barisani%20&%20Bianco.pdf
https://cansecwest.com/csw11/Chip%20&%20Pin%20-%20Barisani%20&%20Bianco.pdf
https://cansecwest.com/csw11/Chip%20&%20Pin%20-%20Barisani%20&%20Bianco.pdf

Chip & PIN is still broken

* CVM list — cardholder verification method list
* CVM list is defined on the card
* CVM List provides the terminal with four pieces of information on how an issuer wishes the
cardholder to be verified:

* CVM method (in priority)
* Conditions of use
* What if the CVM method is failed

* Encrypted PIN if supports, then Unencrypted PIN if supports, the signature, than cancel

* https://www.spotterswiki.com/emv/cardsearch.php

* https://tvr-decoder.appspot.com
« Offline data authentication — when POS checks that card and it’s data were genuine: SDA, DDA, CDA


https://www.spotterswiki.com/emv/cardsearch.php
https://tvr-decoder.appspot.com/
https://tvr-decoder.appspot.com/
https://tvr-decoder.appspot.com/

When hackers come

* 2011, France htips://eprint.iacr.org/2015/963.pdf
* 40 cards

* PIN-OK additional chip
* 7000 transactions
* 680,000 USD



https://eprint.iacr.org/2015/963.pdf
https://eprint.iacr.org/2015/963.pdf

Chip & PIN is still broken

* 2019, Europe
* PIN interception, “PIN OK” attack, chip&signature downgrading

* Why?
* “Nowadays CVM is signed” (c) Inverse Path - CDA
« Weak CVM Lists: PIN Online if unattended, PIN Offline elsewhere
* Visa cards do not provide Offline Data Authentication
* Card supports (DDA,CDA), terminal supports (DDA,CDA):
* Terminal choose DDA

* Terminal goes online if the offline authentication is failed



Card testing

* Balance testing for stolen cards

* https://www.zdnet.com/article/hackers-abuse-magento-paypal- scupsm.com
integration-to-test-validity-of-stolen-credit-cards/ @ -4799$
: EXSBILLING.COM
#~  Google Services
(4
@D -7228
Payment methods > Add payment method
Google Services £0
Add a payment method
™  Add credit or debit card
Card number Google Services £0
b 8631



https://www.zdnet.com/article/hackers-abuse-magento-paypal-integration-to-test-validity-of-stolen-credit-cards/
https://www.zdnet.com/article/hackers-abuse-magento-paypal-integration-to-test-validity-of-stolen-credit-cards/
https://www.zdnet.com/article/hackers-abuse-magento-paypal-integration-to-test-validity-of-stolen-credit-cards/
https://www.zdnet.com/article/hackers-abuse-magento-paypal-integration-to-test-validity-of-stolen-credit-cards/
https://www.zdnet.com/article/hackers-abuse-magento-paypal-integration-to-test-validity-of-stolen-credit-cards/
https://www.zdnet.com/article/hackers-abuse-magento-paypal-integration-to-test-validity-of-stolen-credit-cards/

When hackers come first

Nov, 2016, 40,000 accounts, 9,000 successfully

Tesco Bank says attack cost it £2.5m and
hit 9,000 people
® 8 November 2016 f vy © [ <« Share

Was it hacked?

Tesco did not use the "H" word in its statement and in interviews




Card testing

* 1 Dec 2016, Newcastle University

° Consecutive enumeration: TABLE L VARIATION IN PAYMENT SECURITY SETTINGS OF ONLING
PAYMENTS WERBSITES
b BIN (pu blIC DB) Number Sites Sites Sites Sites Total
of with 2 with 3 with 4 with 3D
. . . . tt ts fields fields fields S
« PAN (online banking registration) Allowed | (guess | (guess | (muess | (safe
expiry [ CVV2) | address from
« Expiry Date (refund, recipient of funds) i postcode) | attack)
Dto§ 2 23 2 - 27
* CVV (regular payment) 61010 20 | 238 18 : 276
. 1l woS0 2 28 3 KX}
* Postcode for AVS (different error) g - - -
nlimited 2 2 2 - 6
iD -
Secure 4 47
Total 26 291 25 47 389



https://eprint.ncl.ac.uk/file_store/production/230123/19180242-D02E-47AC-BDB3-73C22D6E1FDB.pdf
https://eprint.ncl.ac.uk/file_store/production/230123/19180242-D02E-47AC-BDB3-73C22D6E1FDB.pdf

Card testing

1 Dec 2016, Newcastle University

https://eprint.ncl.ac.uk/file_store/production/230123/19180242-D02E-47AC-BDB3-73C22D6E1FDB.pdf

Consecuti

PAN

FCA fines Tesco Bank £16.4m for failures in 2016

cyber attack

Press Releases | Published: 01/10/2018 | Last updated: 01/10/2018

Expir

CVV (regular payment)
Postcode for AVS (different error)

Udle (ICiulid, reCipiclit Ol 1TUridys)

URITY SETTINGS O
Sites Total
with 3D
Secure
allowed (guess (guess (guess (safe
expiry | CVV2) address from
date) postcode) attack)
2 27
y 10 18 76
Llo! 3 33
nlimited 6
D 47

389



https://eprint.ncl.ac.uk/file_store/production/230123/19180242-D02E-47AC-BDB3-73C22D6E1FDB.pdf
https://eprint.ncl.ac.uk/file_store/production/230123/19180242-D02E-47AC-BDB3-73C22D6E1FDB.pdf

Card testing

* July 2018, Monzo

) https//www.theguardian.com/money/2018/jul/07/heres-how-scammers-get-away-with-it
Transaction attacks

On the Monday morning I visited Advertisement
Monzo’s offices, just 12 hours earlier
there had been a “pan enumeration”
attack on its computer systems. This
is where fraudsters, often based
overseas, bombard a bank’s
computers, trying to guess
passwords and logins, or attempting Meet the hub for teamwork In
to do transactions by generating card Office 365 Business Premium
expiry dates and three-digit CVCs
(card verification codes) in the hope
that some might break through.

CLICK HERE =




Rounding

DMPLETE REFERENCE WITH CUSTOM
HACKINC TOOLKIT

ZoroNights 2013

e

Practical exploitation of rounding
vulnerabilities

In internet banking applications

Adrian Furtuna, PhD, OSCP, CEH

adifZk8@amail.com

4 Round error issue - produce money for free on itBit bitcoin exchange (hackerone.com)

70 points by waffle_ss5 offMar 3, 2017 Qhide | past | web | favorite | 50 comments



Rounding

1 GBP =1,30 USD

0.02 USD => float(0.0153; 2) == 0.02 GBP
0.02 GBP => float(0.026; 2) ==t0 0.03 USD
Profit = 0.01 USD



Rounding

1 GBP =1,30 USD
0.02 USD => float(
0.02 GBP => float(
Profit = 0.01 USD




Rounding

1 GBP =1,30 USD

0.02 USD => float(0.0153; 2) == 0.02 GBP
0.02 GBP => float(0.026; 2) ==t0 0.03 USD
Profit = 0.01 USD

x10,000
* OTP bypass
* Antifraud bypass

* Don’t need to do everything manually



Stat

* Maximum amount per project — $463,843 in 3 days (in live)
* In 2019 — 8/8 banks in Europe were potentially vulnerable to rounding,

one bank has confirmed the vulnerability



How to lose money during payment research

« Startup, which “allows you to spend money from any of your accounts using just one * Card” - *1234
* Connect any of your cards in the mobile app
* When you pay from the card *1234,

money will be withdrawn from the card you’ve chosen and connected (*5678)

* What if we will use Card2Card and send

From *1234 To *5678
: = C2C
* Just a regular transaction for *5678 Fﬁm To E

* We will get a cashback!




How to lose money during payment research

« Send £100

* Money were withdrawn twice!

* Waited 5+ days

 Used 3 different card2card services

@ Waitrose

-£25.48

paysend - £99

0 Paysend

* Used 3 different cards, connected in the app

-£100

Date and time of
operation

Amount in operation
currency

Amount in card currency

Description

03.05.2019 13:35

100.00 RUB

100.00 RUB

Payment ir

TINKOFF BANK CARDZ london GBR

Date and time of Amount in operation
operation paken Amount in card currency Description
03.05.201916:35 100.00 RUB 100.00 RUB transfer c2¢ another bank

0 .. - -
Today
es Send Money 24 Ltd 5.00
Saturday 15th June
s:  Sendmoney24 5.00

ss  Send Money 24 Ltd

0.01



How to lose money during payment research

- £100

From To

*5678

+£100+ cashback



How to lose money during payment research

https://medium.com/@Tim_Y/how-to-lose-money-during-payment-research-or-in-

searching-for-financial-ombudsman-5047bff89bc2

- £100

| -+ 15 min ago
« p— —_— — _— _——

+£100+ cashback
Refunded £99.00 - Paysend == Met

Manage notifications


https://medium.com/@Tim_Y/how-to-lose-money-during-payment-research-or-in-searching-for-financial-ombudsman-5047bff89bc2
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Who will pay?

* Not all vendors/banks are the same

* Risk-based model doesn’t care “where’s the money”, but “how much money”

Bugbounty company from Google

. Found vulnerability

1

. Reported with lowest CVSS/out of scope 2.

. Thanks, $$$
. Now vulnerabilities won’t be used in the

wild

3.
4.

Bank “A”

Found vulnerabilitity

Reported medium CVSS

It's not been used in the wild
Vulnerabilities still can be used
in the wild
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https://www.cardpayments.fail

info (at) cardpayments (dot) fail

@ab6ot


https://www.cardpayments.fail/
https://www.cardpayments.fail/

