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Today’s Agenda

1. Software Development Process

2. SAST SAST - Static Application Security Testing

3. SCA SCA - Software Composition Analysis

4. DAST (IAST/Fuzz) DAST - Dynamic Application Security Testing

5 ASOC IAST - Interactive Application S.,ecurlty Testing
Fuzz - Malformed protocol testing

6. Help!

ASOC - Application Security Orchestration and Correlation
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Software Development Process
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Simple Web Application

Login
. Email
. Password
Register
Display Name

Ema“ ﬂ

Password

You rWebPruj ect? YOUR AWESOME MOTTO GOES HERE...! SIGN IN

Verify

Dashboard

@ 2015, Kaleidosoft Labs

lecalhost:3009/spring-angulars-java-webapp-template-project-1.0-5NAPSHOT/#/login N
SYNOPSYS
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What are the Components?

75k

50k

25k

© 2023 Synopsys, Inc.

Component Code Lines (LOC) Outstanding Dismissed Fixed Issue Density
webapp-resources 907 0 0 0 0.00
unusedspringsecurity 397 4 0 0 10.08
test 278 3 0 0 10.79
servlet < 0 0 0 0.00
service 232 1 0 0 4.31
model 555 1 0 0 1.80
interceptor 42 6 0 0 (14286 ))
framework 246 0 0 0 0.00
core 258 8 0 0 31.01
controller 333 @ 0 0 39.04
auth 120 ! 0 0 33.33
Other ( 93744 ) 42 0 0 0.45

0\\,“@ \Q’é\ cogc\\é’\ 5 6\4\0‘2) @0& RQQ,QN 3 e\s&d& 00@ (,\\Sc}\d\ fb§ O&(‘Q:\
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What are the risks? —

100

Many issues in a small

area of the application Issue Density

may indicate a design N

concern (fever) 0 S _ l I I

Too many issues reveals Outstanding

high tEChﬂlCa-l debt Issue Count

(general malise)
0 H — — R | I
&cﬂo&o @q@@()&\w\ & @f‘é\ @q}*\@e) e < Q}QQ,Q@ @0@@0& s 00“\'\0\@ S
K 0 X
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S Webapp -

|SSU€ DenS|ty = lIssues By Snapshot | Al €} Kb

Component # ltems CID Category Type Standard: OWASP Web Top Ten 2021 CWE C
WebApp .test 3 139639  Audit impact security Log injecticn Al 117
WebApp.interceptor ‘ 6 139641  Audit impact security Log injection A3 117

ertlng invalidated user input {0 | webappaun 4 139642  Audit impact security Log injection A3 17
log files can allow an attacker to | Weoreeotrer Bl 139543 Auditimpact security Log injection

WebApp service 1 139645 Audit impact security Log injection A3 117

forge log entries or inject =

- . . 9 items match < Page| 1|0f 1| » | 1of6issues selected < |Page
malicious content into the logs —
o= { W WebAppMetricsinterceptor java
] ] ] ] = pravate Lullg Stalcidie = UL,
* Injection of misleading events |.. e
21 public boolean preHandle(HttpServletReguest reguest, HttpServletResponse response, Object handler) throws Exception {
select issue
* Injection of XSS attacks, select issue
. .. 22 LOG.info("processing: " + request.getRequestURI{) + " Handler: " + handler.toString());
hoplng that the malICIOUS Iog 23 startTime = System.currentTimeMillis();
- . . 24 return super.preHandle(request, response, handler);
event is viewed in a %5}
vulnerable web application 8 override
1. argument_audit: handler may assume any value when called by an unknown or untrusted caller.
28 public void postHandle (HttpServletRequest request, HttpServletResponse response, Object handler, ModelAndView modelAndView) threws Exception {

29 super.postHandle(request, response, handler, modelAndView);

* Injection of commands that selectissue
parsers (I | ke P H P parsers) 2. identity: Calling toString. This call assigns handler to <return value>. Now <return value> is tainted. (The virtual call resolves to java.lang. Object toString().)

could execute a

3. concat: Creating a tainted string using handler.toString().

CID 139643 (#1 of 1): Log injection (LOG_INJECTION)
4 sink: Calling info. This call uses a tainted string for sensitive computation. (The virtual call resclves to org.sif4j Loggerinfo(java lang String). )

o Log injection vulnerabilities can be addressed by validating that the user-controllable input conforms to expectations.
LOG. info("processed: " + request.getRequestURI() + " Handler: * + handler.toString());
long responseTime = System.currentTimeMillis() - startTime;

LOG.info(5tring. format ("responseTime: %d ms", responseTime));

=

(WY .

L Ll g

=
—

9 © 2023 Synopsys, Inc. SYNOPSYS



Technical Debt

S |Webapp

Issues: By Snapshot | All

Component # ltems CID Category ~ Type Standard: OWASP Web Top Ten 2021 CWE
WebApp test 3 139647 Audit impact security Log injection A3 17
WebApp.interceptor 6 139648 Audit impact security Log injection A3 117
WebApp.auth 4 139649 Audit impact security Log injection A3 17
A ny C O d e th at WebApp.Other 42 139651 Audit impact security Log injection A3 17

g WebApp.service 1 Medium impact security Use of hard-coded cryptographic key
d e C re aS eS ag I I Ity as th e WebApp.controller ‘ 13 130124  Medium impact security Use of hard-coded password A2 259
- WebApp unusedspringsecurity 4 139633 Sigma Cipher block chaining with insecure padding 463
p rOJ e Ct m atu res WebApp.model 1 139635 Sigma JSON Web Token without expiration time 613
WebApp.core 8 139636 Sigma Insecure block cipher mode 310
133512 SpotBugs: Correctness RC: Questionable use of reference equality rather than calling eq

Agility decreases as
additional time Is
needed to investigate,
resolve and test delayed
ISsue resolution

ma
wu

Another task on the
things to do list:

9 items match

< |Page| 1|of1| » | 10f13issues selected

M UserControllerjava

public @ResponseBody APIResponse logout(@RequestBody UserDTO userDTQ) {
return APIResponse.toOkResponse(“success™);

}

private String decryptPassword{UserDTO userDTO) throws MNoSuchPaddingException, NoSuchAlgorithmException,
1. hardcoded_credential: The constant string "biZndDICMkdeP8KOV150KMKRSi85" is a credential or key
2. assign: Assigning: passPhrase = "biZndDiCMkdeP8KOV150KMKNSi85".

String passPhrase = "biZndDtCMkdeP8KEV1S0KMKnSis5s";

String salt = userDTO.getSalt();

String iv = userDTO.getIv();

int iterationCount = userDTO.getIterations();

int keySize = userDTO.getKeySize();

InvalidAlgorithmParameterException, InvalidKeyException, InvalidKe

Cipher cipher =
SecretKeyFactory factory =

Cipher. getInstance ("AES/CBC/PKCS5Padding");
SecretKeyFactory. getInstance { "PBKDF2WithHmacSHAL™);

. identity: Calling toCharArray. This call assigns passPhrase to <return value=. (The virtual call resolves to java.lang.String.toCharArray().)

(3%}

. identity: Calling PBEKeySpec. This call assigns passPhrase toCharArray() to <storage from new>=.

(S

assign: Assigning: spec = new javax.crypto spec. PBEKeySpec(passPhrase toCharArray(), hex(salt), terationCount, keySize)

KeySpec spec = new PBEKeySpec(passPhrase.toChardrray(), hex(salt), iterationCount, keySize};

[=2]

. identity: Calling generateSecret. This call assigns spec to <return value=. (The virtual call resolves to javax.crypto. SecretKeyFactory generateSecret(java.security spec. KeySpec).)

=

. identity: Calling getEncoded. This call assigns factory.generateSecret(spec) to <return value=>. (The virtual call resolves to java.security Key getEncoded().)

Develop an inaccessible

CID 130121 (#1 of 1): Use of hard-coded cryptographic key (HARDCODED_CREDENTIALS)
8. crypto_use: Calling SecretKeySpec. This call uses the constant string as a cryptographic key.

properties file

10  © 2023 Synopsys, Inc.

Cryptographic keys should be stored in a Properties file in a location that is inaccessible to unautheorized users.

SecretKey key = new SecretKeySpec(factory.gensrateSecret(spec).getEncoded (), "AES");

cipher.init{Cipher.DECRYPT_MODE, key, new IvParameterSpec({hex(iv)));
byte[] decrypted = cipher.doFinal(baseb4(userDTO.getEncryptedPassword()));

SYNOPSYS



S [Webapp - Configuration ¥ Help ¥ Admin User ™

= Issues: By Snapshot | Al 0 Q

Component CID Category a| Type
YiebApp st ° 199649 Auditimpact securtty Log Injection 139633 Cipher block chaining with insecure padding
WebApp.interceptor 6 139651 Audit impact security Log injection _
Webd i 4 130121 Medium ) Use of hard-coded he k In yourwebproject2 controller.
ebApp.au Medium impact securit se of hard-coded cryptographic ke X .
g Y ryplogrep Y UserController::decryptPassword{yourwebproject2 controller.
WebApp.Other 42 e s el A= == ~EBOIIET SE1ET TEEE I UserController, yourwebproject?. model.dto. UserDTO): Using a block cipher
WebApp service 1 i Cipher block chaining with insecure padding with "CBC" mode and "PKCS35Padding” may be vulnerable to padding
WebApp_controller ‘ 13 139635 Sigma JSON Web Token without expiration time oracle attacks. In many scenarios, an attacker can exploit this issue to
) 3 I i Wi i WE-
WebApp. unusedspringsecurity . 139635 Sigma Insecure block cipher mode recover the full plaintext with little effort. (CWE-463)
WebApp.model 1 -
9 ftems match < Page[ 1|of1 > | 10f13issues selected . Less &
w Triage
o= X I UserController java
123 /4 Classification: | Unclassified W |
124 * logs out a user by deleting the session
laC — Infrastructure as Code Severity: [Unspeciied <]
127 * @return
128 % ion: ' hd
129 @RequestMapping(value = “/logout”, method = ReguestMethod.DELETE) Action: | Undecided |
130 public @ResponseBody APIResponse logout (@RequestBody UserDTO userDTO) {
131 return APIResponse.to0OkResponse(“success™); LEQEC}": | False o |

.

134 private String decryptPassword(UserDTQ userDTO) threws NoSuchPaddingException, MNoSuchAlgorithmException, InvalidAlgorithmParameterException, InvalidKeyException, InvalidKeySpecExce
135 String passPhrase = "biZndDtCMkdeP3K@V1S0KMKNSi85™;

136 String salt = userDTO.getSalt();

137 String iv = userDT0O.getlIv();

138 int iterationCount = userDTO.getIterations();

139 int keySize = userDT0.getKeySize();

select issue

4 CID 139633 (#1 of 1): Cipher block chaining with insecure padding (SIGMA cbc_insecure_padding)
1. Sigma main event: Using a block cipher with "CBC" mode and "PKCS5Padding™ may be vulnerable to padding oracle attacks. In many scenarnios, an attacker can exploit this issue to recover the full plaintext with little effort.

Q Instead of using "CBC"™ mode with "PKCS5Padding’, consider using "CCM™ mode with "NoPadding’. Alternatively, consider *GCM™ mode with "NoPadding’.
141 Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5Padding™);

11  © 2023 Synopsys, Inc. SYNOPSYS




Static Application Security Testing

Summary

/ ) Analyze the entire application

;; Divide and conquer by components

3 Understand the risk of the issues identified

A

13  © 2023 Synopsys, Inc. SYNOPSYS

Set goals; technical debt, issue density,
¢ | OWASP Top 10, etc. KPIs




Today’s Agenda

Software Development Process _ _
SAST Application
SCA

DAST (IAST/Fuzz)
ASOC

o /
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Automating Risk Awareness

Black Duck Project Groups

WebApp P development

Project Yy Tier:1 Phase: In Development

Security Risk

Number of Components

Issues: 24 Scans: Up to Date

License Risk

Number of Components

Status: Up to Date  Version: Up to Date

Operational Risk

Number of Components

i= Components

Unmatched Components

U Security

<[> Source

0 Unmatched

Security Risk >

Crirical [ 4 High [ 4 High I ©¢ > 1aC
High [ 9 Open
Medium 9 .
o 1 [here are 25 components with
None 74
security risk, how do we prioritize?
E 8 Add ~ Compareto...w» & Print.. Tatcn ignore | Mot lgnored « Match Status | Confirmed v X gnore
O« Component Source Match Type Usage License
! G
S jackson-databind 2.4.3 [@ 3 Matches  Direct Dependency, Exact Directory Dynamically Linked Apache-2.0 [ 1 ] 60]
N Spring Framework 4.1.6.RELEASE & 30 Matches Direct Dependency, Transitive Dependency, Exact Directory  Dynamically Linked Apache-2.0 [1]5]
) Spring Framework 4.0.9.RELEASE [% 3 Matches  Transitive Dependency, Exact Directory Dynamically Linked Apache-2.0 [ 1] 5]
Q Logback 1.1.2 [ 6 Matches  Direct Dependency, Exact Directory Dynamically Linked LGPL-2.1 or 1 more... [ 1]
e
, Servlet, WebSocket Server 6.1.11 [4 3 Matches  Direct Dependency, Exact Directory Dynamically Linked Apache-2.0 B
Policy Violations
[3 2 Matches  Exact Directory Dynamically Linked Apache-2.0
This component violates the following
policies: [ 3Matches  Exact Directory Dynamically Linked MIT
+ Resolve
. Exp|o|t [% 3 Matches  Direct Dependency, Exact Directory Dynamically Linked HZ License Version 1.0 or 1 more...
e Old and Vulnerable
[ 9 Matches  Direct Dependency, Transitive Dependency, Exact Directory  Dynamically Linked Apache-2.0
MySQL Connector/] 5.1.34 [3 3 Matches  Direct Dependency, Exact Directory Dynamically Linked [} GPL-2.0+
Data Mapper for Jackson 1.9.13 [ 3 Matches  Direct Dependency, Exact Directory Dynamically Linked Apache-2.0 [ 1]
c3p0:)DBC DataSources/Resource Pools 0.9.2.1 [% 3 Matches  Transitive Dependency, Exact Directory Dynamically Linked LGPL-2.1+ or 1 mare... B
c3p0:)DBC DataSources/Resource Pools 0.9.1.2 [% 3 Matches  Direct Dependency, Exact Directory Dynamically Linked LGPL-2.1+ [ 1]

15 © 2023 Synopsys, Inc.

I~ Reports

| Details

Notlgnored » X

Operational Risk

High

High

High

High

High

High

High

High

High

High

High

High

High

& Legal

~

Pl
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Jackson-databind Deserialization
Remote Code Execution (RCE) (expio N

Severity: Category: Security  Scan Modes: Full, Rapid

Description
CVE == 9 with known exploit and RCE Zero-click

Triggered policy Exploit: Conditions

Exploit Available EQUALS True
1 Owverall S5core GREATER THAN OR EQUALTO S
‘/ Known eXpIOIt Vulnerability Tags IN Zero-click Remote Code Execution /
v’ Zero-click RCE cecolve
\/ CVE >— 9 severity: [IE[  Category: Security ~ Scan Modes: Full

Description
CVE >= 9 and solution is available

Identifier Overall Score ™ Status CWE Exploit Workaround Solution Cond.ltlons ]
Solution Available EQUALS True
o BDSA-2017-2725 Critical CWE-502 v = v Overall 5core GREATER THAN OR EQUALTO S

/™ Zero-click RCE
Old and Vulnerable

Description @ jackson-databind 2.4.3

Cymaven:
Deserialization of untrusted user data in Jackson Databind could allow an attacker to perform com.fasterxml.jackson.coresjackson-

Remote Code Execution via specially crafted JSON input. databind:2.4.3 Description
2015 or earlier and CVE =9

Severity: Category: Security  Scan Modes: Full

This issue exists because of an incomplete fix for CVE-2017-7525 which the vendor tried to address o

through an incomplete blacklist. Vulnerabilities [} [E0) conditions

View BDSA record Component Release Date LESS THAN Jun 9, 2015
Overall Score GREATER THAN OR EQUALTO ©&

@ The Black Duck Security Advisory (BDSA) team mapped BDSA-2017-2725 to this
component version, but it was not included in the National Vulnerability Database (NVD)'s
associated record.

Learn more about the benefits of BDSA

16  © 2023 Synopsys, Inc. SYNOPSYS



R eS e ar C h CRITICAL 9.1 Fix Available Exploit Available 1,871 Days
BDSA Dec 22, 2017 Jan 8, 2018 Vulnerability Age

Deserialization of untrusted user data in Jackson Databind could allow an attacker to perform Remote Code Execution via specially crafted JSON input.

. This issue exists because of an incomplete fix for CVE-2017-7525 which the vendor tried to address through an incomplete blacklist.
Overall 9.1 Critical
10
91 9.8
Zero-click Remote Code Execution
8 This vulnerability can result in the execution of code on the system, triggered by a remote attacker without requiring or relying on any third party action.
5.9
e How to fix it
3.0 Solution - Fix Available
a
Fixed in 2.7.9.2, 2.8.11 and 2.9.4 by this commit.
5 Fixed in 2.6.7.3 by this commit.
Although this resolves the issue relating to Spring libraries present on the classpath, another attack vector exists (involving C3PO libraries) which is described in
. BDSA-2018-0788.
Qverall Base Exploitability Impact
(Temporal)
CVSS31/AVIN/ACL/PRINAULN/SU/CH/IH/AH/E:R/RL:O/RCC
Attack Vector |mpa[t
T | g 1 Critical Metwork Adjacent Network Local Physical
ritica L
empora : Confidentiality Impact
Attack Complexity
Exploitahility — High Nane Low High
Mot Defined U Proaf of C t  Functional High .
ot Larineg nproven oot or Loncep unctiona g Privileges Required |ntegr|ty Impact
Remediation Level None Low Hign None Low High
NotDefined  Official fix o™’ Workaround  Unavailable User Interaction o
"‘ Availability Impact
None Required
Report Confidence Nane Low High
) SCOPE T
Mot Defined Unknown Reasonable Confirmed
Unchanged Changed

17  © 2023 Synopsys, Inc. SYNOPSYS



Technical Description

An attacker can exploit this flaw by sending crafted JSON to the readvalus method of the objectMapper class.

By taking advantage of Spring libraries available on the classpath, an attacker can construct a POP gadget chain which when des:

References and Related Links

¥

Advisories

htep://seclists.org/bugtrag/2018/|lan/287
https-//github_com/FasterXML/jackson-databind/issues/1855

hrtps://medium.com/@cowtowncoder/on-jackson-cves-dont-panic-here-is-what-you-need-to-know-5¢

Vendor Upgrade

https://github.com/FasterXML/jackson-databind/releases/tag/jackson-databind-2.6.7 3[4
https://github.com/FasterXML/jackson-databind/releases/tag/jackson-databind-2.7.9. 2[4
https://github.com/FasterXML/jackson-databind/releases/tag/jackson-databind-2.8.11%

https://github.com/FasterXML/jackson-databind/releases/tag/jackson-databind-2.9.4(F

Patch

https//github.com/FasterXML/jackson-databind/commit/a3939d36edcc755c8af55pdc1969e0fag438f

https//github.com/FasterXML/jackson-databind/commit'bb45fp16709018842f858f1a6e1118676aaa3

Exploit

https-//github_com/irsl/jackson-rce-via-spel/[4

Key Events
Discovered Discovery date not available

Vendor Motified

Vendor Fix Dec 22, 2017
Disclosure Jan 8, 2018
Vulnerability Age 1,871 Days
Exploit Available Jan 8, 2018

18  © 2023 Synopsys, Inc.

Vulnerabilities Found at CyRC

Researcher

Tool

References

CVE-2021-43175 | BDSA-2021-3657 GOautodial goAPI Scott Tolley Seeker Synopsys advisory
CVE-2021-43176 | BDSA-2021-3656 GQautodial goAPI Scott Tolley Seeker Synopsys advisory
CVE-2021-33177 | BDSA-2021-2845 Nagios Xl Scott Tolley Seeker Synopsys advisory
CVE-2021-33179 | BDSA-2021-2847 Nagios Xl Scott Tolley Seeker Synopsys advisory
CVE-2021-33178 | BDSA-2021-2846 Nagios Xl Scott Tolley Seeker Synopsys advisory
) Jonathan : i
CVE-2021-22116 | BDSA-2021-1329 RabbithMQ Defensics | Synopsys advisory
Knudsen
Jonathan o )
CVE-2021-33175 | BDSA-2021-1608 EMO X Defensics Synopsys advisory
Knudsen
Jonathan } }
CVE-2021-33176 | BDSA-2021-1609 VerneMQ Defensics Synopsys advisory
Knudsen
_ ) Matias o )
CWE-2021-3430 | BDSA-2021-1716 Zephyr Project Defensics | Synopsys advisory
Karhumaa
) Matias } .
CWE-2021-3431 | BDSA-2021-1718 Zephyr Project Defensics |  Synopsys advisory
Karhumaa
_ . ) Matias o )
CWE-2021-3432 | BDSA-2021-1727 Zephyr Project Defensics | Synopsys advisory
Karhumaa
) Matias : :
CWE-2021-3433 | BDSA-2021-1734 Zephvr Project Defensics Svnopsys advisory
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What about SAST?

UNSAFE DESERIALIZATION finds unsafe deserialization
injection vulnerabilities, which arise when

uncontrolled dynamic data is used within an API that can
deserialize or unmarshall an object. This security
vulnerability might allow an attacker to bypass security
checks or to execute arbitrary code.

SAST can detect unsafe and untrusted Coverity included jackson-databind-2.4.3.jar
deserialization, but the open-source (only class files) which were used for the
component source code must be included in analysis of the source captured, but not part of
the analysys, not just the classes the captured code which contained this issue

The DISTRUSTED DATA DESERIALIZATION checker
reports an issue any time distrusted data is passed

into a deserialization API. An attacker who can control the
deserialized object might be able to subvert

aspects of the application functionality. This audit mode

checker flags these code patterns for review.
19  © 2023 Synopsys, Inc. SYNOPSYS



re Compoéigon Analysis

Summary

Use the type of scanning necessary to produce the results needed
1. (detector, signature, binary, snippet, etc.) - some require manual
validation

L A
Use policies to prioritize, someone has already done the ethical hacking
* and risk assessment for you!

\

3 When a quick component update is not practical, us e research

provided to understand the risk and mitigation

20  © 2023 Synopsys, Inc. SYNOPSYS



Today’s Agenda

Software Development Process _ _
SAST Application
SCA

DAST (IAST/Fuzz)
ASOC

o /
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Ethical Hacking (DAST)

Many tools may be used to
automate ethical hacking,
sending compromising data to
an application and reviewing
responses

Products like IAST deploy
agents to watch and validate
Issues as web applications
are exercised

22  © 2023 Synopsys, Inc.

Project WebApp « Version: All = Severity: All = Status: All = Tag: All = Contains text

Q more filters *  clear

Missing Content-Type Header (key: webapp-7] (© v SeskerVerified
/spring-angularjs-java-webapp-template-pr... None Nene
Insecure Spring MVC Auto-Binding (Key: webapp-15] © & SeskerActive-Inspection | (© « SeskerVerified

/spring-angularjs-java-webapp-template-pr... None o

h.HttpServlet.service():732

Missing Content-Type-Options Header [Key webapp-2] (© + SesxerVarfied
,:“s;}i:n;_:]t—anguIarjs—java—webapp—template—pr‘H ;one None
Insufficient SSL Enforcement [Key: webapp-3]  (© « Seeker\Verified
,f:’s;-J.l-'i‘ng-—anguIarjs—_java—webapp-template—pr‘H \cme None
Missing Referrer Policy Header [Key: webapp-4] (O o secker-Verifed
;:“s;}i:n;_:]:—anguIarjs—java—webapp-template—pr‘H ;one None

Missing Content-Security-Policy header [key: webapp-5] © o seeterierifiac

/spring-angularjs-java-webapp-template-pr... none None
Missing Cache Control Header [key: webapp-6] (© v Sesker-Verified
/spring-angularjs-java-webapp-template-pr... None Nene

Missing XSS-Protection Header [Key webapp-9] (©  Secker-Verified

/spring-angularjs-java-webapp-template-pr... None None

Sensitive Data Exposed to Spellchecking Services (Based on Matchers) [Key: webapp-10]  ©  SeskerVarified

/spring-angularjs-java-webapp-template-pr... none 0.5

Sensitive Data Exposed to Spellchecking Services (Based on Input Type) [key: webapp-11]

/spring-angularjs-java-webapp-template-pr... None 0.5

.w.f.OncePerRequestFilter.doFilter():114
O « Seeker-Verified

w.f.OncePerRequestFilter.doFilter():114

ast Letecled «»

25 minutes ago

29 minutes ago

29 minutes ago

29 minutes ago

29 minutes ago

29 minutes ago

29 minutes ago

29 minutes ago

29 minutes ago

29 minutes ago

SYNOPSYS



Weak Password Used in Database Connection 8of8 ¢ »

Return to search

WebApp / webapp-1 O  Seeker-Verified

Summary Data Flow Verification Proof =~ HTTP Request  Previous Detections ~ Remediation  Online Training (4)

The password used via o ,
the JDBC API to access e een g
the local database was

VERIFIED SEEM COUNT
We ak Detection details what is Weak Password Used in Database Connection?

Seeker has detected that the application uses a weak password to connect to the database, which could lead to sensitive information theft and database takeover by

malicious entities.

The following connection string was used by the application:| jdbe:h2 :mem:test

The weak password that was used with this connections string is: | [masked sensitive data] |

A weak database
password a”OWS Iateral com.mchange.v2.c3p0.DriverManagerDataSource.getConnection(DriverManagerDataSource java:134) Show stacktrace
hacking from a

compromised host to @W

accessible databases pustie o gercomeetin0

134 org.h2.Driver.connect(); 1 >

Following is the code which cpened the database connection:

e
(@]
53]
@]

Chrome

23 SYNoPsys
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What about SAST?

Dynamic testing may not have
been required to detect this
ISsue

But SAST only detected the
hardcoded password in a test
program (also a no-no)

The password is hardcoded in
appContext-jdbc.xml which is
ok if the file is encrypted and
access is limited

24  © 2023 Synopsys, Inc.

= Issues: By Snapshot | All 0 a

Component

Category

130125 Medium impact security

WebApp.interceptor 6 133431 Mull pointer dereferences Dereference null return value
WebApp.auth 4 133520 SpotBugs: Performance WMI: Inefficient Map Iterator
WebApp.Other 42

WebApp.service 1

WebApp.controller 13

WebApp.unusedspringsecurity =

WebApp.model 1

WebApp.core g8 v

9 ftems match < |Page |:| of 1| » | 10f3issues selected

+= X B BCryptPaswordEncoderTesterjava

1 package yourwebproject2;
S import org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder;
4 impert org.springframework.util.Assert;

T

* @author: kameshr

*/

9 public class BCryptPaswordEncoderTester {

10 private static BCryptPasswordEncoder passwordEncoder = new BCryptPasswordEncoder();
11

12 public static void main(String[] args) throws InterruptedException {

(=]

1. hardcoded_credential: The constant string "Test1234" is a credential or key.

Use of hard-coded password

Standard: OWASP Web Top Ten 2021

4 CID 130125 (#1 of 1): Use of hard-coded password (HARDCODED CREDENTIALS)
2. password_use: Calling encode. This call uses the constant string as a password. (The virtual call resolves to
org.springframework.security.crypto.berypt. BCryptPasswordEncoder.encode(java.lang.CharSequence).)

Q Passwords should be stored in a Properties file in a location that is inaccessible to unauthorized users.
13 String encoded = passwordEncoder.encode("Test1234");
14 Thread.sleep({5L * 18@@L);
15 Assert.isTrue(passwordEncoder.matches ("Test1234", encoded));
16 Assert.isTrue(!passwordEncoder.matches ("Test123ss”, encoded));
17 Assert.isTrue(passwordEncoder.matches ("Test1234", encoded));

O oo

System.out.println("Test 1: "+passwordEncoder.matches("Test1234", encoded));
System.out.println("Test 2: "+passwordEncoder.matches("Testl23ss", encoded));
System.out.println("Test 3: "+passwordEncoder.matches ("Test1234", encoded));

[
—
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13:34:37 Running the failing SQL injection.
- 13:34:37 ¢© 1 ——= 1 : r st—BOST-127-0-0-1-1
u ZZI n 13:34:37 tecp 3241 <—— localhost:300% 144 response—-127-0-0-1-200_0k-1
12:24:37 opening ICP connection to localhost:200%: ICP localhost:200%
13:34:37 Running the walid case.
13:34:37 © 1z —> 1 lhost:
13:34:37 tcp 3242 = localhost:800% 1145 response—-127-0-0-1-200_0Ok-1

- = .
13:34:37 opening TCPF connection to localhost:5005%: TCP localhost:3005
pp yl ng a I IOI la au OI I Ia IOI l’ a 13:34:37 Running the wvalid 5QL injection.

1z:34:37

regquest-POST- - 1-1

- loca t: reguest—F 2 1

13:34:37 — localhost:-3005% 1151 response—127-0-0-1-200_Ok-1

fuzzer may send all kinds of data to

13:34:37 Passing SQL case(2245): 979 bytes

13:34:37 Failing SQL case(2245): 0 bytes

. . .
the appllcatlon end polnts 13:34:37 opening TCP connection to localhost:800%: TCP localhost:200%

12:34:37 Test case #2 pass
13:34:37 Test case #2245 completed
13:34:51 *** Omitted logging for 1245 test cases ***
13:34:51 TEST CASE #2417
13:34:51 sample HITP-Reguest-message.regquest—POST-127-0-0-1-1 HTITP-Request .HTTP-Request-content.Regquestline Regquest-URI.abs pat...
: - - : : ftep 10836 Ci3{gcalhost- 8005 514 remquest-DOST-127-0-0-1-1 AHOMALY !
In Com bl natlon Wlth DAST th IS IS a 12:24:51 tep 1053€ <-- localhost:38009 11392 response-127-0-0-1-200_Ok-1
) 13:34:51 SUT responded with non HITP message.
= 13:34:51 opening TCP connection to localhost:800%: TCP localhost:200%
powe rful detection system
13:234:51 Test case #2417 completed
123:35:10 *** Omitted logging for 1613 test cases ***
13:35:10 TEST CASE $#567
13:35:10 sample HITP-Regquest-message.reguest—POST-1

Bepeat of ...

12:35:10 tep 12203 ——> loca st 1512 reguest-
13:35:10 03 <-- localhost:200% 573 response-1l
13:35:10 SUT responded with non HITP message.
13:35:10 opening ICP connection to localhost:200%: ICP localhost:200%
13:35:10 Test case £#5€7 pass

13:35:10 Test case #5687 completed
g wEW
& request-POST-127-0-0-1-1 [with anomaly]
-POST-127-0-0-1-1 HTITP-Request .HITP-Request-content . Reguestline Request-URI.abs pat...
000000 POST -/\r\n uest-POST
mkdir -createdbviniection-2417/Auth -HTTP/1.1\x iponse-l27-0-0-1-200_Ok-1

=127-0-0-1-1 AK

Accept-Encoding: -gzip,deflate

:800%: TCP localhost: 2009
Beocept-Language ! -en-U5, en;og=0.8"

Connection: -keep-aliveir)

Content-Length: -22%

Accept-Charset: -I50-8859-1,utf-8;g=0.7,*;g=0.3
Host: -127.0.0.1"
User—hgent:-HDzilla/S.O-(Xll;-Linux-x&ﬁ_ﬁ&]-AppleWebKit/SBS.l-(KHTHL,-like-Gecij-Chrnmef14.0.335.163-5afari/535.lh

-0-1-1 _HITP-Reguest .HITP-Request—content . Requestline _element: Underflow ...

1 RNO

0_Ok-1

sponse—127-0-0-1-

Content-Type: -application/x-www-form-urlencoded" 5009: TCD localhost:2008

hccept: -text/html, application/xhtml+xml, application/xml;g=0.9, */*,;g=0.8"

J001do Cache-Control: -max-age=0"

LoginFassword=Password -POST-127-0-0-1-1 HITP-Request .HITD-Request-content . Regquestline Method: Alternative. ..

-127-0-0-1-1 R
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15 new v

Enable Project version management 1
- SEEKER LAST to see latest vulnerable version. DETECTION
I S S u eS WERIFIED SEEN COUNT

d et e C t e d I Detection details  what is Clickjacking?

Clickiarkina alen known ac "llesr Interfars Badracginn” iz a4 eariritv wilnarabilitv that evnnges the hiisinsce

o risks of having application users unknowingly

Summary  Data Flow  Verification Proof =~ HTTP Request  Previous Detections  Remediation  Online Training (2)

In order to block attempts for this attack, the web site should deny unpermitted entities to host the web site inside a frame.

It is recommended that the web site will embed the headers 'X-Frame-Options' and 'Content-Security-Policy' in every HTTP response sent back from the server.

These headers instruct browsers to enforce improper usage of HTML frame elements that might lead to this attack.
For instance, the following headers will instruct browsers to deny hosting of web site pages inside HTML frame elements:

| X-Frame-Options: DENY
Content-Security-Policy: frame-ancestors 'none’

If it is needed to host pages of the web sites inside HTML frame elements, it is recommended to use the fallowing header values to allow such hosting enly for

the same origin:

| X-Frame-Options: SAMEORIGIN
Content-Security-Policy: frame-ancestors ‘self’

If for some reason is not possible to add the above headers, an alternative solution could be a javascript blockage of frame hosting. Following is a sample

javascript code portion that blocks hosting of web pages inside frames:

if (top.location != self.location) {
top.location = self.location;

Mote: In some legacy browsers such as |[E 7 or Safari 4.0.4, the above solution might be needed.

sers it would seem like they're using the frame

element hosting the web site, and set it as the top

arious operations using the browser, operations such

4 minutes ago

5 minutes ago

5 minutes ago

6 minutes ago

8 minutes ago

8 minutes ago

Code location:

MNone

fied
Code location:
MNone

rified
Code location:

None

Code location:

MNone

Code location:

MNone

tve-lnspection | O & Sesker-Varfiec

Code location:

MNone

26  © 2023 Synopsys, Inc.

2 8 minutes ago
2 8 minutes ago
2 8 minutes ago
1 8 minutes ago

1 8 minutes ago

SYNOPSYS



Dynamic Application Security Testing

Summa.ry

@ Automate whenever possible
@ Results may take investigati

@ Correlation with other tools is lﬁeficia

-
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Today’s Agenda

1.
2.
3.
4.
5.
6.
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Software Development Process
SAST

SCA

DAST (IAST/Fuzz)

ASOC

Help!
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Average Days to Resolution

8 5 12 65

Days Days Days Days

Critical High Wl=dlivign Loyy

Findings Count Trend

@ Manual (54) | @ Threat Modeling (210) | @ Component (290) | @ Dynamic (485 Static (382
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.ID

I 17255
B 17295
B 17234
B 17226
& 17208
[al 17288
&l 17276
[i] 17240
[i] 17231
[i] 17230
[i] 17228
[i] 17227
[i] 17216
[i] 17215
[i] 17212
[i] 17211
[i] 17206
[i] 17204
[i] 17203
[i] 17186

[i] 17185
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Type

Using Components with Kno

Credentials Management

Data Structure

Tool

Lateral
Hacking

68 active results]from Black Duck Hub

J

Seeker / Weak Password Used in Database Connection ]

Credentials Management

Credentials Managemen

Technical
Debt

Coverity ,{SI GMA.cbc_insecure_padding ]

Coverity / Medium impact security ) Hardcoded Credentials

Coverity / Medium impact security ) Hardcoded Credentials

Clickjacking

Clickjacking

Clickjacking

Logging

Logging

Logging

Logging

Logging

Seeker / Clickjacking

Seeker / Clickjacking

Logging

Logging

Issue Density
Design Concern

Logging
Logging
Logging
Logging
Logging

Logging

Logging
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Coverity / Audit impact security / Log injection
Coverity / Audit impact security / Log injection
Coverity / Audit impact security / Log injection
Coverity / Audit impact security / Log injection
Coverity / Audit impact security / Log injection
Coverity / Audit impact security / Log injection
Coverity / Audit impact security / Log injection
Coverity / Audit impact security / Log injection
Coverity / Audit impact security / Log injection
Coverity / Audit impact security / Log injection
Coverity / Audit impact security / Log injection
Coverity / Audit impact security / Log injection
Coverity / Audit impact security / Log injection

Coverity / Audit impact security / Log injection

CWE

1352

255

461

255

255

1021

1021

1210

1210

1210

1210

1210

1210

1210

1210

1210

1210

1210

1210

1210

1210

Location

& Components/jackson-databind:2.4.3 ZerO-C“Ck RCE

[YUserController.java: 141

Oracle Attack

[MUserController.java: 143

[ BCryptPaswordEncoderTester.java: 13

@ /spring-angularjs-java-webapp-template-project- 1.0-SNAPSHOT

(* ]

[ Category
[(YUserCont
[YUserConi
[YUserConi
[(YUserCont
[ NewJobs
[(YNewlJobs
YwebAppl
webAppl
[N Category
[(IWTToke
(Y IowTToke

YwebAppl

Code Dx Risk Score
T72%  10%thisweek
Custom Code Score 85
Component Score 58
CEEEE———

Open Findings Newer ©® Oider

28 types of findings, 134 in total

@ Critical (6) @ High(17) Medium (26) Low (31)
® Info (54)

o000 0000000 O
o000 0000000 O
o000 0000000 O
o000 0000000 O
o000 0000000 O

100% triaged

[(ARetryJob iicGiiniay vir mci gava. o
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Today’s Agenda

Software Development Process
SAST

SCA

DAST (IAST/Fuzz)

ASOC

Help!

A A

30  © 2023 Synopsys, Inc. SYNOPSYS



Thank You!

Rich Newman

rnewman@synopsys.com
949.466.5283
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