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What?

● What is ICS?
● ICS Architecture
● Risks to an ICS
● Securing an ICS Environment
● Attacking a secured environment
● Plugging the gaps identified



What is ICS?

● Collection of devices that communicate with each other via various protocols to 
automate a process 

● Why do we care? 
○ https://en.wikipedia.org/wiki/Havex
○ https://en.wikipedia.org/wiki/Triton_(malware)  
○ https://en.wikipedia.org/wiki/Stuxnet 



ICS Architecture



Risks to an ICS

● Denial of Service 
● Physical security 
● Outdated software
● Eavesdropping on network communications
● Malware



Securing an ICS Environment

● Network Segmentation 
● Micro Network Segmentation 
● Authentication 
● Firewalls 
● Security Monitoring
● CIP Security 



The talk is over, thank you! 

JK! We know there is a bit more to security than what was just discussed.



Attacking a secured environment

● Remote Access:
○ Scan for open ports and services
○ Web application attacks
○ Windows Hosts
○ NTP
○ Attacking via CIP headers

● Physical Access:
○ Load a new project using (ladder logic) and reboot the PLC
○ Debug access - JTAG, UART
○ Firmware analysis





Plugging the identified gaps

● As a consumer of these devices:
○ Turn off unused ethernet and USB ports (PLC, Engineering workstations)
○ MSFT Windows Hardening
○ Deactivate the web application used to manage the ICS hardware
○ Certificate management 
○ Lock Controller Tags

● As an ICS vendor:
○ Perform rigorous input validation
○ Harden the RTOS

■ Immutable memory and file system 
○ Secure Firmware Update Process



Final point

There is no silver bullet, there is 
however, the concept of a Security 
Onion.



Thanks!
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