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Who is this guy?

David Lindner
* (wgolfhackerdave

e david.lindner@nvisium.com

* 15+ years consulting experience

e T hack and golf, sometimes at the same time.




* Web Assessments * Training

* Code Remediation * Continuous Security

* Secure Development  Mobile & IoT
Assessments
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Disclaimer

Hacking of App Store apps 1s not condoned or encouraged in any
way. What you do on your own time 1s your responsibility.
(@golthackerdave & nVisium take no responsibility if you use
knowledge shared 1n this presentation for unsavory acts.
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Proxy 10S
e Step 1 — Pick your Proxy

[ XOX ) Burp Suite Pr ional v1.6.33 - li i to nVisium Security Inc. [9 user license]
Burp Intruder Repeater Window Help

[Target M Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options IAIerts ]

M HTTP history T WebSockets history T Options ]

| Forward | L Drop ) Intercept is off L Action J Comment this item \‘ﬂ;
M Params ‘ Headers ] Hex ‘

A
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Proxy 10S
e Step 2 — Add CA to device

all ATET =

You CanRemove
them

,‘::“ Proxy Certificate

Description Profile description.

by

Signed iPhone Configuration Utility
(3D19737E-CF1B-48DD-8272- ulll ATE&T %

2C90E99C76FD) c .
|
Received Oct 3, 2012 ance Install Profile

Contains Certificate ThiS WOFkS tOO a N
More Details > but not as ea Sy PortSwigger CA
to manage!
Not Trusted m

Received Oct 3, 2012

Contains Certificate

More Details >

\ J




Proxy 10S

* Step 3 — Set your system proxy
— Settings -> WiFi -> YourNetwork

HTTP Proxy

/

\

N

J

-

Server

Port

A\

Authentication

10.0.0.10
8090

OFF

N

A




10S Proxy Success!

© Copyright 2011



10S — Certificate Pinning bypass

e SSLKillSwitch
— https://github.com/1ISECPartners/10s-ssl-kill-switch

“MobileSubstrate extension to disable certificate
validation within NSURL Connection in order to
facilitate black-box testing of iOS Apps.”

‘L4 SSLKill Switch ‘



Runtime Analysis and Manipulation

* Monitor and modify the running application.
* Essentially “debugging.”
* Use cases:

— Client-only applications.

— Custom protocol (non-HTTP) communication.
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Runtime Analysis: 10S
* 10S: Need a jailbroken device

— Pangu for 10S 9-9.0.2
— Possible to deploy to simulator (clunky, ugly)
— Great tools for testing on devices

e Current Tools:
— idb
— cycript
— snoop-it

e Resources

— http://www.slideshare.net/jasonhaddix/pentesting-ios-applications

— http://stackoverflow.com/questions/15076510/gdb-on-ipad-failing-to-dump-
memory




[ JoX )
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1db

A idb

Selected Device

Selected Application

Status ) Selected App: Photo Vault (com.enchantedcloud.photovault)
USB device: Manually connect via SSH as root@localhost:2222
Disconnect | uuID: 72A5A34D-8447-4A24-A01D-B050E403772F
Storage URL Handlers Binary Filesystem Tools Log Keychain Pasteboard
App Details App Binary
Bundle ID com.enchantedcloud.photovault Analyze Binary...
Bundle Name Photo Vault
uuID 72A5A34D-8447-4A24-A01D-B050E403772F : SVPHOSI e
fb287622107920982 ryptid
URL Handlers  privatephotovaul PIE true
Platform Version 9.1 Stack Canaries true
SDK Version iphoneos9.1 ARC true

Minimum OS 7.0

Data Directory  /C199F76F-1733-4286-B706-5E094D45BC39

| Launch App

)

{ Open Local Temp Folder

J

App Entitlements
com.apple.developer.pass-type-identifiers ['P84C98Q322.*"]
com.apple.developer.team-identifier P84C98Q322
com.apple. P data-pr NSFileP ionCompl
application-identifier P84C98Q322.com.enchantedcloud.ph It
com.apple.security.application-groups ["group.enchantedcloud.shareExtension"]

https://github.com/dmayer/idb

Select App...
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1db Features

* File System Access

View all current and created files
Keychain access

Check for auto screenshots
Check 10S Logs

Check 10S Pasteboard

. App Analysis

— Analyze app binary for encryption, PIE, ARC, etc

Run strings on App

Dump class information



1db: Installing

* Requires a ruby environment

* Follow instructions at
http://www.1dbtool.com/installation/
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Live Demo: 1db

[App Bundle)/PhotoVault.app/Pluglins/ImportExtension.appex/Maininterface.storyboardc/Info.plist => NSFileProtectionNone
[Data Dir]/Library/Albums.plist => NSFileProtectionComplete

[Data Dir]/Library/0/Photos.plist => NSFileProtectionComplete

[Data Dir]/Library/Decoy/Albums.plist => NSFileProtectionComplete

[Data Dir]/Library/Preferences/com.enchantedcloud.photovault.plist => NSFileProtectionComplete
[Data Dir]/Library/iTunes/Photos.plist => NSFileProtectionComplete
[Data Dir]/Library/Decoy/iTunes/Photos.plist => NSFileProtectionComplete
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Snoop-it

= Snoop-it Photo Vault | Connection Status: @

= (] Monitoring [ Home ” Filesystem £ ” Keychain [ H Network £ H Sensitive API £ “ Common Crypto [ || Objective-C Classes [
] Filesystem
B Keyeein | RefreshTree | ‘ ’ Selected Method: - (void) pinLockControllerDidFinishUnlocking; | Setupand Invoke |
[ ] Network @ TKGlobal [2] | CIasstype: App-Class 4
[ Sensitive API ot /Nnstances: 0x2c76e0
o CSerialzed SONData @Interface AppDelegate : NSObject<UlIApplicationDelegate
=) common Crypto @ cusoNserializer MFMailComposeViewControllerDelegate UlAlertViewDelegate> //Protocols {
= () Analysis @ TTStyleContext Ilinstance Variables
=] Objective-C Classes = @ CDataScanner UlViewController* viewController;
View Controller UlTabBarController* aTabBarController;
B 0 CJSONScanner } NSMutableArray* openedAlbums;
=) URL Schemes @ CJSONDeserializer /IProperties
= () Runtime Manipulation = @ TTShape @property (nonatomic) Ul TabBarController* aTabBarController; // = aTabBarController
|5 Hardware Identifier @ TTSpeechBubbleShape /iMethods
=) Fake Location @ TTRoundedRightArrowShape —
[2) Method Tracing @ TTRoundecRectangieShape © - (void) emilPin
@ TTRoundedleftArrowShape () - (void) lockController:(id)arg0 didFinish:(id)arg1; =
OTTReanIeShape () - (void) pinLockControllerDidFinishUnlocking;
@ CUsONDataserializer () - (void) pinLockControllerDidCancel;
O AppDelegate () - (void) pinLockController:(id)arg0 didFinishSelectingNewPin:(id)arg1;
=] OTI'ModeI () - (void) pinLockControllerDidFinishRemovingPin;
= @ TTURLRequestModel () - (void) runOnce;
@ MockPhotoSource () - (id) documentsDirectory;
= @ TTLayout () - (void) setATabBarController:(id)arg0;
@ TrGridayout () - (id) aTabBarController;
TTFlowLayout
@ vou () - (void) addAlbumToOpenedAlbums: (id)arg0;
@ MockPhoto
() - (bool) checkInstaLockForAlbum:(id)arg0;
o TTURLRequestQueue =
@ TTURLRequest () - (void) promptForEmail;
OTTURLImageResponse ( - (void) pinManagement;
@ TTURLDstaResponse () - (bool) navigator:(id)argd shouldOpenURL:(id)arg1;
@ TTURLCache () - (void) lockControllerDidCancel:(id)arg0;
OTTRequestLoader 3 () - (bool) application:(id)arg0 handleOpenURL:(id)arg1;
@ TTUserinfo ~| | (- (void) applicationWillResignActive:(id)arg0; ~|

‘ | Debug Report

Search :

https://code.google.com/p/snoop-it/
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Snoop-it Features

* Monitoring
— File system access (print data protection classes)
— Keychain access
— HTTP(S) connections (NSURLConnection)
— Access to sensitive API (address book, photos etc.)
— Debug outputs (NSLog)
— Tracing App internals (objc_msgSend)

* Anaylsis/Manipulation

— Fake hardware identifier (UDID, Wireless MAC, etc.)
— Fake location/GPS data
— Explore and force display of available ViewController



Snoop-it: Installing

1. Add the Cydia repository repo.nesolabs.de and install the
provided snoop-it package

2. After installing, run the Snoop-1t Configuration App by
tapping the Snoop-it icon on SpringBoard

3. Using the Snoop-it Configuration App, select the Apps to
analyze.

4. Adjust the Snoop-it settings 1f desired (like e.g. the listening
port of the web interface, authentication, tracing, etc.)

5. Run the selected App & point the browser 1n a computer to
the Snoop-it web interface.
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Live Demo: Snoop-it

r; Snoop-it

.
Photo Vault ‘ Connection Status: ()

= () Monitoring
] Filesystem
[] Keychain
] Network
] sensitive API
] Common Crypto
= (] Analysis
@ Objective-C Classes
| View Controller

r~ Snoop-it

[) URL Schemes

= () Monitoring
[ Filesystem
[] Keychain
[] Network
[] sensitive API
[] Common Crypto
= () Analysis
|] Objective-C Classes
[5] View Controller
[) URL Schemes
= () Runtime Manipulation
[] Hardware Identifier
) Fake Location
[] Method Tracing

= () Runtime Manipulation
] Hardware Identifier
%] Fake Location
[] Method Tracing

=

Home ' View Controller £

List of all available ViewControllers

= () TTNavigatorWindow
= (] TabbarController
= (] TTNavigationController
) AlbumList
= (] TTNavigationController
| ImportViewController
= (] TTNavigationController
5] SettingsViewController
= () DTPinLockController
[ UIViewController
] UlTextEffectsWindow

ID:

Class Name:

Title:

Displayed Modal:

Type:

canBeDismissed:

Visible:

VC Index:

Display Controler| |

Enter Passcode

[ Debug Report

1 2 3
4 5 6
GHI JKL MNO

7 8 9
PQRS TUV WXYZ

) @ TTURLImageResponse T tvui) pmvianaySsietit,
O'I'I'URLDataRsspnr\se () - (bool) navigator:(id)arg0 shouldOpenURL:(id)arg1;
0 TTURLCache () - (void) lockControllerDidCancel:(id)arg0; 0
O'I'I'RequestLoeder H () - (bool) application:(id)arg0 handleOpenURL:(id)arg1;
@ TTuserinfo ( - (void) applicati ignActive:(id)arg0;

[ |5 Debug Report Search :




Cycript

“Cycript allows developers to explore and
modify running applications on either iOS or

Mac OS X using a hybrid of Objective-C++ and
JavaScript syntax through an interactive
console that features syntax highlighting and
tab completion.”

http://www.cycript.org/
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10S Execution Flow

Runuoop

delegate

's Owner sends

<UIApplicationDelegate>
%

PLIST
Info.plist MainWindow.xib

e

Ole Begemann / oleb.net



What 1s Cycript

* A programming language designed to blend
Objective-C and JavaScript.

* Allows hooking into an 10S process or
application.

* It grants access to all of the classes and
instance variables and methods within the
application.

* Can write and execute scripts.



Cycript: How?

 Available for jailbroken 10S devices (Cydia
installation)

e Command line interface.

# [@{thing field




Cycript: Why?

* Bypass client-side validations.

* Obtain sensitive data stored on memory
(passwords, private keys, certificates, etc).

* Call methods directly.

* Overwrite methods (aka Method Swizzling).

* Similar capabilities to editing HTML/JS on a
Web App (but much more complicated).
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Cycript: Installing

. Cycrlpt 1s available 1n Cydia:

3.

Open cydia on a jailbroken 10S device

In case cycript is now showing up in the search results page make sure the
“Developer” option is selected under ‘“Manage”->""Settings”.

Select the cycript package and install it.

* If the Cycript package 1s not seen 1n Cydia:

l.

Navigate to http://www.cycript.org/debs/ and download the latest available.
Copy this file to the iDevice by using SFTP.

SSH into the iDevice and install it, you may need root/sudo for this:
# dpkg -i cycript iphoneos-arm.deb

Verity the installation by executing the following command:
# cycript

If the installation was successful a cycript interactive shell will be displayed:
cy#



Cycript: Usage

* Obtain command line access to the device using SSH.
* Cycript needs to be attached/hooked to a process.
# cycript -p Application
* Where “Application” is the name of the application running on
the device

* If cycriptis not able to start a process, an ID can be provided.

# ps aux

# cycript -p {process id}

* Get the name of the application delegate class.

cy# UIApp.delegate

#"<AppDelegate: 0x28a600>"
cy# UIApp.keyWindow.rootViewController
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Cycript: Usage Continued

* Dump all classes

cy# ObjectiveC.classes

Get a class memory address

cy# choose (SomeClass)
#"<SomeClass: 0x28a600>"

Attach to instance of Class

cy# var somcls = new Instance (0x28a600)

Run Methods in Class

cy# [somcls someMethod: someParm]
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Cycript Common Functions

function tryPrintlvars(a){ var x={}; for(iin *a){ try{ x[i] = (*a)[i]; } catch(e){} } return x; }

function printMethods(className) {
var count = new new Type("I");
var methods = class_copyMethodList(objc_getClass(className), count);
var methodsArray = [];
for(var i = 0; 1 < *count; i++) {
var method = methods|[i];
methods Array.push({selector:method getName(method), implementation:method getlmplementation(method)});

}

free(methods);
free(count);
return methodsArray;

function methodsMatching(cls, regexp) { return [[new Selector(m).type(cls), m] for (m in cls.messages) if (Iregexp ||
regexp.test(m))]; }

http://iphonedevwiki.net/index.php/Cycript Tricks



Cycript Method Swizzling

cy# SomeClass.messages

cy# SomeClass.messages|[‘someMethod’] = function () {return true;}



Live Demo: Cycript

# function printMeth
ar count :

var methog
- methoc
var 1
thod
1: reei{me t ]'-| (] d =

return methodsArray




What About Swift

* No tools...yet

* Write custom hooks through Mobile Substrate

— https://www.securify.nl/blog/SFY20150302/hookin
g swift methods for fun and profit.html

-

— https://www.uraimo.com/2015/10/23/eftective-
method-swizzling-with-swift/




Memory Dumping and Analysis

* Why do we care about memory?
— What type of info is retained? How long?
— Isitnecessary?

— Could an attackerrecover it if lost / stolen?




Memory Analysis:

* Back to Snoop-1t/Cy

Snoop-it

Monitoring
Filesystem
Keychain
Network
Sensitive API
Common Crypto
Analysis
Objective-C Classes
View Controller
URL Schemes
Runtime Manipulation
Hardware Identifier
Fake Location

Method Tracing

Debug Report

Home View Controller
List of all available ViewControllers
= TTNavigatorWindow
= TabbarController
= TTNavigationController
AlbumList
= TTNavigationController
ImportViewController
= TTNavigationController
Settings ViewController
= DTPinLockController
UlViewController

UlTextEffectsWindow

cript/i

ID:

Class Name:
Title:

Displayed Modal:
Type:
canBeDismissed:
Visible:

VC Index:

Display Controller

10S

0x493a6e0
ImportViewController
Import

false
UlViewController
false

false

=)

Reset Display

Photo Vault i N i Connection Status: O

Search :



10S Binary Analysis

* 10S binaries are native code (read: cannot
decompile).

* IPA files from 1Tunes have their binary code
encrypted with Fairplay

 Disassembler tools:

— Hopper http:/www.hopperapp.com/

— IDA pro https:/www.hex-rays.com/products/ida/

e Resources:

— https://rstforums. com/forum/79368 -10s-app-decompilation.rst

— http://resources.infosecinstitute. com/penetration-testing-for-iphone-applications-part-5/




But the app 1s encrypted???

* 1db FTW!
* Uses dumpdecrypted

App Binary

{ Analyze Binary... J

Encryption?  true
Cryptid

PIE true
Stack Canaries true
ARC true
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Disassembler

®@00 | FlashCode.hop r

ETD ole] (o alclrly ] [E)

0000800100016¢a8 pop rbp cedure
Connsosioseicess B B
e

.

Q- Search )
» Tag Scope 0F PROCEDURE ===

v Is Referenced By
~[SWFShape generatelnPlaceDrawin. Address
~[SWFShape generateDrawingCode:]
~[sWFShape dependencies]
~[sWFShape characterld]

instruction

-~[0bjCInstruction init]:
0000000100016cab. sh rby

b Gooo0ao100o1ocet eshme e
-towrstancres il Sosaaooloapiochs R
™! Gaoo0aoianotects v ?:Z,"’.,&i;’?:*:i!:z::.,%.l“’ Jave reference To
- migmSead  XY s T bBiral o e
~[SWFStaticText generateDrawingCode:] 0000000100016ccC lea rdi, Mrd [ss: rbp-0x28+var_0)

e ST, Sosanootousiocss e e~ (ObjCInstruction Taie] {
- aicTest: 0000000100016cd8 test rbx, rbx = is
~[SWFStaticText pointinShape:withT... Je 0x100016d52
e useercet] 0000000100016cdd mov. 31, qvord (ds:0xi000dadso]
+[NSString spaces:] MWMMB@ ced. mov. is:imp___got__objc_msgS¢
( Sonpiocaiscee Yor o B
v : - coroomnscrs fov i, quord tas:oxtoendoase) Cooworo ron) < oxbs
File Edit Jump Search Vlew Debugger Options Windows Help ostooniocts o rdi, rox frox set“smm,om roxl;
001000161 f call
[P mEBERDH ek I EIER AR ST ofxi| pmesees B 53;;;155:5;3,55352:;“ 5;:*.*::2z:j3§§§§;:s“?;“ o
DA ViewESP (2] IDAViewEIP | B Thieads | 4 General registers | Edit Search - AR S 100040050; »
red bod i taees sssasasar ra; *sub_10004b050) () ;
nebugger' L1brary Toaded: C: WINNT\systemBZ\NTDLL DLL g " ;g:x=s::)1(r;|strs:rdx];
Debugger: Librar s Lem32\ADVAPI32. d11 ) 0oooo3s0 on LODWORD(rdx) = 0x0;
pDebugger: v 1oaded: \5 \KER [— |;] o N [rbx setParentScope: rdx];
[aU: idie Wlolsk: 103GB [00031215  [00431219: WlnMah(x,x,x,x)+35 Ll [ o ) e
JRT=TEA [ on view-esp |
‘ .text:80431207 call ds:InitConmonControls af 0612FF30 var_4 dd 65h fl
* _text:0643120D call sub_4300A1 = * 8612FF34 dd 12FFCOh ; Stack[66008
* .text:00431212 call sub_437607 * 8012FF38 retaddr dd 43CC53h ; sta
* .text:00431217 test eax, eax * 0612FF3C hInstance dd offset unk_466
EIP ~33 * B912FF46 hienu dd 8
* .text:8043121B push ds:1pSteax=068000661 * B012FF44 ulDEvent dd offset unk_132D
* _text:06431221 push offset aSFatalError * 0612FF48 nCmdShow dd 8Ah
* _text:00431226 call sub_486B 86 0612FF48 ; [END OF STACK FRAME _WinHM
* .text:8043122B pop ecx * |8012FF4C dd 12D9C4h ; Stack_PAGE_
* .text:8043122C mov esi, eax * 8012FF58 dd 2086h
* .text:00843122E pop ecx * 8012FF54 dd 7FFDFB66h ~
* _text:0043122F push 36h < | »
* .text:08431231 push esi - |
* _text:00431232 push  offset Text [ «Generalregisters [ I I [=] |
N -:exfxggg; Puiili g EAX[00000001| L, CF g
* .text: ca s:MessageBoxA
* .text:0043123F push  esi EBX|7FFDF 000) Ly |debug 013:7FFDF 000 PF 1]
* _text:00431248 call sub_486E7E ECX[800088065/| L, AF 0]
: ::::g:::g:z 'l;:gh :cx EDX|77FDB176/ L |NTDLL .DLL:77FDB170 ZFEI
* .text:00431248 pop eax E=1}100000000}E¥ sF (o]
* _text:00431249 jmp loc_43204E EDI (0812D9C4| L Stack PAGE_GUARD[ 6800635 |TF8)
-E::ggg:g:i H EBP(0812FF34 L[Stack[ 06000350]: 6612FF34 |IF [1]
_text:0043124E loc_43124E: ESP[0012FF 34/ L [Stack [ 000063501 : 0012FF34 (DF[0]
¥* .text:0643124E mou eax, dword_45A1Ch4 +(||EIP [80431219| Ly [winMain(x,x,%,x)+35 UFE
| | zl EFL (600686206




Other Tools

e Methods

— class-dump
— nm
— strings

* Logging

— 1devicesyslog

* Networking

— rvictl

— 1proxy
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david.lindner@nvisium.com

@golfhackerdave

https://linkedin.com/in/dlindner




