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WHAT IS A HONEYPOT?

» 1ntentionally vulnerable system
» value lies 1n belng attacked / compromised
» 1nformation gathering

» 1nteraction
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WHY? (MOTIVATION)

» capture live attacks (playground)

» story
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SETUP

» cloud

f\\;

» docker =

» gulde -
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Secured Kibana & Tools Access ' O ' Internet
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Ports: 127.0.0.1:64296
Ports: 127.0.0.1:64302

https:/i<your.ip>:64297
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Persist honeypot data for 30 days (/data), persist ELK data for 90 days (/data)
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a NGINX | CyberChef | Spiderfoot

Start containers from images via docker-compose, mostly read-only

Honeypots
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on Open Source

(Sid, x6-}
ded install & cloud based images

Build Docker images in Docker Cloud from Dockerfiles stored in dtag-dev-sec's GitHub repositories

Select your edition (Standard, Sensor, Industrial, Medical, Collector, NextGen)
or
adjust /opt/tpot/etc/tpot.yml to your needs and hardware for an optimal experience.

Hardware min. / rec.

RAM 6-8GB / 8GB
SSD 128GB / 256GB



RESULTS

Focused on 3 honeypots

» cowrle (ssh)

» dionaea (ftp)

» rdpy (rdp)

» 227
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860,908 4,469 1,696

Honeytrap-Attacks  Cowrie-Attacks  Rdpy-Attacks  Adbhoney-Attacks  Tanner-Attacks  Mailon Ciscoasa-Attacks  ConPot-Attacks  Heralding - Attacks

Openstroethiap

eradmin

N 000000

Sup

ftpuser

19491001

qwertyuiop
1999999

ASN Source IP oNT Description

Turk Telekom 67,401 ET EXPLOIT [PTsecurity) DoublePulsar Backdoor instalation communication
Lugansky Merezhy Ltd 66,775 ET SCAN Suspicious inbound to MSSQL port 1433

J5C Global Erty. 60919 SURICATA STREAM Packet with broken ack

Private Enterprise Tron Vitally 60507 ET POLICY Python-urliib/ Suspicious User Agent
Viadimirovich o
51,656 SURICATA STREAM Packet with invalid ack
Viettel Corporation _
33,336 SURICATA STREAM FIN1 invalid ack
AVAST Software s.r.o. 33336 . .
30047 SURICATA STREAM ESTABLISHED SYN resend with different seq
CLARO SA £
ETINFO User-Agent (python-requests) Inbound to Webserver
Saudi Telecom Company JSC 30067 i
ET SCAN MS Terminal Server Traffic on Non-standard Port
Colombia 30046 .
ET SCAN NMAP -55 window 1024
New Century InfoComm Tech Co, Ltd. 30,045

Export
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OpenStreetMap Elastic Maps Service
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ATTACKS

» Dionaea [860,908]
» Honeytap [4,469]
» Cowrle [1,696]
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» sa [548,418]

» [88]

» Troot [80]

» admin [24]
» ubuntu [15]
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»

»

»

»

[334]
66666666 [88]
123456 [87]
password [87]
321321321 [86]
987654321 [86]
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SGRIPTS

» unset HISTFILE; unset SAVEHIST

» echo "unset HISTFILE; unset SAVEHIST" >> ~/.bashrc
» wget

» curl

» history -c
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MISTAKES
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FIREWALL RULES

Name Type Description Targets Filters Protocols/ports Action Priority
default-allow-http Ingress http-server Apply to all IP ranges: 0.0.0.0/0 tcp:80 Allow 1000
default-allow-https Ingress https-server Apply to all IP ranges: 0.0.0.0/0 tcp:443 Allow 1000
default-allow-icmp Ingress Allow ICMP from anywhere Apply to all IP ranges: 0.0.0.0/0 icmp Allow 1000
default-allow-ssh  Ingress Allow SSH from anywhere Apply to all IP ranges: 0.0.0.0/0 tcp:22 Allow 1000
@DROIDANDY 16



Miotnnico LEARNING POINTS / GHALLENGES

» firewall rules

» gcCp

» following the guilde
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GCONCLUSION

» mostly automated attacks

» compromise and then wailt

» 1nteresting to learn what 1s happening
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FUTURE WORK

» Customised

» Deployment

» Automate
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Q Andrew Waite

@Infosanity

Trying to kick 2020 off on the right foot, minimal viable
ec2 UserData script to automate Cowrie honeypot
deployment.

9:01 PM - Jan 1, 2020 -
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LINKS

https://medium.com/@Stephen_Chap/deploying-
monitoring-honeypots-on-gcp-with-kibana-899fef6fdf76

https://github.com/dtag-dev-sec/tpotce
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