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Agenda:

. Speaker Introduction
. Risk Insights from Global Security Reports

A L-I- | M E T R | K . Other Cloud Security (Misconfigure) Challenges

. Best Practices to Solve Misconfiguring Issues
SIMPLIFY TECHNOLOGY | AMPLIFY POSSIRILITY
. Q&A
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Shyam Thakur

* | have total 15 years of experience and exposure into domains like
Engineering, Cyber Security, GRC, Cloud Security etc.

* As part of my Professional career | worked for various industries l.e.
A LT | M E T R | K IT Services, Fintech, Payments and Cards, Telecom etc.
SIMPLIFY TECHNOLOGY | AMPLIFY POSSIRILITY e Some of the Organization | had associated are Fiserv, Idemia,
Daffodil.
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Security Research Insights — Part 1

3 = What are your organization’s major concerns related to the use of
What was involved in the attack(s)? Select all that apply. public cloud for business apps? What major concerns were realized

in the past 12 months? Leave blank only those that do not apply.

pccount o credentia iackng [ -~ | | Moo Meats

. . Unauthorized (rogue) application
ot gaton oo I

Poorly configured or insecure

Adversary pivoting from cloud — 0% interfaces or APls 28.0%
to internal systems )

54.4%

|

524%

s - . Inability to respond to incidents 51.2%
EXplOI[ against cloud provnder — 4.0% traversing our cloud apps and data 24.0%
vulnerability or APIs : —
Crossover from other hosted R I o m '
e 31.9% —
cloud app“cat'ons Lack of skills or training within the 46.8%
; 2 . organization for specific public cloud services 30.8%
‘ Insecure API or interface compromise — 31.9%
| Lack of visibility into what data is being 46.8%
| processed in the public cloud and where 25.2%
| oos attacks | - = ‘ or
| Poor configuration and security of quickly 46.0%
\ 09

spun-up application components

: Misconﬁguratio_n or yu(ngrability of _ N.3% (e.g., containers or serverless workloads) A5%
| hypervisors and/or other virtualization attacks Misuse by insiders breach of sensive [ -
Sensitive data exfiltration _ 170% data by cloud provider personnel 25.2%
directly from cloud apps : e
Privileged user abuse _ 1.9%
Unauthorized access to sensitive F 42.4%

data from other cloud tenants 19.6%
shadow 17 | N -+

Not knowing with certainty where

s
o
o0
o=

Unauthorized (rogue) application - sensitive data is geographically located 228%
. 8.5% ,
components or compute instances Inability to meet compliance requirements 21.2% o
o
Other 0.0% Inability of cloud provider to meet 38.0%

0% 10% 20% 30% 40% 50% service levels agreements (SLAs) 21.2%

Downtime or unavailability of
cloud services when needed

Source- https://vulcan.io/blog/sans-cloud-security-survey-2022-highlights/ (SANS Security Survey 2022) £ 2 %7
Poor data hygiene or the inability to 348%
delete data from the environment 25.2%

K 0

376%

~
#
®

R

10% 20% 30% 40% 50% 60%
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https://vulcan.io/blog/sans-cloud-security-survey-2022-highlights/

Security Research Insights — Part 2

Causes of Misconfiguration

Lack of adequate controls
and oversight

Lack of team awareness
of security and policies

Too many cloud APIs and
interfaces to adequately govern

Not checking our infrastructure
as code prior to deployment

Not adequately monitoring our
cloud environment

Negligent insider
behavior

Not enough cloud security
expertise on team

Screenshot

Fugue_State_of_Cloud_Security_2021

|

Average cost and frequency of data breaches by initial attack vector

$4.90

$4.70
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$4.10

$3.90

$3.70

$3.50
0%

Business email compromise Phishing
$4.89 Sgl
Vulnerability in
third-party software
$4.55
Malicious insider
Social engineering $4.18
$4.10 0 Q
Q Physical security compromise Cloud
49 misconfiguration
. @ $4.14
Accidental
data loss or @
lost device System
$3.94 e
$3.82
5% 10% 15%

Stolen or compromised

credentials
$4.50

20% 25%

IBM Data Breach Report 2022
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|| AWS TOP MISCONFIGURATION

AWS CloudFormation — 66.20%

AWS CloudTrail [ 33147

Amazon EBS I  30.54%

Amazon 52 | 30.73%

AWS Lambda [  27.70%

AWS Config NG 18.37%

Amazon EC2 I 16.88%

Amazon SNS [N 16.57%

AWSIAM I 11.31%

AWS Trusted Advisor

0%
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|| AZURE TOP MISCONFUGURATION

Azure Advisor

Azure Activity Log
Azure VM

Azure storage account
Azure App Service
Azure SQL Database

Azure Security Center

Azure Network Security
Group

Azure active directory

Azure RBAC
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I‘ Cloud Security Engineer Has Been Asked To Provide a Solution to Protect From Cyber Attacks

Working as a Cloud Security Professional is Not Stressful At All!

"
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What is the Solution ?

(d Develop Robust Policy and Procedures

d Implement a multi-functional CSPM Tool

d Adopt Shift Left Security Approach

d Implement Skill Development and Training programmes
(1 Develop Mandatory Security Awareness Programmes

d Implement Logging, Monitoring and Incident Response
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SIMPLIFY TECHNOLOGY | AMPLIFY POSSIBILITY
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