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ITU-R

Human-centric use cases for access to multi-media content, service and data
for improved performance and an increasingly seamless user experience

Recommendation ITU-R M.2083-
.
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Enhanced mobile broadband [eMBB] IR, 0

objectives of the future development of
IMT for 2020 and beyond
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Mobile, radiodatermination, pmatesr
andrelated satelite dgrvices.
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Smart home/building
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— Mission critical application

Smart city Self driving car
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Massive machine type Ultra-reliable and low latency
communications [MMTC] communications [uRLLC]

Typically transmitting a relatively
low volume of non-delay-sensitive data

Stringent requirements for capabilities
such as throughput, latency and availability
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* Massive/Heterogeneous Devices
* Multiple Access Technologies

. HEY3 2mE 0|3}

* NFV(Network Functions Virtualization)
« SDN(Software-Defined Networking)
« Network Slicing

 BAHEYS Z3
« MEC(Multi-access Edge Computing)
« SBA(Service-Based Architecture)
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Implementing network functions in software (programs)
running on top of industry-standard hardware (instead of dedicated hardware)

Independent Software Vendors

Virtual Virtual Virteal

Classical Network Appliance Approach e S N

Virtual Virtual Virtual

W Decoupling SW from HW

Message Session Border WAN
Router Controller Acceleration w Flexible NF deployment
E AR hu-'u"leﬂ-n'lig W Dynamic Operation
= | - % BN w Avoid vendor lock-in
¥ = W = e
DPI Firewall Carrier Tester/QoE
Grade NAT monitor Standard Hial Q
--q"“ e
: X i Standard High Volume Storage
SGSN/GGSN PE Router BRAS Radio/Fixed Access ==) ==
Network Nodes =) -
Standard High Volume
Fragmented non-commodity hardware. Ethernet Switches
Physical install per appliance per site.
Hardware development large barrier to entry for new ) ) ) )
vendors, constraining innovation & competition. Network Functions Virtualisation
Approach

* A-EXN: ETSINFV ISG, “Network Functions Virtualisation - Update White Paper”, 2013.10
EXN: 952, 56 HE/IS| St Bt O+, F22| 56 B2t ¥4, 2019
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An approach to designing, building, and managing networks
that separates the networld’s control or SDN network policy and forwarding planes
thus enabling the network control to become directly programmable
and the underlying infrastructure to be abstracted for applications and network services
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o 3 SDN Control Logic
S  mufidce Behkiivs
T CDPI Driver
O levelCli
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{;;;— SDN Control-Data-Plane Interface (CDPI)
Network Element’ . Network Elements
i N
a
® CDPI Agent CDPI Agent
Forwarding Engine* / Forwarding Engine* / :
Processing Function* Processing Function® ‘ 19
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Management & Admin

w Applications can be network aware
w Logically centralized control plane

w Decoupled control plane from the data plane
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SDN _(_:c_)_n_trollers

Edge Cloud Core Cloud

E2E Network Slices I (l\ﬂ/) . _(N_FV)
UHD Slice
DU PGW CDN UHD VPN CDN
{UHD) {UHD) cache {IUUGbpS BE} Parent
L * -
Phone Slice
DU PGW
(Voice) Voice VPN {voice) L
~ Massive loT Slice
E DU PGW
‘ (1oT) loT VPN (loT) loT At
vSwitch/vRouter IP/MPLS-SDN
n-v ! H {MPLS L3 VPN) = — !
i DC SDN Tunnef~, y e ; RSO Tunnel vSwitch /vRouter
SDNSW SDNSW bc G/w bce/w
5G Fronthaul (PE) (PE)

T-SDN
. 5G+ SEIENA Bt 2 Hob CiM got X43] 56 2ot A4, 2021.06




| Service Based
Architecture
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Flexibility and scalability

Modulization

« 5G CN(Core Network)
functions - Each
NF(Network Function)s

Define Interaction between
each NFs

Provider-Consumer
Relationship

Easy to add, alter or reuse
NFs

Service Chaining Scenarios
 Linking related NFs Set

Only available on NFs of
CP(Conftrol Plane)

« not UP(User Plane)

* I8 EA: https://www.metaswitch.com/knowledge-center/reference/what-is-the-5g-service-based-architecture-sba
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A network architecture that enables the placement of computational and storage resources
within the RAN to improve network efficiency and the delivery of content to end users

cLOUD INTERNET

Big Data processing
Business Logic
Data Warehousing

EDGE ! L LAN/WAN

[
1
1

Realtime data processing

At sourcejon premises - .

data visualization Nl d------—-p |"W ] = - = = = — .

Basic analitics Ilf { 4 4 ’

I

Data caching, buffering
Data filtering, optimization
M2M communications LEC-3031

SENSORS AND CONTROLLERS

W Low latency

W In-network data processing

w Reduction of backhaul and core network traffic

Access Site Edge Site Central Site
4G Networks (®)) @
Apps/
Contents
LTE RAN EPC Core
‘ Apps!Corﬁents Drstnbuton/Locd
I
A NW Slices @
| (®)) Contents
5G Networks YA
oo A Iy
Multi Access I 3G Core
| ! : :
l._......_._I [ p————— a
RAN Functions Core User Plane
Centralization Distribution

ZEKN: 5G Americas, The Evolution of Security in 5G, 2018.10
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() Cloud RAN Edge TIC Core TIC

-

DU: Distributed Unit

CU: Centralized Unit

AAU: Active Antenna Unit
vCDN: virtual Content Delivery Network
TIC: Trusted Internet Connection

ZEX: ZTE, https:.//www.zte.com. cn/gIobal/about/magazme/zte technologies/2018/2-en/Expert-Views/1
EN: 9B, 56 AX| HOt 7|&, Krnet'20, 2020
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*k*ZEX: R. Roman et al, Mobile edge computing, Fog et al.: A survey & analysis of security threats and challenges, Future Generation Computer Systems, 2018
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- Cisco, 2012
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- 3-tier architecture
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SG MEC — Edge IS

Fog
MEC Computing \Y[de Cloud
ownershi Telco Private entities, Private
P companies individuals Entities
Near-edge, | Network edge, Network
Deployment | Network Edge edge devices Core
HW Heterogeneous Server.s, Servers
servers user devices
NW N-tier, deceniralized, distributed Centralized
Architecture
Mobility Yes N/A
Latency Low Average
Local
Awareness Yes N/A
Scalability High Average

% ZX: R. Roman et al, Mobile edge computing, Fog et al.: A survey & analysis of security threats and challenges, Future Generation Computer Systems, 2018
Y=, 56 MEC SF0M el 2ot 2, M32| 56 2ot /34, 2020.11
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Intrusion Detection Systems
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Fault Tolerance and Resilience
« 100% QtEStn HAEEHZ X[ If2{CtY 2 98 (BE 25, F<4d, Sw 2H0|E X[H &)

- M2k EHQ (Redundant operation, failover capabilities, disaster recovery mechanisms)

Forensics
« Edge W{2{CIROM S| A 22|= St O|FY (CHYDt actors, 1= 2, 7|8, A|LEE[2)

« Cloud forensics, mobile forensics, virtualization forensics, storage forensics &



DEVICES | THINGS ACCESS | EDGE CORE CLOUD / DATA CENTER

WIRELINE
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LICENSED &
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Enterprise View of Edge CoSP's View of Edge CSP's View of Edge

% EX: Intel Network Builders Program goes to the “Edge”
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