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WHO AM |

HAHWUL (@haohwul)
Offensive Security Engineer

Open Source Developer
A Rust, Ruby., Go and Crystal
OWASP Noir

d @owasp-hoir
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d  hlee@owasp.org
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https://x.com/hahwul
https://github.com/owasp-noir

Linux, Kubernetes.
OpenSSL, Vault,

Git



Open Source Software

The entire world!s'IT]
infrastructure
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Open Source in Security
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OWASP Noir

test/fixtures/cr

» Found 6 endpoin
» Optimizing endpoint
iding path parameters
inning all taggers
Finally identified 6 endpoint
an completed in 6.0
enerating Report

eaders

cooki

body: query=

tags: sql
oken

body: client_id=&redirect_u

tags: oauth

~/Projects/noir

url=&grant_type=

-T ./spec/functional test/fixtures/crystal kemal

spec/functional_test/fixtures/crystal_kemal
custom_p

testapp.cr

spec/functional_test/fixtures/crystal kemal/src/testapp.cr

File
"kemal"
get "/"

env.request.headers["x-api-key"].as(String)
"Hello World!"

post "/query"
env.request.cookies["my_auth"].as(String)
env.params.body[ "query"].as(String)

get "/token"
env.params.body["client_id"].as(String)
env.params.body[ "redirect_url"].as(String)
env.params.body[ "grant_type"].as(String)

ws "/socket | socket|
socket.send "Hello from Kemal!"

public_folder "custom_public"

Kemal.run

~/Projects/noir

/spec/functional_test/fixtures/crystal_kemal/src/testapp.cr



OWASP Noir

Iy B By Ny

AADEMA Endpoint (API, Path, Parom S)8 £=
CLI Application
Co-lead: @hahwul @ksg97031

For White-box Testing, DevSecOps Pipeline (DAST+)
Crystal, Regex, Tokenizer/Lexer/Parser, LLM
/LLM


http://github.com/hahwul
https://github.com/ksg97031

OWASP Noir

1 OWASP Project
1 GitHub: owasp-noir/noir

GET /favicon.ico

GET /422.html

GET /apple-touch-icon.png
GET /500.html

GET /404.html

GET /apple-touch-icon-precomposed.png

GET /robots.txt
GET /up

» Passive Results:

[critical][private-key][secret] Detect PRIVATE_KEY

extract: BEGIN PRIVATE KEY
file: ./testapp/private_key.pem:1

cookie

s cookies

cookies

gems_yml

path_111
cookies =
gems_json

cookies
about.
GET

POST param_userld

param_petid

param_petid

headers

Authorization

cookie
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https://owasp.org/www-project-noir/
https://github.com/owasp-noir/noir
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Wednesday, August 6, 2025 >

2:58 PM
https://stephango.com/ramblings
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If you're remote, ramble

July 2025 « 1 minute read

A lightweight way to add ambient social cohesion for
remote teams.

If you're remote, ramble

A lightweight way to add ambient
social c...

stephango.com
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Roadmap
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A Simple is Best

White-box testing

Shadow API
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Prototyping model
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hahwul committed on May 14, 2023
Q  Noir0iM Golang22 TZ2EEIY, Crystal2 AKX THEE
v @ noir
[5) const.go
(<) version.go
Nﬂiv B utils

) regex.go

shard.yml

v [@ spec
noir_spec.cr
spec_helper.cr

v [ src
noir.cr
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Dev

Mon
Wed
Fri

Jan

Feb
[ ]

Mar

yunt contributions

Oct

Contribu

Nov

tion ¢
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Dev with Al

AGENTS.md

Goal

Prompt ¢ Context

Toask

Tools
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Al Team

1l

Research

Coding Agent

IDE
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First Release

grep "RequestMapping" *
rg "GetMapping"

cted 1 technolog
java_spring

s found
19 endpoint
Finally identified

] Generating Report

the detec

echnology.
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Dogfooding2 Z!4
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Community Building

(R Wy WAy Ny W

Social network (e.g. X, Thread, ETC)
Github Discussions, Discord

Kitploit

Awesome Series

Blog Post

ENGLISH

Hello Noir ¥

Noir partnered with OWASP in June 2024 and has since become OWASP Noir.
Consequently, | have updated some parts of this post to reflect this change.

Hi all! | am excited to announce the release of my toy project called 'Noir' ;¢

Noir is a source code analysis tool that identifies APl endpoints, methods, parameters, and more within the

source code, providing various formats of output. Today, I'll give you a brief description of this tool.

Noir

Deliver

COHCD e
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® owasp—noir/noir

2023

2024
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1120l &= Pull Request

Tweaked the ASCII banner for better alignment.
Btw, this tool is great.
Nice work!

ul commented 3 weeks ago Owner

NN A
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W/ INI_/

@thezakman
Wow, | admire your incredible eyes. It's truly amazing! Merged!
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\
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JSON Web Token Hack Toolkit - v2.0.0 by @hahwul
https://github.com/hahwul/jwt-hack

= hahwul added this to the v2.1.0 milestone 3 weeks ago

thezakman commented 3 weeks ago Contributor ) ( Author

@thezakman Wow, | admire your incredible eyes. It's truly amazing! Merged!

Appreciate it, @h: ul . Art has been my lifelong companion, and I'd say it's both a burden and a blessing.




TIP: Github Issue to Pull Request
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TIP: Only Text? Image & Video!
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hahwul_ Dalfox v2.11.0 released!

® Stdio-based MCP server support in server mode (SSE
coming soon!)

L3 New JSONL output format — structured and stream-friendly
& XDG_CONFIG_HOME support for cleaner config
management

# Bug fixes and code polish

B Added lims.txt in docs for better LLM integration

https://github.com/hahwul/dalfox/releases/tag/v2.11.0

View insights

Qv

£/ Liked by jbari88 and 34 others

© Adda
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OWASP, Co-lead

d OWASP Project
A1 Co-lead

) owRsp,
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TDD(Test-Driven Development)

AAICE EX=S QM =2

HOE =012 A=S WMok=0l 23X gt

Al IDE/Agent 8121 A| Zi4

Noir0i&! Unit Test2t Functional Test 25 &%

(M Ny Ny N

CcoopooopboooDooDoboDCOCO

hed in 263.66 milliseconds
examples, ailures, 0 errors,




Automation (CI/CD)

3
3
3

Build & Test
Coding Convention

Release
d Homebrew
d  Docker Hub
GHCR
d  Snapcraoft
d Etc
Contributions
O 2HHAM
O H32IAE

Enhance Spring analyzer's HTTP header handling 236a41c

Cl

on: pull_request_target

Pull Request Labeler

on: pull_request_target

35



XIS ARILICE A3 210 220K

36



TIP: Spammer= Al
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A Mail, Github Issue, Discussions
a 2Al6EN 2012,

0.
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Collaboraotion

ump-formula-pr | | Cl-published-bottle-commits

I-- Use [x] to mark item done, or just click the checkboxes with device pointer -- - [x] Have you followed the
guidelines for contributing? - [x] Have you ensured that your commits follow the commit ...

Cl-published-bottle-commits |  new formula | | outdated

on N

Dalfox - XSS Scanning Made Easy

- W hahwul S iNTicRITI

Dalfox — Hacker Tools: XSS Scanning
Made Easy &
HACKING TOOLS - SEPTEMBER 14, 2021

Finding XSS can sometimes be a repetitive and laborious
task. Many attempts at automating the process have
been made, yet very little actually come close to gettin...

_)

Powering Up DAST with ZAP and Noir

39


https://www.zaproxy.org/blog/2024-11-11-powering-up-dast-with-zap-and-noir/

XL OIHE

£ Google Summer of Code

GSoC Coding

underway

What is Google Summer of
Code?

Google Summer of Cod 3 im focused on bringing new contributors
into open source software development. ntributors work with an open source
organization on a 12+ week programming project nder the guidance of mentors.

Learn more.

Period

123

Countries

20K+

Open Source Organizations  Mentors

46M+

Lines of Code

0

7 Hacktoberfest foct 1-31, 2025]

In a few short months.
Hacktoberfest returns!

Powered by ’) DigitalOcean
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Open Source Developer

4



KHEXI2

.

I'll treat you to a coffee.

C open collective
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PEL
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Contributors

Code

Idea

Bug Report

Fixed Typo

Documentotion
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Echo System

Bug Bounty

CLI Application

Programming

Offensive Security

Documentation

Web Application

DevSecOps
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A Fellow Farmer's Message

As an individual it’s hard to make a significant contribution to security, even if you work
ot a security vendor. The one exception is Open Source.

Anyone can get involved in Open Source, and Open Source is used everywhere!

ZAP is the world’s most popular web scanner, and as o community project we encourage people to get involved.

Everyone on the ZAP Core Team has had (and accepted) job offers thanks to their ZAP contributions, so not only can you make the online world o
slightly safer place, you can also boost your career! If you'd like to get involved in ZAP then see https://zaproxy.org/docs/contribute/

Simon Bennetts2| HIAIX| (ZAP Project Leader)
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https://zaproxy.org/docs/contribute/

Just do it!
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