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Scope of ASVS

Application - z/z Z2at22 Mo HE - Said no attacker ever

“That is out of scope”

- TR, VR, e, S E00F 2 A

7 7

“Out of scope for ASI/S”
Security - sizsorst 2ot x| does not mean

- Sz RTARSO| Aol WA 5N, Y =S oA Bojex A | Notimportant (for security)

\Verification - 29t ZZ9| “fail or pass” 27 AFE
- O Z2[AH0|M T+ 24 Bl EM0|| Ciet A 22 Soll S 7HsoloF &

Standard - “zr&/z/o/of gt =2 or g2
- 745 _9__—I_|_A|_-c',-|. xM
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"Verity that the security principle X is
achieved to prevent attack V"

0z
oY O
0[N
2
oE ™
nx
0] —

0
e—
il

bt
R
Ral

[ ]
o
==

=X AAE
ME O|sl| 7t

e

[
L

|

q

/7502 ot IHsE 27A

“Verify that" == "SliE O Z2|#|0|440]| BtE A Sf{OF SHCHMUST)
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« SHOULD
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- ASVSOME= 2F
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The scale of changes

In v4.0.3 - 278 R FAlgt

« 10970 T AFE (38%) 2 v5.000(A HE SH20o2 QX | E|X| &2
« 507H: HY XHLZ AMK|
- 2870: 35 = CHE 250|A 0|0 LR O AHA|

« 3174 CHE 27 A0 B

In v5.0.0 - 345 Q7 A}E

« 15770= M 27 ALE
e V400A B =X HBIEl 7

T—_=, T O, OHd1-— A

= 71& @AM 22

ASVS v4.0.3 ASVS v5.0.0
OCommon M Splits B Deleted B New




V1 Encoding and Sanitization

QT At 30 7Hf, A+ At 8 7Y I “Process input safely”

I “Input Validation” moved away
MI A
1 L=
V1.1 X OF7|ElX (Encoding and Sanitization Architecture)
V1.2 Bt Xl (Injection Prevention)
V1.3 & X|(Sanitization)
V14 H22|, 22X+, H|22| I E H2| (Memory, String, and Unmanaged Code)

V1.5 2ot HEE 3} (Safe Deserialization)




V2 Validation and Business Logic

QT AR 13 7, ATF Arg 3 7)

Ml A
1 L—

= V2.1 85 A H =LA 22 FM3} (Validation and Business Logic Documentation)
3 (Input Validation)
= V23 H=L|A 2% HOt (Business Logic Security) I

Accept only valid input”

u E-I- :| HF ._ I V/4 ° ° /4
V2.4 Xts3t 54 BX] (Anti-automation) Provide expected business logic

I Documentation requirements

I “Input Validation” moved hereZ
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V3 Web Frontend Security

I Accept only valid input”

QT AR 31 70, A AR 12 )

"Provide expected business logic”

I Documentation requirements

&I A I “Input Validation” moved here

V3.1 ¥ ZEEANE HOt FA3} (Web Frontend Security Documentation)
V3.2 H|Q| =X FHIX sjj& HHX| (Unintended Content Interpretation)
V3.3 7| A% (Cookie Setup)

V3.4 E2t2 X EO HFHL|E 8|4 (Browser Security Mechanism Headers)
V3.5 E2t2X &X(origin) 22| (Browser Origin Separation)

V3.6 2§ 2|AA 2AM (External Resource Integrity)

V3.7 7|Et B2} X EOt 124 AS (Other Browser Security Considerations)
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V4 APl and Web Service

QT AR 16 7, ATE A 12 7}

Web Service that are not browser-

I “General requirements for APl and

specific”

Ml M
1 -

= V4.1 L8t Y MH|A E O (Generic Web Service Security)

= V4.2 HTTP MIA[X| £ BT (HTTP Message Structure Validation)
= V4.3 GraphQL

= V4.4 WebSocket
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Issue A4 EE

@ Add a title

[ Title

Add a description

Write Preview = = = ¢ © 2 «

<---
IMPORTANT NOTES:

- Please do not open a pull request without first opening an associated issue.
- Please carry out all discussion in the associated issue only.
-=>

This Pull Request relates to issue #...

CD Markdown is supported [:A Paste, drop, or click to add files




Issue A4 2 E

Korean translation of ASVS v5.0.0 #3204
~©open

@ woohyun212 opened on Jun 21

Hello OWASP Team,
Congratulations on publishing ASVS v5.0.0!

I'm starting the Korean translation of ASVS v5.
Following the convention, | plan to Copy the /5.0/en folderto /5.0/ko

To ensure consistency in tone and terminology (e.g., formal vs informal language), | will be following the translation guidelines
provided by the OWASP Seoul Chapter.

To avoid duplicated work and to encourage collaboration, | will share translation progress here in this issue.

Anyone interested in contributing is more than welcome to join!

@) (1




PR S5

Translation/ko #3216

- woohyun212 wants to merge 106 commits into OWASP:master from woohyun212:translation/ke [

) Conversation 2 - Commits 106 Fl Checks o [£] Files changed 28

0 ~ woohyun212 commented on Jul 7

This Pull Request relates to issue #3204
Add Korean Version.

To ensure smooth progress, | made some changes to the forked repository, including a few templates.
| will restore them to their original state before the final merge.

@




* Portuguese, see [#3182](https://github.com/OWASP/ASVS/issues/3182)
* French, see [#3188](https://github.com/OWASP/ASVS/issues/3188)
* Simplified Chinese, see [#3191](https://github.com/OWASP/ASVS/issues/3191)
* Korean, see [#3204](https://github.com/OWASP/ASYS/issues/3284)
* v5.0.8
* None

+ If the language you are interested in appears, it would be great if you could reach 1

you can help them.
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woohyun edited this page 2 weeks ago - 29 revisions

OWASP ASVS 5.0 §H=0{ to] T2 M E g
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3. HE 2= (MUST/SHOULD/MAY) B8 7|&

242 B3 o] oflAl

MUST / SHALL Yt A| ~8HOF SHCt

MUST NOT / SHALL NOT ~ ~8ll A= et ElCH [ ~3tK| BofoF ShCt

SHOULD ~3te 20| HEECH

SHOULD NOT ~51%| g 20| HEEICH

MAY / OPTIONAL ~g 2~ QICt f ME§ AtghoICt
% 75t 3t 9| Ol Al FAS WEE 20| EOUL, 7I54E SAIX| 2= MY UolM 157 B8 £ Ut
- 0of) ~ 4|0 YEX| QI5H:s 210| AFEICH -> MHBICE [ WHEIO UESK| QIS

# LA HS2 HES HIIE = ACk ofl) ~sfoF gtk (MUST)

6.7l 2 g oAl

HE tHef off
The application must validate input. ofE2|A 0|2 Y S BteA| ZBslof Bt
Sessions should be terminated after logout. 27012 0|F MME Z25H= 20| MEELCEL
The system may store logs for up to 90 days. A|AE2 278 £|0f 90YUzZH XAE 4= ULt
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Y 0x00-Header.yaml Il 0x90 in progress %8 25 [ £3

|} Ox01-Frontispiece.n #49 opened 3 weeks ago by wwwahtp + Ch:

[ 0x02-Preface.md {i 0x20in progress * 2%

[‘_‘1 Ox03-What-is-the-{ #48 opened on Jul 19 by prokyhsigma » Drz

[ 0x04-Assessment_ 1l 0x05 in progress 2%

[‘_'2] Ox05-For-Users-0f #46 opened on Jul 16 by rladjwlsb7

§|— ™ 0x10-V1-Encoding-i Il 0x13 in progress * 2%
#45 opened on Jul 15 by COKEPAIM

[ Ox11-v2-validation-

™ 0x12-V3-Web-Froni I 0x26 in progress (%%

™ 0x13-V4-APl-and-W #29 opened on Jul 4 by FoO-511 » Draft [
— - _a -
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801X 5
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1 @ [8%3] infrastructure [ 2| ZaAE 2|

#52 - by FoO-511 was closed 2 weeks ago

[ & [B0#E] Sanitization [ HA|

#43 - by prokyhsigma was closed on Jul 15

"] (O [80{Z] Identity Provider / ID 22%}

#62 - Zsxen opened last week

| O [20{F] memcache [ HZ2| FHA|

#40 - Survey05 opened on Jul 8

FoO-511 opened 3 weeks ago - edited by FoO-511

LFE 80
» W2 80: infrastructure

o Hetsh= E=0] HY: PlTRtAERY

o AEE 29 EE= &3 0x26-V17-WebRTC.md | "As adoption increases, securing WebRTC infrastructure becomes critical.”

« BT 20{7} H2F 0|7 [ AlF SEE= 015: 0i2] HEUM XFE A2
7D X3 E= oA

HEEoR "QIZAAERR", "olEa EOR HEX|E " HAId" § 22| 7HsH0| 10| BILIE SUEIH FUS.




@i I0gp
Add a description

Write = Preview H B 7

<l--
OliE 217 |T0|| elsiFAe:

- fALEE 230| 00| =2/ Fo| YEX] Ol (issues)S HA HMS) FA2.

- [El4 HE](https://github.com/OWASP/ASVS/tree/master/5.0)2 181 Q=X &ieI8] FH|2.
- Olr IS 2 238 802 "HE BO{FHCH HA" o2 U SFAM L.

- O|#% &0l=|H 80{F ATe|SA|EY ¢ Euic

-—>

1 23 20

github - 2 8o;

<!--(0ll: credential)-->

Template 7‘% - Hetats giof vt

<!--(0f]: XY EH)-->

- AREl B = SX:
- 8ISt 20{7I HGE 0| [ AlE SEBH= 0|]:

<!--(0f]: oi2] HE(o A pHe AlRE|H CiE HYHo| Z85| 1 UR)-->
##ED A2 £= oA

<l-- - (0f: =LY 2t HFLE|o|M EtE o2 'AH FHE' = A1 SF'0l2H= HHE MEEH-->
<!-- - (0l: OWASP g9 Al2ll & AppSensor, Top 10 S0A& credential - X1 SYHS2 EE)-—>




LT

github Files changed 7|

21 + HH FX8(stateful) T= HE JEBg|(stateless) MH HFHLUS

72 s ||
73 4+ | =7.5.1%x | OHEY F&, HIHZ, MFA 74, AHF H20 AEE = RUSE US| fol BME YCA] BHEA 0|RHX|L BMSE|0{0}
2ish= A8 AEFC.

A WUEE QPSR ABH | 2 |
74+ | w7.5.20 | ASAZH BA BY MUE ER TE 28 HAsa(E @ woohyun212 last week
I
2017

« stateless = 'PAEI'E S0{TN HUSHFASLICL
0| Al T2| HfEhLCt.

@

@ woohyun212 last week
"EE 2H= B POt "EHA" 2h= E#H0| 7|2 Mol Mt 2l

(@)
@ repy.. @ reoly.

Resolve conversation Resolve conversation
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Il 0x22in progress 2%
#50 opened 3 weeks ago by wwwahtp

Il 0x90 in progress €& &5 (+8
#49 opened 3 weeks ago by wwwahtp - Chan

{i 0x20 in progress x 2%
#48 opened on Jul 19 by prokyhsigma » Draft

. Ct A A= 60
i) 0x05 in progress zI7 L —
#46 opened on Jul 16 by riadjwis57

17 0x13 in progress * ' 2%
#45 opened on Jul 15 by COKEPAIN
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: . e — I— I O bl
I Ox26 in progress (%%
#29 opened on Jul 4 by Fo0-511 - Draft E‘, i

{i 0x24 in progress (%2 E_T]_ E|_||E|I__6l-7loli| _/I\__9_7|- Lj_?_

#26 opened on Jul 3 by yejinj «

. o
Il 0x17 in progress ( =3
#23 opened on Jul 2 by zsxen - Changes requ

Il 0x16 in progress (=8

#22 opened on Jul 2 by zsxen - Changes requ
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diff —--git a/5.8/ko/@x93-Appendix-D_Recommendations.md b/5.8/ko/@x93-Appendix-D_Recommendations
index 496dd5ba6l..d6e51250b9 100644
=== a/5.8/ko/0x93-Appendix-D_Recommendations.md
+++ b/5.0/ko/0x93-Appendix-D_Recommendations.md
@@ -1,47 +1,47 @@
Appendix D: Recommendations
+# 55 D: RE Abg

—## Introduction
270

-Whilst preparing version 5.@ of the Application Security Verification Standard (ASVS), it becal
because they were not in scope for ASVS as per the definition for 5.8 or alternatively it was f4
+ofiZ2(#Ho|M Hok UE BEE(Application Security Verification Standard; ASVS) HHE 5.02 Fu|stsis, & 7h
T Aoz XFsP|dE o2igel 07| mEolc

-Not wanting to lose all these items entirely, some have been captured in this appendix.
+EE S50 FHEX HUER YR Y52 2 PR +Sswc.

—## Recommended, in-scope mechanisms
+i AEEE Wl W 0RLIS

-The following items are in-scope for ASV5. They should not be made mandatory but it is strongly

+hg YSSE ASVSel el Lol Rlool, B4EolAlE fioLt erdst ojEaiHoldel YeEA meiste Aol s

-# A password strength meter should provided to help users set a stronger password.
Create a publicly available security.txt file at the root or .well-known directory of the apy
Client-side input validation should be enforced in addition to validation at a trusted servig
Prevent accidentally accessible and sensitive pages from appearing in search engines using a
< When using GraphQL, implement authorization logic at the business logic layer instead of the
XS0 o ZEEh B HEYY =+ USE IARYE & O|E{(password strength meter HEsk= 20|
ofZFz|#ole] FE EE .well-known CI2E2[of 3 S8 security.txt MES Hysio, =Het A
HEE = Us Myl A2 Soilal2] YAgl AEE FHsls 20| AFEC O & =
robots.txt 2, X-Robots-Tag SE & E&= robots html meta tagZE AEsl01 £ HaE
++ GraphPLE AME8ts 3%, 2E 7ig CIEHO|A0Mte] AE F0{E f2si% Hot= GraphQLO|Lt 2|EH

OWASP
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+2PME0| S2E|H ofjE2|Ho|Me| Hot =F0] M=, QRAEE FEHEH 2ot o] WM J=d = ¢
® [33H)] {22 likelihood or impact® XFs| "WYY JtsY E= YYo= HE & FSLICL
diff O =i

+R2TAEE FEOIL Zlgd HE PoiEtx| HediME EXsks 0IRE XHsHH 2YsiEA. ..
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gtal#(Park MinGyun)
£83(Youn HyunJung)
O|X|Z(Lee JiHun)
ZHZ(Kim EoJin)
LBM|(O Moses)
H#=Fl(Jeong SooJin)
0|3t2l(Lee HaRin)
2 Zl(Yang Jin)

HAIM{Jung MinSuk)

Github ID

woohyun212

Email

woohyun212@gmail.com

prokyhsigma

prokyhsigma@naver.com

yejinj
FoO-511

ffinguMacc

sitting07 7 @gmail.com

5thofnovmbr@gmail.com

parkjaewook?228@gmail.com

blatter95

breakpack

gomwer678@gmail.com

198799879a@gmail.com

COKEPAIN

tistmdalsO5@gmail.com

typemnm
survey05

kimchiudon

ljlunseo1334@gmail.com

ismingyun01@gmail.com

yoon45544@gmail.com

effortjh1112

kchimney1112@gmail.com

rladjwls57

marijohn57 @naver.com

wwwahtp
zsxen
sari-harin

j93es

wwwmoses@g.skku.edu

useaf7ernoon@gmail.com

1303sari@gmail.com

yjiiny01@gmail.com

j93es.jung@gmail.com
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