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This talk weaves crashes, prompts, and orchestration into a single security narrative.

It's a condensed record of how | learned security through hands-on practice, iteration, and collaboration.
My perspective has expanded from vulnerabilities in systems to vulnerabilities in workflows

Tools make agents powerful; gateways make them governable.
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The Open Worldwide Application Security Project (OWASP®) is a 501(c)(3) worldwide not-for-profit charitable
organization focused on improving the security of software. Our mission is to make software security visible so
individuals and organizations can make informed decisions. OWASP is uniquely positioned to provide impartial,

practical information about AppSec to individuals, corporations, universities, government agencies, and other
organizations worldwide.
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zdi@trendmicro.com & <zdi@trendmicro.com> Sep 13, 2025, T:05AM v @ “ :
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Hello Seoring,

Thank you for your submission. We have successfully verified your submitted advisory in our lab and are interested in purchasing it from you.
We would like to officially extend an offer of 400 USD for the rights to your vulnerability.

This offer is valid for 7 calendar days. After 7 calendar days, the offer is rescinded. The same way, if all required documentation/information
for the payment is not provided within the 10 days after acceptance of the offer, the offer will also be rescinded. If, after that time, you would
like ZDI to re-offer, please let us know. We may be willing to do so.

Acceptance of this offer is your commitment to abide by the terms of the current ZDI Researcher Agreement (hitps://zerodayinitiative.com
/documents/zdi _researcher _agreement.pdf).

SMILHS

uso 400.00

U.S. A

TREND MICRO
INCORPORATED

SEOIN-YEO
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Your device ran into a problem and needs [0 r-!!-1.1r|ll.
We're just collecting same erral infa, and then we'l

restart for you.

1005 complete
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ASIO1: Agent Goal Hijacking ASIO2: Tool Misuse
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ASI06: Memory & Context Poisoning ASIO7: Insecure Inter-Agent Communication
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Threat Braking
- 3 Control Levers

LEVERS 2
PERMISSION GATE + HITL

LEVERS 3
WORKFLOW INTEGRITY
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These three levers are not new theories,
It summarizes the principles of control repeated in practice as a 'stop point'
from an orchestration point of view.
That is, input/output (trust), authority (approval/minimum authority), flow (flawless/audit)
— It's a proposal to brake first at these three points.
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PowerShell curl 24| initialize
Content-Type 52} - initialized
mcp-session-id {X| - tools/list
SSE 3& A2 - tools/call

"MCP= '3 ot ¥'0] ofL|2} ‘MM + A EE|2'0| Sialo]2t 2H 27 Ofs|7} E="




WARSP, FastMCP i (M 7| 5)

> kubectl logs -n adapter mcp-example-@ —tail 200

(.NET) Gateway/Tools Z1E|0|LH publish ¥&

> dotnet publish dotnet/Microsoft.McpGateway.Service/src/Microsoft.McpGatewa

y.Service.csproj -c Release /p:PublishProfile=localhost_5000.pubxml
=8 & (0.5%)

FHSTIMICR

FastMCP 2.14.0

Server name: MCP Example Server

Transport: HTTP
¢ Server URL: http://0.0.0.0:8000/mcp

Docs: https: // gofastmcp.com
Hosting: https: // fastmcp.cloud

=1

e

> dotnet publish dotnet/Microsoft.McpGateway.Tools/src/Microsoft.McpGateway.
Tools.csproj -c Release /p:PublishProfile=localhost_5000.pubxmlL
=

d 2= (0.5%x) [01/25/26 10:49:56] INFO Starting MCP server 'MCP Example server.py: 2582

Server' with transport
‘streamable-http' on
http://@.0.0.0:8000/mcp

Started server process [1]

Waiting for application startup.

Application startup complete.

Uvicorn running on http://0.0.0.0:8000 (Press CTRL+C to quit)

FastMCP 7|2t MCP MH7t “streamable-http 2 M4t 7|SEl 271 S
GatewayZ| 2tREE MCP JIEZQIE(*/mcp )7t =H| =l AEH

Y kubectl get pods -n adapter | 4 .
NAME STATUS  RESTARTS IIEIIICH(Z2ZH|M == =H

mcp-example-0 Running ) Gateway T-lo( EO“ -l = T |)
mcpgateway- Running 0
redis _ Running ©
toolgateway-0 Running 0

> kubectl port-forward -n adapter svc/mcpgdateway-service 18000:8000
Forwarding from 127.0.0.1:18000 — 8000

Forwarding from [::1]:18000 — 8000
]

MCP Gateway(22[+Z=EA|), Redis(AEH M%&), ToolGateway(2H2E!)
AMHRAE k8sO| K]
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initialized (M2 x| tol N
initialized (Al¥ x| <t¢l) tools/call (£ Al8 + 2z

HTTP/1.1 200 OK

Connection: keep-alive

Content-Type: text/event-stream

Date: Sun, 25 Jan 2026 10:56:42 GMT
Server: uvlcorn

Cache-Control: no-transform, no-cache
Transfer-Encoding: chunked

HTTP/1.1 202 Accepted

Content-Length: 0
Content-Type: application/json
Date: Sun, 25 Jan 2026 10:56:20 GMT

Server: uvicorn
Request-Context: appld=
mcp-session-id:

Request-Context: appld=
mcp-session-id:

notifications/initialized X 22! SECTAL LR e

> MCP k||)\:|0| "2FA'|9|-E| AER" 2 M=t event: message

| —

data: {"jsonrpc":"2.@", "id":3 “result :{"content":[{"type":"

O|—_C.’: Bjéj% % : MmcCp- session-id= =.'-—.0:| k”)\:| 7|H._|' E|' %IO| -|C->rx| , "structuredContent" :{ "result" "isError":false}}

Gateway’/ 282 MCP AH| ™
tools/list (=4 C|AFHHZ| &) Al mrg ﬁE

HTTP/1.1 200 OK
Connection: keep-alive

Server: uvicorn

Cache-Control: no-transform, no-cache
Transfer-Encoding: chunked
Request-Context: appld=

mcp-session-id: - =
x-accel-buffering: no =20|HEI MH 7|SE XISz "

Discover)"& = 282 =H
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EXPANSION OF PERSPECTIVE, LEARNING, CONNECTING, AND PRACTICING
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Direction of Contribution
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This talk weaves crashes, prompts, and orchestration into a single security narrative.
It's a condensed record of how | learned security through hands-on practice, iteration, and collaboration.

My perspective has expanded from vulnerabilities in systems to vulnerabilities in workflows
Tools make agents powerful; gateways make them governable.

The Open Worldwide Application Security Project (OWASP®) is a 501(c)(3) worldwide not-for-profit charitable
organization focused on improving the security of software. Our mission is to make software security visible so
individuals and organizations can make informed decisions. OWASP is uniquely positioned to provide impartial,

practical information about AppSec to individuals, corporations, universities, government agencies, and other
organizations worldwide.



