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02. [CHgl 27 - PWN20OWN Automotive 2026

« 2A]:2026.01.21~2026.01.23 (2026'4 7| & 3HMW = o= CH2])

- EPl:HiEEt/ XHEE ARHQIHE(IVI) / F7|Xt ST II(EV Charger) / XS X 2 S XX

- S0|ME EHESEt ER EY SE E AN = +HIEE ANEFE EE

Tesla i Vi

Master of Pwn
Vehicle (VEH) Points
CAN Eo sl $200,000 20 Vehicle Included
Sony XAV-9500ES $20,000 (USD)
Chassis (CH) :
Any Tesla ECU CAN Control $300,000 30 Vehicle Included Alpine iLX-F511 $20,000 (USD)
Party CAN Kenwood DNR10O7XR $20,000 (USD)
Eoritred $400,000 40 Vehicle Included
EV Charger
Diagnostic/ Vehicle Included Teicas — Master of Pwn
Infotainment $200,000 20 arge ash Frize Points
Ethernet Autopilot Root
Persistence Add-on .
ChargePoint Home Flex (Model CPHS50-K) $40,000 4
Autopilot Full Remote $400,000 40 Vehicle Included Phoenix Contact CHARX SEC-3150 $40.000 4
Full Rs(rr:\ote Vehicle Included Ford Connected Charge Station $40,000 4
wi
: 500,000 50 )
Unconfined 3 Autopilot Root Grizz)-E Smart Level 2 $40.000 4
Root Persistence Add-on nzzE Smart Leve >




02. CH=Zl 274 - PWN2OWN Berlin 2026

«  ©A|:2026.05.07~2026.05.09 (20254 FE H| Sl OffensiveCon ZAL{Z A0 A 7HZ])
- Epl: @ EEtRX /A ZEH0|= / M / AE|0[L] / Al S Ciret 20f

. EO| AFgF: Al 22 F1E| D] =X

Vector Cash Prize Target Cash Prize | Mas:’". il
; oints
Renderer Only $75.000 Adobe Reader $50,000 5
Windows Kernel
Google Chrome . b $125,000 Microsoft 365 Apps
Escalation of Privilege (Word/Excel/PowerPoint/Outlook) $150,000 B
Sandbox Escape $175.,000
- Master of Pwn
Renderer Only $75.000 Target Cash Prize Points
Windows Kernel :
Microsoft Edge (Chromium) Eoalation of Privileos $125,000 Anthropic Claude Code $40,000 4
Sandbox Escape $175,000 OpenAl Codex $40.000 4
Renderer Only $75.000 Cursor $30,000 3
Windows Kernel , , A
Apple Safari Escalation of Privilege Maa00 : Master of Pwn
Cash Prize .
Sandbox Escape $175,000 __Points
Renderer Only $50,000 KVM $50.000 5
Mozilla Firefox Sandbox Escape or VMware ESXi $150,000 15
Windows Kernel $100,000
Escalation of Privilege Microsoft Hyper-V Client $250,000 25




02. CHZl 274 - PWN2OWN Ireland 2025

aQNAP

Pwn20wn

treland 2025

2026z Y& O|S7H

Ef2U : WhatsApp / Samsung Galaxy / Apple iPhone / &

£0[AFe : WhatsApp &3 $1,000,000 2 (2F o2t 159)

Master of
Pwn Points
Remote $50.000 (USD) 5
Samsung Galaxy S25
UsB $25.000 (USD) 25
Remote $300.000 (USD) 30
Google Pixel 9
USB $75,000 (USD) 75
‘ Remote $300,000 (USD) 30 ‘
Apple iPhone 16
UsB $75.000 (USD) 75
Master of Pwn
Target } Cash Prize Points
HP DeskJet 2855e $20,000 (USD) 2
Lexmark CX532adwe $20,000 (USD)
Canon imageCLASS
MF&54Cd $20,000 (USD) 2
Brother MFC-J1010DW $20,000 (USD) 2

Options

0-Click
Remote Code Execution

SPINE::

Cash Prize

$1.000,000 (USD)

Master of Pwn

ZIE{ /NAS S

Points

WhatsApp

Remote One-Click Access to

Zero-Click Impersonation of

1-Click
Remote Code Execution

Remote 0-Click Account
Take-over

Remote 0-Click Access to
Microphone or Video Feed

Remote 0-Click Access to
User Sensitive Data

User Sensitive Data

Other Users in Chats

$500,000 (USD)

$150,000 (USD)

$130.000 (USD)

$130.000 (USD)

$130.000 (USD)

$50.000 (USD)

Points

Synology DiskStation DS925+ $40,000 (USD)
Synology BeeStation
Plus $40,000 (USD)
Synology ActiveProtect
QNAP TS-453E $40,000 (USD)
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« HI|X ST 37

+ CHARXSEC-3150

Kenwood ¢ «  Ford Connected Charge Station

e Grizzle-E Smart Level 2




B Mechanical Specification
(Unit:mm[inch], Tolerance:10.5[+0.02])
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M 23 M2 (EV Charger)

Hot Leg L1 (Phase A)

1 | . O 240V STt 2L 220V THA SHAO| X{0| 2 QI8 2H| LA
**1ZOVAcﬂU 240 VAC A&U
owmse) || ¢ " | = Split phase ZH| £} 12 : 1002H2 7heF 3t Y 25|
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Hot Leg L2 (Phase B)

- Ford= & H[&HE dHgoA ZH| 1F
»  GRIZZL-E= ol 21t Wi-Fi ZHO| of ! et 2

- XZEXHo= Charx0ll &% 9 Alpine(IVI) =704
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Update error:
Could not write the updated data.

XJA-121K-00 7
J7J-0957-00 1 K 0 0
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'.S —a'. /mnt/USb* && Sleep 1000; ZX : https://www.zerodayinitiative.com/blog/2026/1/6/breaking-down-

the-attack-surface-of-the-kenwood-dnr1007xr-part-one
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04. CHel &7t -tz S5

« EIISE 012026 18 15¢ L2 5A|(LE HEA)

- SE Hx}: ZDI(pwn2own@trendmicro.com) 2 M L& S S QL ! &R S& LA 4

o ROYARE: H[F F[H 2ot 2t32 7|= sifofget. (ol Wi-Fi 2 / Bluetooth H0{2 &)

ro

M=otx| g5X|2H A|HS}H |

« APH ol ALl : banned cve listOll S SFX| Q= F2FH QUK = 22l

Here is a general overview on what to expect in the coming week and leading into the contest:

« Now until registration close: Prepare target devices and field entry requests.

« Thursday, January 15th: Registration Closes (5PM Japan Standard Time)

« We will review all cases reach out should we have any questions about your entry.
« We will compile all the entries and prepare them for the Random Drawing.

« The last chance to withdraw your entries without penallty is Currently Estimated to be Tuesday (January 20th) at

8:00 AM Local Time.

« The drawing is tentatively scheduled to occur on Tuesday, January 20th, at 2:00-4:00PM -~ More Details to be

provided.

« We will then use the drawing results to develop the schedule. After a quick QA, we will post the detailed schedule

around 6:00 PM to the ZDI Blog.

« Both contestants and vendors will receive an email outlining the process for where and when to be for each entry.

If you have any questions, don't hesitate to reach out! Best of luck at the contest!

Thanks,
The ZDI

— O thezdi P20_Automotive2026

<> code () Issues I Pullrequests () Actions [ Projects © Security |~ Insights

[ ¥ main ~ banned_cve_list.txt (Z

. ZDI Adc st fo n Automotiv

Blame [} &8 Raw (O &

Sony
Tokyo 2024 XAV-AX5500 (4)
CVE-2024-23922 - Insufficient Firmware Update Validation Remote Code Execution
CVE-2024-23934 — WMV/ASF Parsing Stack-based Buffer Overflow Remote Code Execution
CVE-2024-23972 — USB Configuration Descriptor Buffer Overflow Remote Code Execution
CVE-2024-23933 — CarPlay TLV Stack-based Buffer Overflow Remote Code Execution

Tokyo 2025 XAV-AX8500 (6)
CVE-2025-5475 — Bluetooth Packet Handling Integer Overflow Remote Code Execution
CVE-2025-5478 — Bluetooth SDP Protocol Integer Overflow Remote Code Execution
CVE-2025-5477 — Bluetooth L2CAP Protocol Heap-based Buffer Overflow Remote Code Execution
CVE-2025-5479 — Bluetooth AVCTP Protocol Heap-based Buffer Overflow Remote Code Execution
CVE-2025-5476 — Bluetooth Improper Isolation Authentication Bypass
CVE-2025-5820 — Bluetooth ERTM Channel Authentication Bypass


mailto:pwn2own@trendmicro.com
https://github.com/thezdi/P2O_Automotive2026/blob/main/banned_cve_list.txt
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We appreciate your patience during this time, and we ask that you please be available to answer any inquiries we
may have about your registration. The schedule will be jam packed as we were flooded with over_thirty-two (32)
entries across Alpine and Kenwood alone — which is about the same amount of entries, if not more than we get for
the entire Berlin(formerly known as Vancouver) contest!

- HHllof 0l5 : KenwoodQ| 22 ZH| 0L EX| 2l HAO HHO| ZRE=H, Che] Z0] 74X 1 Ql= &H[o| HE 2
1.9.0003.10000|4 11, 22[2] 7 &H|=1.7.0003.10000| 2 |4 HY 0= SIHE|X]| LUAS

- ZNHOZ dF AZF S HAN® TR

fujo

2 AE AZHO| HER FO{ R (HH2 LOLM) 7 2 2

i
Mo

Kenwood Firmware

For Kenwood, we will allow you to make an attempt to get a firmware readout during your setup window. As
mentioned in our recent Kenwood blog, SSH is exposed and there is potentially a way to get a readout. We won't
do your homework for you, but this is probably the best we can offer as we are already short on devices to begin
with and cannot offer a "communal” device and we must stay within the contest framework.
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6:30 p.m. FPT NightWolf Kenwood DNR1007XR In-Vehicle Infotainment

(IVI) Systems

Team K Alpine iLX-F511 In-Vehicle Infotainment
(IVI) Systems

78 ResearchlLab Phoenix Contact CHARX SEC-3150 Level 2 Electric (EV)
Chargers

Jonathan Conrad | Grizzl-E Smart 40A Level 2 Electric (EV)
Chargers
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Phoenix Contact CHARY |

Category: Electric Vehig|
Award: $40,000
Master of Pwn: 4 points

e Charger

Attack surfaces: Mobile apps, Wi-Fi,

Bluetooth Low Energy (BLE) connections,

and the OCPP protocol

7| =MCHZ 221 Kt of] S A|H
A X7] ZH| M[&5t= A[7H0] ZE23] F=0{F
(Wi-fi 32 / Bluetooth HIO{&! &)
Z+ Eleh 1024 32| 7|27t =01 Z
Kenwood / alpineQ| A &2 &IIX == 2ls

H| QI AE|O|X| 7t OFl B 22| &0 A T
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= Alpine : Out-of-Bounds Read + Stack Buffer Overflow (Unique)
= Kenwood : Default Credential + Command injection (Collision)

= Charx: DoS+ Command injection & I 47l #|2l (Unique + Collision)
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https://maps.app.goo.gl/FngA3R4ihtWNxqiH9
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Typhoonpwn 2026

GOOGLE CHROME FRITZ!BOX GOOGLE CHROME

- [§EH : Typhoonpwn 2026
« FX|A}: SSD Secure disclosure
o 2A|:2026.05.24~29

. SIX|THRIZ ME TS

PWN2OWN 2026 Berlin
Master of Pwn « CHS|™ : PWN20OWN 2026 Berlin

Cash Prize :
Points
Ollama $40,000 4 o ZX|A}L: ZDI
RS ny : . 2A]:2026.05.14~2026.05.16
LM Studio $40,000 4

- SIX|:HEE
Llama.cpp $40,000 4






