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AlLt2|© #8: Shs Fo|at
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-

. ChatGPT Plugin Vulnerabilities - Chat with Code: Embrace the Red

2. ChatGPT Cross Plugin Request Forgery and Prompt Injection: Embrace the Red

. Not what you’ve signed up for: Compromising Real-World LLM-Integrated Applications with
Indirect Prompt Injection: Arxiv

. Defending ChatGPT against Jailbreak Attack via Self-Reminder: Research Square

. Prompt Injection attack against LLM-integrated Applications: Cornell University

.Inject My PDF: Prompt Injection for your Resume: Kai Greshake

. Threat Modeling LLM Applications: Al Village

. Reducing The Impact of Prompt Injection Attacks Through Design: Kudelski Security

. Adversarial Machine Learning: A Taxonomy and Terminology of Attacks and Mitigations
(nist.gov)

w

O© 00 N oo 0 b

10.2407.07403 A Survey of Attacks on Large Vision-Language Models: Resources, Advances,
and Future Trends (arxiv.org)

11. Exploiting Programmatic Behavior of LLMs: Dual-Use Through Standard Security Attacks

12. Universal and Transferable Adversarial Attacks on Aligned Language Models (arxiv.org)

13. From ChatGPT to ThreatGPT: Impact of Generative Al in Cybersecurity and Privacy
(arxiv.org)

Qlmat pEu 2P E SN HE, AlLt2| 2 HEt

b )

HEE 2E Mo A V|EL 2 A= O] MM S

* AML.T0051.000 - LLM Prompt Injection: Direct: MITRE ATLAS
+ AML.T0051.001 - LLM Prompt Injection: Indirect: MITRE ATLAS
« AML.T0054 - LLM Jailbreak Injection: Direct: MITRE ATLAS
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+ AML.T0024.000 - Infer Training Data Membership: MITRE ATLAS
* AML.T0024.001 - Invert ML Model: MITRE ATLAS
* AML.T0024.002 - Extract ML Model: MITRE ATLAS
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2. Large Language Models On-Device with MediaPipe and TensorFlow Lite
3. Hijacking Safetensors Conversion on Hugging Face
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5. Using LoRA Adapters with vLLM
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https://arxiv.org/abs/2006.08131
https://blog.mithrilsecurity.io/poisongpt-how-we-hid-a-lobotomized-llm-on-hugging-face-to-spread-fake-news
https://developers.googleblog.com/en/large-language-models-on-device-with-mediapipe-and-tensorflow-lite/
https://hiddenlayer.com/research/silent-sabotage/
https://atlas.mitre.org/techniques/AML.T0010
https://docs.vllm.ai/en/latest/models/lora.html
https://arxiv.org/pdf/2311.05553
https://huggingface.co/blog/peft_merging
https://gist.github.com/rossja/d84a93e5c6b8dd2d4a538aa010b29163
https://www.csoonline.com/article/2075540/thousands-of-servers-hacked-due-to-insecurely-deployed-ray-ai-framework.html
https://blog.trailofbits.com/2024/01/16/leftoverlocals-listening-to-llm-responses-through-leaked-gpu-local-memory/
https://atlas.mitre.org/techniques/AML.T0010
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. How data poisoning attacks corrupt machine learning models: CSO Online

2. MITRE ATLAS (framework) Tay Poisoning: MITRE ATLAS

w

. PoisonGPT: How we hid a lobotomized LLM on Hugging Face to spread fake news: Mithril

Security

4. Poisoning Language Models During Instruction: Arxiv White Paper 2305.00944
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11.

. Poisoning Web-Scale Training Datasets - Nicholas Carlini | Stanford MLSys #75: Stanford

MLSys Seminars YouTube Video

. ML Model Repositories: The Next Big Supply Chain Attack Target: OffSecML

. Data Scientists Targeted by Malicious Hugging Face ML Models with Silent Backdoor: JFrog
. Backdoor Attacks on Language Models: Towards Data Science

.Never a dill moment: Exploiting machine learning pickle files: TrailofBits

.arXiv:2401.05566 Sleeper Agents: Training Deceptive LLMs that Persist Through Safety

Training: Anthropic (arXiv)
Backdoor Attacks on Al Models: Cobalt
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+ AML.T0018 | Backdoor ML Model: MITRE ATLAS
* NIST Al Risk Management Framework: Strategies for ensuring Al integrity. NIST
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https://www.csoonline.com/article/3613932/how-data-poisoning-attacks-corrupt-machine-learning-models.html
https://atlas.mitre.org/studies/AML.CS0009/
https://blog.mithrilsecurity.io/poisongpt-how-we-hid-a-lobotomized-llm-on-hugging-face-to-spread-fake-news/
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1. Proof Pudding (CVE-2019-20634): AVID (* moohax" & “monoxgas ")

2. Arbitrary Code Execution: Snyk Security Blog

3. ChatGPT Plugin Exploit Explained: From Prompt Injection to Accessing Private Data:
Embrace The Red

4. New prompt injection attack on ChatGPT web version. Markdown images can steal your
chat data.: System Weakness

5.Don’t blindly trust LLM responses. Threats to chatbots: Embrace The Red

6. Threat Modeling LLM Applications: Al Village

7.OWASP ASVS - 5 Validation, Sanitization and Encoding: OWASP AASVS

8. Al hallucinates software packages and devs download them - even if potentially poisoned
with malware: Theregiste
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1. Slack Al data exfil from private channels: PromptArmor

2. Rogue Agents: Stop Al From Misusing Your APIs: Twilio

3. Embrace the Red: Confused Deputy Problem: Embrace The Red

4. NeMo-Guardrails: Interface guidelines: NVIDIA Github

6. Simon Willison: Dual LLM Pattern: Simon Willison

7. Sandboxing Agentic Al Workflows with WebAssembly: NVIDIA, Joe Lucas
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1. SYSTEM PROMPT LEAK: Pliny the prompter

2. Prompt Leak: Prompt Security

3. chatgpt_system_prompt: LouisShark

4. leaked-system-prompts: Jujumilk3

5. OpenAl Advanced Voice Mode System Prompt: Green_Terminals
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+ AML.T0051.000 - LLM Prompt Injection: Direct (Meta Prompt Extraction): MITRE ATLAS
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1. Augmenting a Large Language Model with Retrieval-Augmented Generation and Fine-tuning

2. Astute RAG: Overcoming Imperfect Retrieval Augmentation and Knowledge Conflicts for
Large Language Models

3. Information Leakage in Embedding Models

4. Sentence Embedding Leaks More Information than You Expect: Generative Embedding
Inversion Attack to Recover the Whole Sentence

5. New ConfusedPilot Attack Targets Al Systems with Data Poisoning

6. Confused Deputy Risks in RAG-based LLMs

7. How RAG Poisoning Made Llama3 Racist!

8. What is the RAG Triad?
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1. Proof Pudding (CVE-2019-20634): AVID (" moohax" & “monoxgas ")

2. arXiv:2403.06634 Stealing Part of a Production Language Model: arXiv

3. Runaway LLaMA | How Meta's LLaMA NLP model leaked: Deep Learning Blog

4.You wouldn't download an Al, Extracting Al models from mobile apps: Substack blog

5. A Comprehensive Defense Framework Against Model Extraction Attacks: IEEE

6. Alpaca: A Strong, Replicable Instruction-Following Model: Stanford Center on Research for

Foundation Models (CRFM)

7. How Watermarking Can Help Mitigate The Potential Risks Of LLMs?: KD Nuggets

8. Securing Al Model Weights Preventing Theft and Misuse of Frontier Models

9. Sponge Examples: Energy-Latency Attacks on Neural Networks: Arxiv White Paper: arXiv
10. Sourcegraph Security Incident on API Limits Manipulation and DoS Attack: Sourcegraph
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* MITRE CWE-400: Uncontrolled Resource Consumption: MITRE Common Weakness
Enumeration

+ AML.TAO00O ML Model Access: Mitre ATLAS & AML.T0024 Exfiltration via ML Inference API:
MITRE ATLAS

+ AML.T0029 - Denial of ML Service: MITRE ATLAS

+ AML.T0034 - Cost Harvesting: MITRE ATLAS

+ AML.T0025 - Exfiltration via Cyber Means: MITRE ATLAS

* OWASP Machine Learning Security Top Ten - ML05:2023 Model Theft: OWASP ML Top 10

+ AP14:2023 - Unrestricted Resource Consumption: OWASP Web Application Top 10

+ OWASP Resource Management: OWASP Secure Coding Practices
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