OWASP TOP 10
NON-HUMAN
~~IDENTITY




NICE TO MEET YOU
1= &
Y - C&:I

Cremit CEO / Founder
ex-Sendbird
11+ Cybersecurity Experience

DevSecOps, AuthZ, AuthN, NHI



NON HUMAN IDENTITY?

APl APPLICATION SERVICE WORKLOAD

(0 & B &




THE STATE OF NHI SECURITY

Experienced security incidents related to NHI
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OWASP Non-Human Identities Top 10

[ Main H Join H Contributors 1

We're thrilled to introduce the OWASP Non-Human Identities Top 10 for 2025!

This comprehensive list highlights the most critical challenges in integrating Non-Human Identities (NH!~) int~ tha dnvalanmant

lifecycle, ranked based on exploitability, prevalence, detectability, and impact. Non_Human Identities Top 10

What is Non-Human Identities top 10? Information

The Non-human identity (NHI) top 10 is a comprehensive list of the most pressing security risks and v
human identities present to organizations.
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OWASP NHI TOP 10

Translate the introduction and NHI1 threat into Korean #18

FSMErget® TalAstrix merged 2 commits into OWASP:main from ben-cremit:main ((Jon Feb 6

L) Conversation 5 -0- Commits 2 F) Checks o Files changed 2

Q ben-cremit commented on Feb 2

Start the Korean translation.

Hello. Dear OWASP contributors
My name is Ben and | founded and run an NHI security company in South Korea.
I'm glad to be able to contribute to OWASP, which | learnt a lot about as a student!
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NHI1: IMPROPER OFFBOARDING

ATTACK SCENARIOS




NHI1: IMPROPER OFFBOARDING

THREAT NEWS

Singapore

Fired employee accessed company’s computer
'test system' and deleted servers, causing it to

lose $S$918,000

The 39-year-old man, who was "confused and upset" after being fired, deleted 180 virtual
servers from NCS' computer system.






NHI2: SECRET LEAKAGE
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NHI2: SECRET LEAKAGE

VERGEL FRONTEND LEAKAGE STATE RESEARCHED BY CREMIT
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PLAYER 03 — PLAYER NAME HERE

THREAT 38TB of data accidentally exposed by

Microsoft Al researchers

Wiz Research found a data exposure incident on Microsoft’s Al GitHub repository, including over 30,000 internal Microsoft Teams

messages — all caused by one misconfigured SAS token

Hillai Ben-Sasson, Ronny Greenberg R v— ® @ @
September 18, 2023
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NHI3: VULNERABLE 3-PARTY NHI
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NHI3: VULNERABLE 3-PARTY NHI
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Provider

Terraform Cloud

GitLab

IBM Turbonomic
SaaS

Shisho.dev
Scalr

GitHub Audit Log
Streaming

Documentation

Terraform Docs

Issuer/OIDC Provider URL

https://app.terraform.io

GitLab Docs
ID Token Auth

IBM Docs
IBM Docs

Support Page

Shisho Docs

Scalr Docs

GitHub Docs

https://gitlab.com

https://rh-oidc.s3.us-east-

1.amazonaws.com/22ejnvnnturfmt6km08iddOnt4hekbn7

https://rh-oidc.s3.us-east-

1.amazonaws.com/23e3sd27sjulhoou6ohfs68vbno607tr

https://rh-oidc.s3.us-east-

1.amazonaws.com/23ne21h005qjl3n33d8dui5dirmv2tmg

https://rh-oidc.s3.us-east-

1.amazonaws.com/24jrf12m5dj7ljifb4ta2frhrcoadm26

https://oidc.op1.openshiftapps.com/2f785s0jlpb85i7402pk3gogugim5nfb

https://oidc.op1.openshiftapps.com/2c51blsaga9gkjt0o9rt11mle8mmropu

https://tokens.cloud.shisho.dev

https://scalr.io

https://oidc-configuration.audit-log.githubusercontent.com

Policy Stater

EnforceTrustedOIL

EnforceTrustedOIL

EnforceTrustedOILC
EnforceTrustedOILC
EnforceTrustedOILC
EnforceTrustedOILC
EnforceTrustedOILC
EnforceTrustedOILC

EnforceTrustedOIL

EnforceTrustedOIL

EnforceTrustedOIC



NHI4: INSECURE AUTHENTICAITON

Terraform Cloud IAM Role with OIDC

4. Terraform Cloud trust policy for Terraform
assumes the role and

executes the script Q
—_— - —m——

1. Login to

S 3. Script is uploaded

to Organization’s Terraform account

2. Run terraform
script

1.

AWS IAM Role with OIDCE=
A Al A= A A S
Terraform Cloud®l 4]
Assumed}=4 & &

2.

FAAE UE HYUEY
Terraform CloudE W& 17,
A HAEZ 335 #}9]
Account 35 Assume

3.
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NHI5: OVER-PRIVILEGED NHI
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NHI5: OVER-PRIVILEGED NHI O
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Circle | env

CIRCLECINEWS | JAN12,2023 | 13 MIN READ \. - - .—.@ - -
CircleCl incident report for

January 4, 2023 security incident Q

B o

O circleci > Cﬁ)
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NHI6: INSECURE CLOUD DEPLOYMENT CONFIGURATION
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Select trusted entity .«

Trusted entity type

(O AWS service

Allow AWS services like EC2, Lambda, or others to perform
actions in this account.

(O AWS account

Allow entities in other AWS accounts belonging to you or a
3rd party to perform actions in this account.

© Web identity
Allows users federated by the specified external web identity
provider to assume this role to perform actions in this
account.

(O SAML 2.0 federation

Allow users federated with SAML 2.0 from a corporate
directory to perform actions in this account.

(O Custom trust policy
Create a custom trust policy to enable others to perform
actions in this account.

Web identity

Allows users federated by the specified external web identity provider to assume this role to perform actions in this account.

Identity provider

| gitlab.com

v H C || Create new [4

Audience

| https://gitlab.com

Condition - (optional)

| Add condition




NHI6: INSECURE CLOUD DEPLOYMENT CONFIGURATION

name: Deploy to AWS

on:
_ push:
CI/CD =1 )61’ Q'—?_]_ branches:
- main
Secrets W o] < 715 g _
O 2 o] HABIAFE 1= jobs:
T"X:lA d ‘l- © o 7]_ © deploy:
runs-on: ubuntu-latest
steps:

- name: Checkout code
uses: actions/checkout@v2

- name: Configure AWS credentials
uses: aws-aci##®ns/configure-aws-creden
with:

- name: Deploy to S3 —
run: aws s3 sync ./build s3://my-bucket
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NHI7: LONG-LIVED SECRETS
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NHI7: LONG-LIVED SECRETS

rapbit data breach: all r1
responses ever given can be
downloaded

I‘t

S



NHI7: LONG-LIVED SECRETS rabbit's response

we have internal confirmation that the rabbit team is aware of this
leaking of api keys and have chosen to ignore it. the api keys continue to

be valid as of writing,

Y liElevenLabs ((

TWILIO

2 SendGrid
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NHI8-9: ENVIRONMENTS ISOLATION, NHI RE-USE
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NHI8-9: ENVIRONMENTS ISOLATION, NHI RE-USE

AWS accounts (5)

Q, Filter accounts by name, ID

@ Cremit APN

cremit-develop

cremit-prod

cremit-staging

Operation
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NHI10: HUMAN USE OF NHI
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(O Local code

You plan to use this access key to enable application code in a local development environment to
access your AWS account.

(O Application running on an AWS compute service
You plan to use this access key to enable application code running on an AWS compute service
like Amazon EC2, Amazon ECS, or AWS Lambda to access your AWS account.

(O Third-party service
You plan to use this access key to enable access for a third-party application or service that
monitors or manages your AWS resources.

© Application running outside AWS
You plan to use this access key to authenticate workloads running in your data center or other
infrastructure outside of AWS that needs to access your AWS resources.

Other

Your use case is not listed here.

/A Alternative recommended

Use IAM Roles Anywhere to generate temporary security credentials for non AWS workloads accessing AWS services. Learn more
about providing access for non AWS workloads. [2




NHI10: HUMAN USE OF NHI

Identity Provider

AWS Cloud

Bob

8 Federation @
Ali
&4 Identity 0 AWS Single Sign-On
Provider
SAML / SCIM
v
B [
X

Federated Permissions
Role

AWS Systems Manager
Session Manager

.
",

",

C B
LA BARI Ty
Instance Instance
LiLlLll ‘ Lilll
lllll- -lllll-
Instance Instance




NHI VULNERABILITY

( Initial Access >

Get NHI credential
from Github, Slack,
and collaboration

tools

ID/Password=S

( Credential Access )

With the obtained
key, the hacker can
access additional
resources, obtain
additional NHI
credential

( Lateral Movement >

Stealing sensitive
information after
accessing a
database

Disclosure to the
dark web, damage
to brand image,
leakage of key
technology



CREMIT
NHI SECURITY BENGCRVEITIO
HI@CREMIT.IO



THANKS FOR
LISTENSTING!,




STICKER SHEET



