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The 5 Worst Examples of loT Hacking and
W Vulnerabilities in Recorded History

ADVERTISE

loT hacking can be extremely effective, producing DDoS attacks that can cripple
our infrastructure, systems, and way of life.
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Terry Dunlap - June 20, 2020

FEATURES

10 loT Security Incidents That
Make You Feel Less Secure

By CISOMAG - January 10, 2020



Stolen
credentials

In 96% of Rapid7’s findings, a stolen
credential was the cause of an
incident. The top four industries

affected by stolen credentials were:



Credentials = ID + PW (Authentication Method)
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Authentication Vs. Certificate

AutoPassword” l) support@DualAuth.com



In-Band Authentication

VS

Out-out band Authentication
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MODERN AUTHENTICATION
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Figure 1.3 — New authentication with [b-ITU-T X.1278]
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Authentication Assurance Level



Table 5-2 Authenticator Assurance Levels

Authenticator Assurance Level

AAL1: AAL1 provides some assurance that the claimant controls an authenticator registered to the subscriber.
AAL1 requires single-factor authentication using a wide range of available authentication technologies.
Successful authentication requires that the claimant prove possession and control of the authenticator(s) through
a secure authentication protocol.

AAL2: AAL2 provides high confidence that the claimant controls authenticator(s) registered to the subscriber.
Proof of possession and control of two different authentication factors is required through a secure
authentication protocol. Approved cryptographic techniques are required at AAL2 and above.

AALS: AAL3 provides very high confidence that the claimant controls authenticator(s) registered to the
subscriber. Authentication at AALS is based on proof of possession of a key through a cryptographic protocol.
AAL3 is like AAL2 but also requires a “hard” cryptographic authenticator that provides verifier impersonation
resistance.

https://pages.nist.gov/800-63-3/
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Online to Offline



Online loT Service
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Figure 6 — Example of server verification information presentation
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DID Specification Registries

The interoperability registry for Decentralized Identifiers

W3C Working Group Note 02 November 2021
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This version:
https://www.w3.0org/TR/2021/NOTE-did-spec-registries-20211102/

Latest published version:
https://www.w3.org/TR/did-spec-registries/

Latest editor's draft:
https://w3c.github.io/did-spec-registries/

History:
Publication history

Commit history

Previous version:
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Out of Band Authentication with AAL3
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Remote authentication
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One or Multiple of These Interaction Distances

Connected -
Online Disconnected
Offline

Attended

Figure 4. Possibilities/Variables that Verifiers Consider that Create Interaction Modes
(Lighter blue are Day Two interactions)
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