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Steve Wilson
LLM OiE2|H|0| M2 2/t OWASP Top 10 Z2HE 2|
LinkedIn: https://www.linkedin.com/in/wilsonsd/

Ads Dawson
LLM OfEZE|AH[0| M2 2Tt OWASP Top 10 7|& 2| & ™ o= 2|
LinkedIn: https://www.linkedin.com/in/adamdawson0/

313301 HolEl

"1°"IH(Youngjae Jeon)
LLM OHE2|AH0| M2 2/t OWASP Top 10 t=0{ H 2|
LinkedIn: https://www.linkedin.com/in/whitehat-kr/

MX|H(Jiyeon Sung)
LLM OfZ2|#H|0| 42 2|$H OWASP Top 10 $t=20{ tHH E0f X}
LinkedIn: https://www.linkedin.com/in/ji-yeon-sung-8a3326b9/
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&% M(Hyunseok Song)
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1. ChatGPT Plugin Vulnerabilities - Chat with Code: Embrace the Red
. ChatGPT Cross Plugin Request Forgery and Prompt Injection: Embrace the
Red
3. Not what you’ve signed up for: Compromising_Real-World LLM-Integrated
Applications with Indirect Prompt Injection: Arxiv
4. Defending_ChatGPT against Jailbreak Attack via Self-Reminder: Research
Square
5. Prompt Injection attack against LLM-integrated Applications: Cornell
University
6. Inject My PDF: Prompt Injection for your Resume: Kai Greshake
7. Threat Modeling LLM Applications: Al Village
8. Reducing The Impact of Prompt Injection Attacks Through Design: Kudelski
Security
9. Adversarial Machine Learning: A Taxonomy and Terminology of Attacks and
Mitigations (nist.gov)
10.2407.07403 A Survey of Attacks on Large Vision-Language Models:
Resources, Advances, and Future Trends (arxiv.org)
11. Exploiting_Programmatic Behavior of LLMs: Dual-Use Through Standard
Security Attacks
12. Universal and Transferable Adversarial Attacks on Aligned Language Models
(arxiv.org),
13. From ChatGPT to ThreatGPT: Impact of Generative Al in Cybersecurity and
Privacy (arxiv.org)

N

SEHQ HE, ALt T2, MEE &F Mo 8 7|Et 2 A= O

)

e AML.T0051.000 - LLM Prompt Injection: Direct: MITRE ATLAS
e AML.T0051.001 - LLM Prompt Injection: Indirect: MITRE ATLAS
e AML.T0054 - LLM Jailbreak Injection: Direct: MITRE ATLAS
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https://embracethered.com/blog/posts/2023/chatgpt-plugin-vulns-chat-with-code/
https://embracethered.com/blog/posts/2023/chatgpt-cross-plugin-request-forgery-and-prompt-injection./
https://arxiv.org/pdf/2302.12173.pdf
https://arxiv.org/pdf/2302.12173.pdf
https://www.researchsquare.com/article/rs-2873090/v1
https://arxiv.org/abs/2306.05499
https://kai-greshake.de/posts/inject-my-pdf
https://aivillage.org/large%20language%20models/threat-modeling-llm/
https://research.kudelskisecurity.com/2023/05/25/reducing-the-impact-of-prompt-injection-attacks-through-design/
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-2e2023.pdf
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-2e2023.pdf
https://arxiv.org/abs/2407.07403
https://arxiv.org/abs/2407.07403
https://ieeexplore.ieee.org/document/10579515
https://ieeexplore.ieee.org/document/10579515
https://arxiv.org/abs/2307.15043
https://arxiv.org/abs/2307.15043
https://arxiv.org/abs/2307.00691
https://arxiv.org/abs/2307.00691
https://atlas.mitre.org/techniques/AML.T0051.000
https://atlas.mitre.org/techniques/AML.T0051.001
https://atlas.mitre.org/techniques/AML.T0054
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https://owasp.org/API-Security/editions/2023/en/0xa8-security-misconfiguration/
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1. Lessons learned from ChatGPT’s Samsung leak: Cybernews

2. Al data leak crisis: New tool prevents company secrets from being fed to
ChatGPT: Fox Business

3. ChatGPT Spit Out Sensitive Data When Told to Repeat ‘Poem’ Forever:
Wired

4. Using Differential Privacy to Build Secure Models: Neptune Blog

5. Proof Pudding (CVE-2019-20634): AVID (moohax & monoxgas)
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olmal LXI} RHE ZEHO ME A|LI2|Q M2, MLE| 3tA Hof 8l 7|E} B A= Of
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1. How data poisoning attacks corrupt machine learning models: CSO Online
. MITRE ATLAS (framework) Tay Poisoning: MITRE ATLAS
. PoisonGPT: How we hid a lobotomized LLM on Hugging Face to spread fake
news: Mithril Security
4. Poisoning_ Language Models During_ Instruction: Arxiv White Paper
2305.00944
5. Poisoning Web-Scale Training Datasets - Nicholas Carlini | Stanford MLSys
#75: Stanford MLSys Seminars YouTube Video
6. ML Model Repositories: The Next Big Supply Chain Attack Target: OffSecML
7. Data Scientists Targeted by Malicious Hugging Face ML Models with Silent
Backdoor: JFrog
8. Backdoor Attacks on Language Models: Towards Data Science
9. Never a dill moment: Exploiting machine learning pickle files: TrailofBits
10. arXiv:2401.05566 Sleeper Agents: Training Deceptive LLMs that Persist
Through Safety Training: Anthropic (arXiv)
11. Backdoor Attacks on Al Models: Cobalt
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https://www.csoonline.com/article/3613932/how-data-poisoning-attacks-corrupt-machine-learning-models.html
https://atlas.mitre.org/studies/AML.CS0009/
https://blog.mithrilsecurity.io/poisongpt-how-we-hid-a-lobotomized-llm-on-hugging-face-to-spread-fake-news/
https://blog.mithrilsecurity.io/poisongpt-how-we-hid-a-lobotomized-llm-on-hugging-face-to-spread-fake-news/
https://arxiv.org/abs/2305.00944
https://www.youtube.com/watch?v=h9jf1ikcGyk
https://www.youtube.com/watch?v=h9jf1ikcGyk
https://www.darkreading.com/cloud-security/ml-model-repositories-next-big-supply-chain-attack-target
https://jfrog.com/blog/data-scientists-targeted-by-malicious-hugging-face-ml-models-with-silent-backdoor/
https://jfrog.com/blog/data-scientists-targeted-by-malicious-hugging-face-ml-models-with-silent-backdoor/
https://towardsdatascience.com/backdoor-attacks-on-language-models-can-we-trust-our-models-weights-73108f9dcb1f
https://blog.trailofbits.com/2021/03/15/never-a-dill-moment-exploiting-machine-learning-pickle-files/
https://www.anthropic.com/news/sleeper-agents-training-deceptive-llms-that-persist-through-safety-training
https://www.anthropic.com/news/sleeper-agents-training-deceptive-llms-that-persist-through-safety-training
https://www.cobalt.io/blog/backdoor-attacks-on-ai-models
https://atlas.mitre.org/techniques/AML.T0018
https://www.nist.gov/itl/ai-risk-management-framework

LLMO5: 2025 S XAt == X2

X
od

i}a]
uz
o
Il

H XMels tin2 0 ZHo| Hdst EHS LHE 718 2249 A2 HESHY|
FAE, Xl 8 M7t o| R XX = AS EES| XFELCh LLMO| Mgt
EZE o'E4O1I ofsl MO{E == A7 WZofl, ol2{et SE2 O|EXI0A =7t 7| S0
2l 22 MBSt Auk RAFLICH BXEeH 8 XM2[= LLMOo| 4t =30|
EH EE E|7] Hoj| CtR= B, oot o2 M2 LLM 39| Hebdn HE o
PEtEE o EEele 2 1I01I AHES SHELICH BHHES =3 M| FfHS
2 HefRKMo|M XSS2t CSRFE ZHAIZ = A2H, MAE AAHI0f|AM
2

=
27 [ NS T 4+ UBLICE CHST 22 FAS0| 0 FAHY

o 2
Ofpt
Hr
rot

2
% |

r
11
d
r
[I

o

0% =5 Okl ret Mo rot
u
rr

SO0 DA 4o
n Im
|'0I-E

Er

2 1o
Py
l-J

OF
g2

4

\J o
0

mo <™ 12wy |>
> o
WL of% 0f0

o ¥ 10

02 ¥ oz
15
o rr =2
o>

T

i

o OfE2[AH0|MO| %|Z O|EXIOfA 2=E A oAl HotE LLMO| Fofstd Aot
ASO|LE YA ZE Ado| ZtssHELICE

o OfZZ|7|0|MO| 7tH TEZE QINM ZHO| F st S HXIt i o|Xte| &

Ciot EHA ™22 P2 + JSLICH

E|-A|- §I-II- o221 EHol OIE12 x-lx-l o| 24 7:-5|.x| E’JQH |:|.

Ctekst ZEIA E (0f]: HTML, JavaScript, SQL)0ll M & st &3 olF 0| BE=gLC,

LLM =50 cHst ZL|EZ 2t 20| ES2LLICE.

LLM AHE0] CHS = X[ $HO|L} O] & ZX| 7| 50| EX|SHK| &L L.

)

20 F|2FH of|Al

ot

40l B s/

o
Y

1.LLM E£30| A|AH! #0|Lt exec EE= evalll 22 FAtst
TE Mol LBt CE,

2. AHHEA SR E £= OF3CHR20| LLMO| Qs MM x[0f O|EXtof|A| BHetElL|Ct o] RE=
Hat X0l |8l A 5|0 XSS(ZZA AIO|E ASZIENO| SrAistL|Ct,

. LLMO| &5t SQL #H2|7F ME ot o7 H 43} 10| A3 =0 SQL Q1N M0| e HphL|Ct,

.LLM =3o| MAst A K2 glo] ntY AZE JMSt= O AF2E0] HrXoz =2
EFAH ;thI:I-lOl I:II'LH'é'l' A O|ﬁ|__||:|-

.LLMO| MMt ZHIXTIL MAESH o[AFA 0| Xz2| 0| O|HY HES ALEx 0]
HAHOZ I|M SHOE O|0&E 2 JASFLICE

o o

oW

8]

22 CHE O|EXtet S 2ot #lEotH | HAE H2 YAS
AL ot-2 HEE = SHO o] HES 2= fRad 7.:1)%% ’ﬁ.%ﬂl—l Ef.

genai.owasp.org

18



2.20HH0l 3 QaM ARl MAE EXESI| 28 OWASP ASVS(Application
Security Verification Standard) X| &l }HSL|C}.

3. AHHIASZELL 013020 oot |X| o= RE AHS WX|SH| 26 22 £Hs
O|2Xtoi|A| CHA] QIZEELICE. OWASP ASVSE £ olZEof| ChHst XtAst XA
HlZeh|ct,

4. LLM E0[ ALEE 2AK|of w2t ARMAE 1A =3 AAFE(0: & 2HXZE 2|e HTML
213 d, HIO|E{H|0| A F{2|E 2let SQL 0| 20| H)S FoAtL|CL.

5.LLM =30| ZgtEl 2 E E1I0|E1|=*1I0|ﬁ Erdoll chel i7HEH~2kE FHE2[LE ZEHIE 222
ALY,

6. LLMO| ‘Hdot FHIXERE|Q| XSS 34
(Content Security Policies, CSP)2 % )

7.LLM EEH0|M 28 A E LIEE & Q= HIFAX QI IEH S ZH K|S
ol DL|E{2] A|AEIS ST},

:

S ALIE| 2 G|l

AlLIE|2 #1

OHEEIA0I M2 LLM XS AESHH R 7|50 tigt SES ddeLct o] =d2 e
0| A= LLMO| HAhjA S & QU= of2] 22| 7|5k MSLCh 8t 9| LLM2 X Eet
38 fad dArglo] =g 20| A SEHS WESHH fX 22| S ?lo) & Z270)
S=ELIC

AlLI2| 2 #2

O[EXAt7t LLMLE A ZEl= EAOIE K9 =75 ALESIH 7|At0| Chet ZtESE Q%=
AEYLICE o HAIO|EO= BAIO|E E= O|EXt2| CHetofjA RiZet 2HIXE M=
LLMO| X[A[StHs ZEZE QFMO| Zete|o] AFLICE Ol LLM2 2z HIoOHE
QIS =3 fad AL ZER Qo] SAXIL MO{St= MHZ TEe 4= ASLIC

AlLt2| 2 #3

LLM2 O|EX7t M 1t RAlet 7|52 Sdlf A= H|O|E{H[0] 20 TSt SQL HE|E & =+
UEE TL|CL 0|EX7F 2= CIOIE{H|0|A HO|E2S AHSt= H2IE RFELICH LLMOIA
e E A E US| HESHK| tQ™ = H|O|E{H| 0| A E|0] S 0| ATM|EL|CE.

AlLIE| 2 #4
4 A2 LLMES AtE510] £ HX|| X{2| QI0| O|EXI HIAE TETEQ A 2EHIXE MMBL|Ct.
SAX=E Z&E TETEE HESH LLMO| ™A M2|ZX| 2 XHHIAIEE HO|Z2EE
HISHSIE £ 610 DisiAte] HEtR Mo HEHZE of XSSE fYUd £~ JASLICH TETEQ]
28 dAVL E526HH 0] 540| JHsELCt.
ALIZ|R #5
LLM2 OHA|E AmelS fist X oY %!%%J% MMSH= O MM EILICH SAX=E LLME2
ZESHe] oMY 2EIXof 9.“3 KHHIASZEE ZotA[ZILICE OfEE|A[0|M0| LLM &82
MES| MH|SHK| o™ F[efst oMY E‘-EFOI E0NM Ol E E= LKA XSS S40|
I:IEI-AH'c'SI- A OIAL_||:|.

o=2 T M- .

genai.owasp.org

19



ALIE|L #6

AT EQ0] 3|ALO A= JHEt THAS kAT £ H Atdo] YHOoRHE AEE MM o
LLMZ AF2EILIC} 0] M2 A2 FSH0|X|ot 0it MEJ QEE| 7Lt QHMBIX| 2 o 0| E
X2| gHHo| MAME|HLE SQL QIMMIt Z+e A|okmo| wHEt 9E0| QIALICH EBH Al
ExfstR| Y= ADEQ0] IHF|X|Z  kfzisto] JHURIF Hojo ZEE Z|AAES
[I2ECSEE QES & QUALICH 2ot X, PEt HAA 3 AJAB AAMS BEX| 5t H
H|otEl 7| X|of CHEt A3t T HEQL AS0| ZRELICH.

-

e ]

1. Proof Pudding (CVE-2019-20634): AVID (moohax & monoxgas)

. Arbitrary Code Execution: Snyk Security Blog
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https://avidml.org/database/avid-2023-v009/
https://security.snyk.io/vuln/SNYK-PYTHON-LANGCHAIN-5411357
https://embracethered.com/blog/posts/2023/chatgpt-cross-plugin-request-forgery-and-prompt-injection./
https://embracethered.com/blog/posts/2023/chatgpt-cross-plugin-request-forgery-and-prompt-injection./
https://systemweakness.com/new-prompt-injection-attack-on-chatgpt-web-version-ef717492c5c2?gi=8daec85e2116
https://systemweakness.com/new-prompt-injection-attack-on-chatgpt-web-version-ef717492c5c2?gi=8daec85e2116
https://embracethered.com/blog/posts/2023/ai-injections-threats-context-matters/
https://aivillage.org/large%20language%20models/threat-modeling-llm/
https://owasp-aasvs4.readthedocs.io/en/latest/V5.html#validation-sanitization-and-encoding
https://www.theregister.com/2024/03/28/ai_bots_hallucinate_software_packages/
https://www.theregister.com/2024/03/28/ai_bots_hallucinate_software_packages/
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https://promptarmor.substack.com/p/slack-ai-data-exfiltration-from-private
https://www.twilio.com/en-us/blog/rogue-ai-agents-secure-your-apis
https://embracethered.com/blog/posts/2023/chatgpt-cross-plugin-request-forgery-and-prompt-injection./
https://github.com/NVIDIA/NeMo-Guardrails/blob/main/docs/security/guidelines.md
https://simonwillison.net/2023/Apr/25/dual-llm-pattern/
https://developer.nvidia.com/blog/sandboxing-agentic-ai-workflows-with-webassembly/
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. Proof Pudding (CVE-2019-20634): AVID (moohax & monoxgas)

. arXiv:2403.06634 Stealing Part of a Production Language Model: arXiv

.Runaway LLaMA | How Meta's LLaMA NLP model leaked: Deep Learning Blog

.You wouldn't download an Al, Extracting_Al models from mobile apps:
Substack blog

.A Comprehensive Defense Framework Against Model Extraction Attacks:
|IEEE

6. Alpaca: A Strong, Replicable Instruction-Following Model: Stanford Center

on Research for Foundation Models (CRFM)

7. How Watermarking_Can Help Mitigate The Potential Risks Of LLMs?: KD
Nuggets

. Securing Al Model Weights Preventing Theft and Misuse of Frontier Models

. Sponge Examples: Energy-Latency Attacks on Neural Networks: Arxiv White
Paper: arXiv

10. Sourcegraph Security Incident on API Limits Manipulation and DoS Attack:

Sourcegraph
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e MITRE CWE-400: Uncontrolled Resource Consumption: MITRE Common
Weakness Enumeration

e AML.TA0000 ML Model Access: Mitre ATLAS & AML.T0024 Exfiltration via ML

Inference API: MITRE ATLAS

AML.T0029 - Denial of ML Service: MITRE ATLAS

AML.T0034 - Cost Harvesting: MITRE ATLAS

AML.T0025 - Exfiltration via Cyber Means: MITRE ATLAS

ML05:2023 Model Theft: OWASP ML Top 10

AP14:2023 - Unrestricted Resource Consumption: OWASP API Security Top 10

OWASP Resource Management: OWASP Secure Coding Practices
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