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API Owners and SecOps
API Security is in the Grey area…

SecOps

• Responsible for the organization’s security policy and 

compliance

• Operating security policies in NG F/W, WAF, and Anti-Virus

• Managing all alerts, including FPs and FNs

• Normally, SecOps provides the guideline of API security to API 

owners but they don't have control and visibility of API G/W or 

API management.

API Owners (Dev Team)

• Responsible for designing the business logic with APIs

• Operating API G/W, API management and required 

IAM(Identity and Access Management) for APIs

• API Owners are not considered security experts. 

• Normally, API Owners manage the API G/W policies and 

code-level security but do not manage the organization-wide 

security policy or compliance. 
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OWASP API Top 10 - 2019
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OWASP API Top 10 - 2023
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OWASP API Top 10 - 2023
N E W  O W A S P  A P I  T O P  1 0  -  2 0 2 3
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How Can You Comply with the new OWASP 2023? 
N E W  O W A S P  A P I  T O P  1 0  -  2 0 2 3
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Guidelines of the new OWASP API Top 10 - 2023
N E W  O W A S P  A P I  T O P  1 0  -  2 0 2 3

• Verify the data and 

privilege. Even the one 

from the trusted partners 

• Rate limiting, Bot 

detection, SSRF 

detection and etc. 

• API key, Human/Non-

human detection and 

OpenAPI validation

• Blocking ToR IPs, CORS 

configuration, redirection 

handlings and etc

Follow 
Principles

Do not 
underestimate 
weak configs

Always verify
Use proactive 
security when 
it's available
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API Security Maturity Model
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API Security Maturity Model
A P I  S E C U R I T Y  M A T U R I T Y  M O D E L
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API Security Maturity Model
A P I  S E C U R I T Y  M A T U R I T Y  M O D E L
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Understanding the importance 
of the ‘API Security’

API G/W
Traffic management
Basic Authentication(API Key)

OAuth Access Control

- API Discovery
- Bot Protection
- WAF Protection

Behavioral detection
- Using A.I./ML 
detection

API Security Maturity Model
A P I  S E C U R I T Y  M A T U R I T Y  M O D E L

Level 1 Level 2 Level 3 Level 4 Level 5

Predictive Security
Proactive Security

Reactive Security
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Reactive vs Proactive vs Predictive 
A P I  S E C U R I T Y  M A T U R I T Y  M O D E L

Reactive Proactive Predictive 

Premise 
• Reactive cyber security introduces 

defending against attacks that 
have already happened.

• Proactive cyber security involves 
identifying and addressing security risks 
before an attack occurs.

• Using contextual analysis to 
identify threats before they 
become incidents 

Examples • Adding IPs to Deny-list after 10 
failed logon attempts • Payload inspection by a WAF/WAAP

• Behavioral – Malicious or 
Suspicious user and API 
client detection  

Benefits • Stop-gap when all controls fail • Real runtime protection • Advance warning and 
protection 

Powered By • Logs and telemetry data indicating 
attacks • Real time analysis of traffic • Machine learning on 

telemetry data 

Gartner 
Maturity Model 

Levels
• Level 1 ~ Level 3 • Level 4 • Level 5
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API Security Maturity Model at Runtime
A P I  S E C U R I T Y  M A T U R I T Y  M O D E L

Reactive 
Security

Proactive 
Security

Predictive 
Security Continuous Improvement

Using AI/ML to reduce 

False Positive and 

improve accuracy
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API8: Security Misconfiguration

Security misconfiguration vulnerabilities 

occur when an API component is susceptible 
to attack due to a misconfiguration or 

nonsecure configuration 

• API Inventory/ documentation incomplete or missing 

• APIs don’t conform to OpenAPI specifications

• Authentication token includes insecure configuration

• PII data exists in the JWT or API request body

• CORS misconfiguration

- An F&B outlet had an API not meant for 
external users exposed putting PII information 
for 100 Million users at risk 

- Attacker used brute force to detect the 
vulnerable API endpoint 

Source: samcurry.net

https://samcurry.net/hacking-starbucks/
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API8: Security Misconfiguration
Examples

• An attacker finds 

the .bash_history file under the root 

directory of the server, which 

contains commands used by the 

DevOps team to access the API.

Case#01.  

• Some API endpoints include 

potentially critical data in their token 

or header or body, and an attacker 

can exploit those data potentially.

Case#03.  

• An attacker finds some API 

endpoints that are accessible from 

the internet but don’t have the 

authentication mechanism. 

Case#02.  
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API8: Security Misconfiguration
How to Stop the Security Misconfiguration
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API8: Security Misconfiguration
How to Stop the Security Misconfiguration

OpenAPI Spec Validation
• It is always recommended to enable OpenAPI 

validation to perform a basic schema validation for 

your APIs. 

Strong AuthN/AuthZ
• Need to consider strong authN/authZ methods for your APIs 

with standard-based protocols such as OAuth/OIDC or 

SAML. 

HTTP Methods Control
• Enable only relevant HTTP methods for the specific API 

endpoints. 

Continuous Monitoring
• Continuous assessment of the security effectiveness 

of API endpoints.

CORS Policy 
• Need to configure the correct CORS settings in your apps. 

TLS Policy Setting
• Need to have the capability to set up the different 

TLS policies based on the backend apps’ 

requirements.
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API8: Security Misconfiguration
Protection#01 – CORS Configuration

• The webserver has a vulnerable CORS setting with the wildcard(*).
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API8: Security Misconfiguration
Protection#01 – CORS Configuration

• In XC WAAP, a user can configure the CORS policy. In this case, 
‘https://*.f5.com’ and ‘https://*.nginx.com’ are only allowed. 
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API8: Security Misconfiguration
Protection#01 – CORS Configuration

• By default, XC WAAP does not replace the server’s original 
header. 

• A user needs to remove the server’s original response using this 
menu. Then, XC will respond with its CORS configuration. 
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API8: Security Misconfiguration
Protection#01 – CORS Configuration

• Since the request includes the correct origin server in the header, 
XC responds accordingly. 
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API8: Security Misconfiguration
Protection#01 – CORS Configuration

• Since the request has the ‘un-allowed’ origin server, XC WAAP 
does not respond accordingly. Thus, the request would be rejected 
in the user’s browser. 
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API8: Security Misconfiguration
Protection#02 – TLS Configuration

• Users can configure TLS security level in XC WAAP. In this 
example, we set it to ‘Low’ which means the TLS1.0 is allowed. 
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API8: Security Misconfiguration
Protection#02 – TLS Configuration

• TLS v1.0 works correctly. 



©2023 F527

API8: Security Misconfiguration
Protection#02 – TLS Configuration

• Setting the TLS level to ‘High’ means TLSv1.2+ and PFS will be 
only allowed. 
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API8: Security Misconfiguration
Protection#02 – TLS Configuration

• TLS v1.0 is NOT allowed in XC WAAP.
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API8: Security Misconfiguration
Protection#02 – TLS Configuration

• A user also can custom TLS settings in XC WAAP. 
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API8: Security Misconfiguration
Protection#03 – Continuous Monitoring

• With ‘Security Posture’ feature, XC can discover the potential misconfiguration of API endpoints.

• XC WAAP can discover any sensitive data in the API request or response.  



©2023 F531

API8: Security Misconfiguration
Protection#03 – Continuous Monitoring

• XC WAAP can discover the Shadow APIs, API authentication types, and 
their authentication state. 

• In this example, some APIs don’t have a proper auth mechanism(Un-
Authenticated) and they’re Shadow APIs which means API is unknown to 
API owners. 

• Those APIs can be categorized as high-risky APIs potentially, and likely it 
happened because of ‘Security Misconfiguration’. 
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API8: Security Misconfiguration
Protection#04 – Monitoring API Metrics

• XC WAAP is not just a security product, but it also provides detailed network 
and app performance data. 

• With monitoring for error rate or drop rate for the API endpoints, a user can 
find any potential service issues earlier. 
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API8: Security Misconfiguration
Protection#04 – Monitoring API Metrics
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API8: Security Misconfiguration
Protection#04 – Monitoring API Metrics
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API8: Security Misconfiguration
Protection#05 – OpenAPI Validation

• A user can configure the OpenAPI validation action with ‘Report’ and using 
the feature as a ‘validator’ to find potential errors in API endpoint 
implementation. 
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API8: Security Misconfiguration
Protection#06 – HTTP Verbs Control

• A user can limit the HTTP methods, query and headers for specific API 
endpoints manually. 
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API8: Security Misconfiguration
Protection#06 – HTTP Verbs Control

• GET is allowed, but POST is blocked. 
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API8: Security Misconfiguration
Protection#06 – HTTP Verbs Control
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API10: Unsafe Consumption of APIs

Developers tend to trust data received from 

3rd party APIs, especially for APIs from well-
known companies. Thus, it sometimes has a 

lack of input validation and sanitization for 
those APIs. 

• Does not properly validate and sanitize the data 

from 3rd party companies. 

• Blindly follows redirections.

• No timeout mechanism with 3rd party APIs. 

• No limit the number of resources.  
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API10: Unsafe Consumption of APIs
How does it work? And why does it risky?

Ride sharing Company - A

Map service

Payment service

Payment data gathered from 3rd 
party

Map data gathered from 3rd 
party
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API10: Unsafe Consumption of APIs
How does it work? And why does it risky?

Ride sharing Company - A

Map service

Payment service

Payment data gathered from 3rd 
party

Map data gathered from 3rd 
party

C o m p r o m i s e d

Malicious data is being sent in 
response from 3rd party API

Malicious data is being sent in 
response from 3rd party API



©2023 F543

OWASP Recommendation
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API10: Unsafe Consumption of APIs
How to Stop the ‘Unsafe Consumption of APIs’

N G  F / W

R e q u e s t s

R e q u e s t s

R e q u e s t s
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API10: Unsafe Consumption of APIs
How to Stop the ‘Unsafe Consumption of APIs’

N G  F / W

R e q u e s t s

M a l i c i o u s  
R e s p o n s e
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API10: Unsafe Consumption of APIs
How to Stop the ‘Unsafe Consumption of APIs’

N G  F / W

R e q u e s t s

R e q u e s t s

R e q u e s t s
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API10: Unsafe Consumption of APIs
How to Stop the ‘Unsafe Consumption of APIs’

OpenAPI Spec Validation
• With OpenAPI validation process, you can validate the 

response from 3rd party API vendors. 

Secure Proxy for External API calls
• With proxy configuration with the custom script, 

reverse proxy can validate and sanitize the response 

data from external APIs. 
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API10: Unsafe Consumption of APIs
Protection#01 – Secure Proxy for External API calls

• The internal app can fetch the user’s data 
from the external company via API. 

• If the external company’s app is compromised, it could send malicious content. 

• In this example, the attacker put the SQLi payload in the ‘email’ field. If the internal app trusts the 3rd 
party company’s data without additional validation, this could cause the SQLi attack. 

• This example is the same example that OWASP described as ‘Scenario #1’.
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API10: Unsafe Consumption of APIs
Protection#01 – Secure Proxy for External API calls

Company - A

3rd Party Company

[api.external.com]

Register the external 
domain in the local DNS 
and resolve it to the VS IP. 
Or adding it to the host file 
of the app. 

VS: 10.1.1.55

FQDN Node

A user accesses the 
’Company A’ app. 

The internal app initiates access to 
the VS of the Proxy. 

Proxy initiates the ‘Server-Side’ 
access to the external company’s 

API endpoint. 

Proxy policy can validate the input data 
from the external company. 

{
"email": "james@test.com",
"age": "32",
"company": "F5"

}

{
"email": "admin' OR 1=1--",
"age": "32",
"company": "F5"

}
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API10: Unsafe Consumption of APIs
Protection#01 – Secure Proxy for External API calls

• If the received data is aligned with the defined format in the Proxy policy, the data 
is consumed as normal. 

• However, if the data format violates the defined format in the Proxy policy, Proxy 
reset the session. 



©2023 F551

API10: Unsafe Consumption of APIs
Protection#02 – OpenAPI Validation

Company - A

3rd Party Company

[api.external.com]

Register the external 
domain in the local DNS 
and resolve it to the API 
G/W  VS IP. Or adding it to 
the host file of the app. 

Public DNS 
Pool

A user accesses the 
’Company A’ app. 

The internal app initiates access to 
the API G/W  VS. 

The request is forwarded to the 3rd 
party company’s API endpoint 

through the internet.  

If the response complies with the 
OpenAPI response rule, API G/W 

accepts the response. 

{
"email": "james@test.com",
"age": "32",
"company": "F5"

}

{
"email": "admin' OR 1=1--",
"age": "32",
"company": "F5"

}

Proxy

Proxy VS: 
api.external.com

If the response violates the OpenAPI 
response rule, API G/W reports or blocks 

the response. 
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Web App and API Attack Pattern

Access ControlWAF

Mobile App Protection

Bot ProtectionDDoS

Behavioral App Protection




