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What Problems Are We Trying to Solve in 
Zero Trust?
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ELIMINATES THE IDEA OF A TRUSTED NETWORK INSIDE A DEFINED PERIMETER

Enter Zero Trust

“A w ay t o  t h i nk  abo u t  c yber t hreat s  i s  

t o  assu me yo u  have  a lready been  

c o mpro mi sed;  yo u  s i mply  do n’ t  k now  

i t  yet . ”  

THE ZERO TRUST PARADIGM

No environment is any more 
trustworthy than any other

Assume no implicit trust 

Continually analyze and 
evaluate risks

Mitigate risks

Assume attackers are 
already on the network 
and lurking
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Preventing Lateral Movement
US NIST Technical Requirements of Zero Trust

“…A zero trust architecture (ZTA) is an enterprise cybersecurity 

architecture that is based on zero trust principles and designed to 

prevent data breaches and limit internal lateral movement…”

NIST 800-207 Report (https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf)
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Singapore Government Zero Trust - GovZTA

App-To-App or EW Traffic

User-To-App or N/S Traffic

https://www.developer.tech.gov.sg/guidelines/standards-and-best-practices/government-zero-trust-architecture
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Singapore Government Zero Trust Best Practice

https://www.developer.tech.gov.sg/guidelines/standards-and-best-practices/government-zero-trust-architecture



©2024 F57

Preventing Lateral Movement
Technical Requirements of Zero Trust

Initial compromise

(Malware attack)

Lateral movement attack

Source: SentinelOne Website



What are the solutions?
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Is it easy to detect using the latest technologies?
Common Misunderstandings

“…Once you access the internal network, you need to 

explore the inside of an organization's network to 

perform the lateral movement attack. Then,  you can 

find many interesting things from the enterprise 

network. SOC normally thinks they already have 

many security solutions to prevent lateral movement 

attacks, but in reality, the internal network is much 

more vulnerable than you think….”

Chanam Park - Whitehacker
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Is it easy to detect using the latest technologies?
Common Misunderstandings

6 seconds
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X-Segmentation
Rise of Micro-Segmentation

Source: https://support.huawei.com/enterprise/fr/doc/EDOC1100196735
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Current Product Offering of X-Segmentation for Zero Trust
Network Segmentation
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Network Segment
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Current Product Offering of X-Segmentation for Zero Trust
Micro-Segmentation
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Micro-Segment
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Micro-segmentation
Different Segmentations for Zero Trust App Access 

Network Fabric

• Requires SDN controller 

(e.g. Cisco ACI, Arista 

CloudVision, etc)

• Not supported on public 

clouds

• Requires specific network 

implementation

• It may increase the latency 

or cause a bottleneck.

Agent-based

• Most effective technical 

option for the micro-

segmentation

• Agent fatigue in many 

organizations

• Increase the operational 

costs

Hypervisor

• Considered easy to 

implement

• Not supported on public 

clouds and traditional DC

• Supported for VMs only

• It may increase the latency 

or cause a bottleneck.

Network-based

• Easy to implement

• Supported all deployment 

models

• Requires small IP-based 

subnets

• Increase the complexity of 

the network design
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Challenges of Current Product Offering of Micro Segmentation
Challenges of Micro Segmentation in Real World

• Requires deep knowledge of networks, applications, and risk level of enterprise 
assets. 

• Need to manage all different security policies on a ‘micro-segment' basis.
Complexity

• It sometimes has a dependency on the solution of the ‘Micro Segmentation’. 
• For example, the ‘Network fabric’ method is normally not supported in a public 

cloud. 
Dependency

• Most micro-segmentation security policy uses layer-4 level attributes. (Except 
the agent-basis method.) 

• Requires SSL/TLS termination(or decryption) to inspect the encrypted traffic. 
(Agent-basis naturally can inspect this types of  traffic)

Limited Access 
Control

• While the agent-basis method provides much more benefits than other 
methods, it introduces operational complexity. 

• Many organizations have an ‘agent-fatigue’ issue. 
Agent fatigue



API Micro Segmentation
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US DoD: 

Zero Trust 

Reference 

Architecture
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Network-based Segmentation Application-based 
Segmentation
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Micro Firewall vs Micro Proxy Approach

Workload A [10.10.10.10] ------------------- >> Workload B [10.10.10.11] / Port 443

api1

api2

api3
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Micro Firewall vs Micro Proxy Approach
• Workload A must obtain the ‘OAuth token’ first before accessing Workload 

B. 

• Workload A can access APIs in Workload B but with different privileges. 

• Access API#01 with ‘Read privilege.’

• Access API#02 with ‘Read/Write privilege.’

• But can NOT access API#03. 

api1

api2

api3

Micro
Proxy

Micro
Proxy

Micro
Proxy



Learning from Real-World Case
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Data Breach happens in Cloudflare
Brief Analysis of the Breach
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5,000 Service Accounts Used for Massive App-to-App Access
Everything was begun from the App-to-App Access

O n - P r e m  D C

S a a S  A p p s
P u b l i c  C l o u d  

I n f r a

5,000

Service Accounts for 
App-to-App 

Communications

Main IdP for 5,000 
service accounts



©2022 F525

5,000 Service Accounts Used for Massive App-to-App Access
Everything was begun from the App-to-App Access

O n - P r e m  D C

S a a S  A p p s
P u b l i c  C l o u d  

I n f r a
Main IdP for 5,000 
service accounts

Non-human Service account

Non-human Service account

Admin access

Service token for 
remote access
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Real World Breach Case by the ‘East-West App-to-App’ Access
The Importance of the ‘East-West App-to-App’ Protection
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O n - P r e m  D C

S a a S  A p p s
P u b l i c  C l o u d  

I n f r a

Real World Breach Case by the ‘East-West App-to-App’ Access
The Importance of the ‘East-West App-to-App’ Protection

Moveworks

API Key

API G/W

API key 
validation

API key is valid. I will 
forward the request to the 
backend apps. 



Zero Trust API Access 
with API Micro-Segmentation
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API Microsegmentation – Micro Proxy Control
API Micro-Segmentation Flow Diagram

PUBLIC CLOUD On-Prem DC

E/W APIs

/ a p i / v 1 / p a y m e n t s

API EP Client Identity 
(using JWT) Access

/api/v1/payments
James RO

David N/A

/api/v1/accounts
James RW

David RW

/api/v1/currency
James RO

David N/A

/ a p i / v 1 / a c c o u n t s

/ a p i / v 1 / c u r r e n c y

OAuth PKCE-enabled

Micro
Proxy

James David

Port 443
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API Microsegmentation – Behavioral Detection
API Micro-Segmentation Flow Diagram

PUBLIC CLOUD On-Prem DC

E/W APIs

/ a p i / v 1 / p a y m e n t s

/ a p i / v 1 / a c c o u n t s

/ a p i / v 1 / c u r r e n c y

Micro
Proxy

David • 3 different IP Addresses

• 3 different TLS fingerprints

User.name:david





Zero Trust API Access 
with API Micro-Segmentation
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• Enhanced defense: The layered approach provides 
multiple layers of security, making it difficult for attackers to 
breach defenses.

Benefits of API Security + 
API Micro-segmentation

• Reduced attack surface: By isolating APIs and controlling 
traffic flow, attackers have fewer opportunities to exploit 
vulnerabilities.

• Improved data protection: Sensitive data transmitted 
through APIs is protected by both API security controls and 
network segmentation.

• Faster incident response: Breaches can be contained 
within smaller segments, minimizing the impact and 
simplifying incident response.

CONFIDENTIAL

API Security and 
API Micro-Segmentation
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East-West API Microsegmentation
API Micro-Segmentation Flow Diagram

PUBLIC CLOUDOn-Prem DC

E/W APIs

• API calls in the East-West flow can be segmented with the relevant API-group basis. 

• For example, the ‘Green’ app in the on-prem DC can access the ‘Green API endpoint’ in the public cloud with the ‘Read privilege’.  However, the 

‘Blue App’ in the DC can access the same API endpoint, but can perform more actions.  

• F5 XC CE can apply a different set of API security policies based on the app identity in this case. 

/ a p i / v 1 / p a y m e n t s

API EP Client Identity Access

/api/v1/payments
Green RO

Blue RW


