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www.owasp.org
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OWASP Mission

• to make application 
security "visible," so 
that people and 
organizations can make 
informed decisions 
about application 
security risks
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What (not) is a hacker

Ski mask? 



What (not) is a hacker

Hoodie? ..only if functional!





Disclaimer



Disclaimer



Physics



(Defying) Physics?



Bending the reality



Expectation management



Obvious?



(Barbra) Streisand Effect



Intention?



Intention?



Intuitive



Flaw vs Bug

< 0.30 

99.99 

3 laps
> 0.30 

< 0.60 

> 0.30 



Reward

The gain, doesn’t has to be money!



The victim



Crime scene investigation board



Treasure trail

How to achieve the goal?



The team



The plan



Imagine a building… 



Front door / Back door



scope = scope +1

Network

Application

Software

Server



Path



Basics
Input validation

Output handling



What could go wrong



Ever seen this?

Username

Password

password forgotten link

Create account



Ever seen this?

Username

Password

password forgotten link

Create account



Authentication process

Username
User 

exists?
NO

Exit
YES

Password
Passwor

d 
Correct?

NO

Exit
YES

Grant 
Access

User user = getUser(String un)

String hashPwd = hash(String pwd)

Boolean match =compare( hashPwd, User.getPwd())



Ever seen this?

Username

Password

password forgotten link

Create account



Security Questions

2018

2005



Ever seen this?

Username

Password

password forgotten link

Create account



Implicit vs explicit binding

User:
Username
Password
Address

User:
Username
Password
Address

User:
Username
Password
Address

Role

User:
Username
Password
Address

Role

From the template To business object



(Dis-) Connection



Replay (playback) attack



Identity Theft



Baby-Duck Authentication
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Claiming the bounty



Detection




