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Cracks in the pipeline:
Breaking down Software Integrity failures in the 

wild



Hello, I’m Vinoth

• Cyber Offensive Manager @ softScheck APAC

•  I enjoy penetration testing, low level systems 
engineering, exploit development



Why this topic?



Awakening

• It all started with Log4Shell (CVE-2021-44228)

• 93% of cloud enterprise environments were vulnerable

“the single biggest, most 
critical vulnerability ever”
Tenable "arguably the most severe 

vulnerability ever”
Ars Technica 

"border on the apocalyptic.“
The Washington Post 



Scale

• According to Synk monitoring:

• 2021 - added 82 new malicious packages

• 2022 + 2023 - added > 9900 impactful malicious packages

• increase of 11,973% in comparison to 2021



Why use packages?

• You can’t write everything yourself

• You need to focus on core functionality 

• Each library/package provides a specific functionality

• Leverage Open Source



Why use packages?



• A package repository is a centralized online platform where 

developers can publish / retrieve libraries and dependencies for 

projects

How to use packages?



Popular techniques to deploy malicious 
packages



Typosquatting

• Publish malicious package to a registry, hope to trick users into 
installing them

• Typically wordplay with original package name







Dependency confusion

Source: https://www.websecuritylens.org/how-dependency-confusion-attack-works-and-how-to-prevent-it/



Dependency confusion

Attacker :
1. Finds private package name
2. Creates duplicate on public registry
3. Assigns higher version



Dependency Hijacking
• event-stream like most other packages, uses dependencies

Source: https://www.aha.io/engineering/articles/event-stream-vulnerability-explained

https://www.aha.io/engineering/articles/event-stream-vulnerability-explained




Threat actor creates 
flatmap-stream, with no 
malicious code yet





User complains about 
deprecation warning for 
“Nodemon”, which uses a 
dependency event-
stream

The warning was based 
on an OpenSSL function 
that still used MD5 for 
key derivation

Nodemon Event-stream Flatmap-stream
depends on depends on

compromised



Nodemon Event-stream Flatmap-stream
depends on depends on

compromised



Other methods
• Sabotage

• Compromised maintainer accounts

• Malicious Pull requests

• Social engineering / phishing

• Fake Security advisories



Payload
s



Stealing Crypto

Obfuscated code = red flag

Source: https://www.aha.io/engineering/articles/event-stream-vulnerability-explained

https://www.aha.io/engineering/articles/event-stream-vulnerability-explained


Exit program if environment variable does not contain “npm_package_description”

AES256 decrypt n[0] (the encrypted payload)
AES256 key = npm_package_description
Execute decrypted payload – will fail for all but 1 package





Iterate over each credentials, checking for balances

Modifies original bitcore-wallet-client APIs, collects wallet keys





Host Phishing infra
• Objective: Host infrastructure of a turn-key phishing attack kit (PhaaS)

Source: Reversinglabs.com



HTML attachment in original mail



Fake Microsoft login form



Fake word document that “requires authentication”



Phishing End Users
• Objective: achieve full supply chain compromise
• Includes index.js and index.html 

Source: Reversinglabs.com



“main.js” is entry point 
of application 

Webpack compiles the 
application including 

malicious package

Tricked by 
typosquat

Develop Javascript App

Add Dependencies

Content of malicious 
“index.js” included in 

“main.js”

Application is deployed, 
running malicious code

Malicious package 
added as a 

dependency of the 
project



Snippet of “main.js” which contains malicious code



Steal Authentication Tokens
• Objective: Steal npm access tokens for publishing to npm

Source: https://eslint.org/blog/2018/07/postmortem-for-malicious-package-publishes/



Step 1 : 
include postinstall script

Step 2 : 
Download malicious script



Step 3 : 
Exfiltrate token



A bit of everything
• Objective: Crypto mining, deploy password stealing trojan
• UAParser.js is used to parse a browser's user agent to identify a 

visitor's browser, engine, OS, CPU, and Device type/model.
• 12 Million weekly downloads

Source: https://www.bleepingcomputer.com/news/security/popular-npm-library-hijacked-to-install-password-stealers-miners/



Step 1 : 
Check OS type



Step 2 : 
Download files

Step 3 : 
Start miner & 
steal credentials



How can I mitigate risk?
• Developer Education and Awareness

• Mandate two-factor authentication for maintainer accounts

• Pay close attention to the spelling and formatting of package names

• Use unique and non-guessable names for internal packages

• Reserve a company namespace in the registry / package manager

• Utilize tools for vulnerability scanning and package verification

• Regularly monitor package dependencies and review sources and integrity

• Review package.json or equivalent files for post-install scripts

• Frequent application penetration tests & code reviews

• Obfuscated code is a red flag

• Use Content Delivery Networks (CDN) with care
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Thank you.


