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KaKBoO e cTpaTerud 3a JaHHU

Moxke nn ga uma gata cTpaterus 6e3 fa CnoMeHeM
curypHocTtTa?

Kora ce nsnonsea
KakBoO BKJ1tOUBA
3allo e Ba)KHa

OT Koro ce cb3aaBa
OT Kowm ce nsnonsea

[Mpumepn



KaKBoO e cTpaTerud 3a JaHHU

CTpaTernsaTta 3a AaHHu e US/I0CTeH NaH, KOMTO onpeaens Kak opraHMsaumnsaTa o6paboTBa U U3non3Ba AaHHUTE CU 3a
nocTUraHe Ha CBouTe 6U3HEC LieNn.

Tasu cTpaTterus oyepraBa Ha4MHUTE, MO KOUTO OpraHn3aumMsaTa cbobupa, OCUrypsiBa, aHanvMsupa v yrnpassiBa JaHHM npes3
CBOSI XKMU3HEH LIMKbJI, KaTo rapaHTMpa, Ye laHHUTE ce TPETUPAT KaTo LieHeH akTuB. CTpaTerusta cBbp3Ba AeMHOCTUTE,
CBbP3aHN C AaHHUTE ANPEKTHO C BM3HEC LiennTe, NoMara Ha opraHMsaunnTe aa B3auMaT peLleHus 3a ynpaBfieHme Ha
JaHHK, Aa NoAo6pAT onepaTUBHUTE e(heEKTMBHU U [la Cb3aBaT HOBU Bb3MOXXHOCTU. MaeHTUdULMpa NnaH 3a AelcTBUE B
CNy4Yal Ha UHUMAEHTH, CBbP3aHU CbC CUTYPHOCTTA UK eTUYHN NPOo6eEMU
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Initiation

Initiation is the
project kick-off
phase. This is
when you collect
all the information
needed from key
stakeholders. This
phase defines the
problem and
details what needs
to be done.

The 5 phases of the project life cycle
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Planning

The planning
phase is the
foundation for the
project. This is
when you detail all
the work, how you
plan on doing it,
and what
resources you'll
need to meet
project goals.

03

Execution

The execution
phase is when you
get stuff done.
This is where you
put everything you
planned into
motion and
complete
deliverables to
achieve the project
objectives.

04

Monitoring

The monitoring
phase goes hand-
in-hand with the
execution phase.
It's about
monitoring the
project’s overall
progress to see if
you're meeting
project objectives
and are on track.

05

Closure

The closure phase
wraps things up.
You'll hand over
documentation,
release final
deliverables,
terminate
contracts, and
inform everyone
that the project is

complete.




Kno4yoBu acnekTu Ha cTpaTternd 3a AaHHU

YnpaeneHve Ha JaHHU -
ApxXuTeKTypa Ha AaHHU
CbbupaHe n nHTerpvpaHe Ha AaHHU
CbxpaHeHue 1 ynpasneHue Ha gaHHW
AHanus Ha JaHHW 1 NPO3peHuns
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Big Data vs Data traditionnelle

Volume de données : predeqinis.
e Données traditionnelles : Volumes gérables par des systémes de hases de données Big Data : Analyses prédictives et prescriptives, utilisation d'algorithmes
classiques. d'apprentissage automatique.
e  Big Data: Volumes massifs dépassant les capacités des systémes traditionnels, de I'ordre Objectif :
des téraoctets, pétaoctets ou plus. Données traditionnelles : Répondre d des questions spécifiques, rapports
Variété des données : standardises.
Données traditionnelles : Principalement structurées dans des formats prédéfinis. Big Data : Découvrir de nouvelles corrélations, tendances et insights
Big Data : Mélange de données structurées, semi-structurées et non structurées provenant inattendus.
de sources diverses. Complexité :
3. Vélocité: Données traditionnelles : Gestion relativement simple avec des outils
e Données traditionnelles : Mises 4 jour périodiques, traitement par lots. standards.
e  Big Data: Flux de données en temps réel ou quasi-réel, nécessitant un traitement rapide. Big Data : Nécessite des compétences avancées et des outils spécialisés
4. Infrastructure : pour I'extraction, le traitement et |'analyse.
e  Données traditionnelles : Bases de données relationnelles sur des serveurs centralisés. En résumé, la Big Data se distingue par sa capacité a traiter des volumes massifs de
o  Big Data: Systémes distribués, cloud computing, nouvelles technologies comme Hadoop.  données variées a grande vitesse, ouvrant de nouvelles possibilités d'analyse et de

prise de décision que les approches traditionnelles ne permettent pas.



CVHXPOH Ha MHMUMATMBMUTE 3a AaHHKU ¢ Bu3Hec uenuTe

Ontumunsmpa pecypcute: Nomara ga ce Bb3non3BaTe MakCMMarnHo OT TEXHOMNOrMUTE, TanaHTa U camuTe AaHHW.
MNMopnobpsiBa B3MaHETO Ha pPeLUEHUs: TOYHWU, HABPEMEHHWN aHanm3au.

HamansBa pucka: Hamansiea puckoBeTe, CBbp3aHU CbC CUIYPHOCTTa Ha faHHUTE, MOBEPUTENHOCTTa U CbOTBETCTBUETO.

HaCquaBa nHosaumnte: OTKNOYBA Bb3MOXHOCTM 3a MHOBaLMK 4Ype3 pas3KkpuBaHe Ha aHannm3n n aktuBupaHe Ha HOBU NPOAayKTU UK YCIyTK,
ynpaenaBaHn OT AaHHWN.

3aIro e Ba’KHa




OT BCeKU CBBbP3aH C IIpOeKTa - KOJIKOTO [I0Beue ri1acose ce YyAT TOJIKOBA HO-E(l)I/IKaCHa me e

Data Leadership & Strategy

Chief Data Officer (CDO)
Chief Analytics Officer (CAO)
Head of Data Science

Data Strategy Consultant

Data Governance & Compliance

Data Governance Manager
Data Steward
Compliance Officer (Data Privacy/Protection
Officer)
° Data Risk Manager

Data Engineering & Architecture

Data Engineer

Data Architect

ETL Developer

Big Data Engineer

Cloud Data Architect
Database Administrator (DBA)

OT KoOro ce cb3gaBa

Data Science & Analytics Data Operations & Management

Business Intelligence Analyst (Bl Analyst) Data Wrangler

Quantitative Analyst (Quant)

° Data Scientist ° Data Operations Manager
e  Machine Learning Engineer e  Data Quality Analyst

° Al Specialist . Master Data Manager

° Data Analyst . Metadata Manager
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Security & Privacy
Software Development & Application
° Data Security Officer
° Cybersecurity Analyst (Data Focus)

Data Product Manager ;
° Data Privacy Analyst

Software Engineer (Data Applications)
API Developer
DevOps Engineer (for Data) Project Management & Support

Data Project Manager

Scrum Master (for Data Projects)
Data Analyst Intern

Data Consultant

Data Visualization & Reporting

° Data Visualization Specialist

° Bl Developer

° Dashboard Designer
Business & Stakeholder Roles Specialized Roles

° Natural Language Processing (NLP)

Engineer
° Geospatial Data Analyst
° Data Ethics Specialist

° Business Analyst

° Product Owner (Data Products)

° Stakeholders (e.g., department heads,
executives




OT BCeKM CBBP3aH C IPOEKTa WU [aske U3BBH HEro

Data Leadership & Strategy

Chief Data Officer (CDO)
Chief Analytics Officer (CAO)
Head of Data Science

Data Strategy Consultant

Data Governance & Compliance

Data Governance Manager
Data Steward
Compliance Officer (Data Privacy/Protection
Officer)
° Data Risk Manager

Data Engineering & Architecture

Data Engineer

Data Architect

ETL Developer

Big Data Engineer

Cloud Data Architect
Database Administrator (DBA)

OT KOM ce U3II0/I3Ba

Data Science & Analytics

Data Scientist

Machine Learning Engineer

Al Specialist

Data Analyst

Business Intelligence Analyst (Bl Analyst)
Quantitative Analyst (Quant)

Software Development & Application

Data Product Manager

Software Engineer (Data Applications)
API Developer

DevOps Engineer (for Data)

Data Visualization & Reporting

Data Visualization Specialist
Bl Developer
Dashboard Designer

Business & Stakeholder Roles

Business Analyst

Product Owner (Data Products)
Stakeholders (e.g., department heads,
executives

Data Operations & Management

Data Operations Manager
Data Quality Analyst
Master Data Manager
Metadata Manager

Data Wrangler

Security & Privacy

° Data Security Officer
° Cybersecurity Analyst (Data Focus)
° Data Privacy Analyst

Project Management & Support

Data Project Manager

Scrum Master (for Data Projects)
Data Analyst Intern

Data Consultant

Specialized Roles

° Natural Language Processing (NLP)
Engineer

° Geospatial Data Analyst

° Data Ethics Specialist
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3alljIaxXu
U
[I;TaH Ha meyucTBUE

CWnHM MexaHn3mmn 3a KpUnTtnupaHe n KOHTPOJ1 Ha
AoCTbNa.

CTabunHu NonNnTUKM N oby4eHne 3a ynpasreHne Ha
JaHHW.

PenoBHu ognTtn Ha CUTypHOCTTa 1 OUEHKN Ha
YA3BMMOCTTA.

MHorodgakTopHo yaoctoBepsaBaHe (MFA) 3a gocTtbn 4O
YYBCTBUTESTHW JaHHWN.

TexHukn 3a MackmnpaHe Ha gaHHU, aHOHUMU3npaHe "
ncesgoHMMnN3npaHe.

Hel'lpeK'bCHaTO HabntogeHue 3a noao3puTerHa AenHoCT
N BbTPELUHW 3arsiaxu.

CbOoTBeTCTBME C pa3nopenduTe 3a NoBEpPUTENHOCT Ha
JaHHUTE N Hal-0obpuTe NPaKTUKK.



3noynoTtpe6a c faHHU
MU cBpbXxcboupaHe

HeynbnHomMmolueH
poctobn PPI
Jlunca Ha kpunTUpaHe
Ha AaHHU
3ary6a Ha flaHHU
CnyuyaitHo Shadow IT

U3TpUBaHe UK
noepega Ha JaHHU

Jlowo KauecTBO Ha
AaHHUTe

MaHunynupaHe Ha AaHHM
YMULLSIEHO WU HEYMULLJIEHO
MaHMMynupaHe Ha fJaHHN KOeTO
BOAU A0 HETOUEH aHanu3 u
B3eMaHe Ha pelleHUs Bb3 OCHOBA
Ha HeBePHU JaHHU.

DaHHU

HecurypHa
MHTerpaums Ha

HecurypHuute
BPb3KU MeXAy
cucteMuTe no
BpemMe Ha 06MeH Ha
DaHHK, 0cO6eHOo B
MYJITU-061a4HU MU
XubpugHm cpeau

HecwurypHo
apxvMBMupaHe Ha flaHHU

HapywieHus Ha
noeBepuTenHOCTTa Ha
paHHuTe GDPR

HeapekBaTHO ynpaBneHue Ha
BaHHUTe
Jlunca Ha ICHM NOIUTUKK, POJIA U
OTrOBOPHOCTHU NMpW yNpaB/ieHUETO U
3awMTaTa Ha JaHHUTe, KOeTO BOAMN A0
JIOLLIO Ka4YeCcTBO Ha faHHUTe

®ULIKHT M coymnanHo
WHXXEeHepCTBO

3noynoTtpe6a ¢ faHHU
WM CBPbXCbbUpaHe

MU3TuyaHe Ha paHHU
He)xenaHo usnaraHe Ha AaHHU ype3
HEeCUrypHuU CUCTEMM, NPUNOXKEHUS UNU
API, koeTo BOgU A0 AOCTHN A0
yyBCTBUTENIHA MHPOpMaLma unu

cnopesiaHe C HeynbJ/IHOMOLLE€HU TPEeTU

CTpaHu. HenpaeunHoTo ynpaeneHue
Ha 3abpXKaHeTo U
M3TPUBAHETO Ha faHHU
MoXKe Aa foBeAe [0
3ana3BaHe Ha YyBCTBUTENHU
AaHHU MO-ABAro oT
Heo6X0ANMOTO, KOeTo
yBenuMuyaea pucka ot
n3naraHe UM HapyLueHue.

BbTpeluHu 3annaxm
Cny)Xutenu unv napTHbOPM,
KOWUTO 3110ynoTpe6asar ¢
AOCTDbMA CU A0 AaHHU

Mpo6nemMun cbe cyBepeHUTeTa
Ha fAaHHUTe
TpaHcrpaHu4Hu TpaHcdepu Ha
AaHHU, KOUTO MoraT Aa
HapyLlUaT MECTHUTE 3aKOHM 3a
npe6uBaBaHe Ha AaHHU UK
Aa AoBepar A0 NpaBHU
YCNOXXHEHUA B cCnyvai Ha
HOPMaTUBHO Hecna3BaHe.

PuckoBe Ha TpeTu
CTpaHu

Ransomware aTaku

JNunca Ha aHOHUMU3UPaHe Ha
AaHHUTe



CUTYPHOCT Ha MPUIIOKEHUS
- OdnmanH npuIosKeHue
- IleH TecT

MHDOCceK

OnuT / olleHKa Ha
CUTYPHOCTTA

CTrapTerus 3a JaHHU

ETMKa Ha JaHHUTeE
NneHTUDUKALIUS U
3all1Ta 3a HapyIIeHU
OaHHU

[I;TaH Ha JencTBUe

IImaHvpaHe U HaMaIIBaHe
Ha pUCKa



OWASP principles

The principle of Least
Privilege and Separation of
Duties

The principle of
Defense-in-Depth

The principle of Zero Tru

gerTity-in-the-Open

MHTerpaiiys B CTpaTerusiTa 3a
OaHHU

- VhopaBneHue Ha JaHHMU (Data
Governance)

- ApxuTeKkTypa

- AHanu3u

3a JIa ce rapaHTHpa, ye JaHHUTeE Ca
eqHOBpPEeMEHHO M0JIe3HU U 3allUTEeHN.

[[IndpoBaHe, KOHTPOJI Ha TOCT'BIIA,
MacKHpaHe Ha JaHHH,

CUT'YPHO IofipesKaaHe/00paBeHe/
M3XBBPIIsSHE Ha JaHHU.



Uber Data Breach (2016)

Problem: Uber's breach exposed the personal information of 57 million users and drivers. The breach was
concealed for over a year, and attackers gained access through compromised credentials for cloud storage.

How a Strong Data Strategy Could Have Helped:

° Cloud Security: A well-thought-out data strategy would include cloud security measures like
multi-factor authentication (MFA) and stronger encryption for sensitive data stored in the cloud.

° Data Encryption and Masking: A data strategy focused on securing personally identifiable
information (PIl) could have reduced the breach's severity by encrypting or masking user and driver
data.

° Incident Response Plan: A data governance framework with a well-defined incident response plan
would ensure timely disclosure and faster recovery.

Takeaway: By embedding security in every aspect of its data strategy, Uber could have mitigated both the
breach’s impact and the subsequent damage caused by the delayed response.



Facebook—Cambridge Analytica Scandal (2018)

Problem: Cambridge Analytica harvested the personal data of 87 million Facebook users without consent.
The data was used to influence political campaigns and elections, raising concerns over data privacy and
security.

How a Strong Data Strategy Could Have Helped:

° Data Privacy by Design: A well-structured data strategy emphasizing privacy by design would have
ensured that user consent and privacy settings were embedded into Facebook’s data-sharing
practices.

° Data Governance and Auditing: Strong data governance policies could have included regular
audits of third-party access to user data, identifying and addressing misuse much earlier.

° Access Control and Permissions: Facebook’s data strategy should have implemented tighter
control over how external developers could access and use data, ensuring that data was only used
for authorized purposes.

Takeaway: The scandal highlighted how a failure in data governance and third-party oversight can lead to
massive breaches of user trust, damaging a company’s reputation and leading to regulatory consequences.



Sony Pictures Hack (2014)

Problem: A cyberattack on Sony Pictures exposed sensitive employee information, internal emails, and
unreleased films. The attack was allegedly linked to geopolitical motives related to the release of a
controversial movie, "The Interview."

How a Strong Data Strategy Could Have Helped:

° Data Segmentation: A good data strategy would involve segmenting critical data and sensitive
internal communications from less sensitive data, making it harder for attackers to access everything
in a single breach.

° Incident Response and Recovery: A well-defined incident response plan, integrated into the data
governance framework, would have enabled faster response and recovery, potentially minimizing the
damage.

° Data Retention Policies: The breach revealed embarrassing old emails and documents, suggesting
the lack of proper data retention and deletion policies. A strong data strategy could have enforced
regular data purging to reduce the amount of sensitive information at risk.

Takeaway: The Sony hack demonstrates the importance of having a proactive data strategy that
incorporates strong segmentation, retention, and response policies, especially in industries handling highly
sensitive information.



Yahoo Data Breaches (2013 and 2014)

Problem: Yahoo suffered two of the largest data breaches in history, exposing the information of 3 billion
accounts. The breach included names, email addresses, and hashed passwords, with poor incident
management leading to delays in disclosure.

How a Strong Data Strategy Could Have Helped:

° Proactive Incident Detection: A robust data strategy that prioritized real-time monitoring and
incident detection could have identified the breach sooner, reducing exposure.

° Stronger Password Encryption: Yahoo'’s data strategy should have focused on using stronger
encryption techniques for passwords, rather than outdated hashing methods like MD5, which are
easily compromised.

° Breach Disclosure Protocols: A comprehensive data governance framework would have included
clear guidelines for the prompt and transparent disclosure of breaches, minimizing reputational
damage.

Takeaway: Yahoo's failure to protect and respond adequately highlights the need for organizations to
integrate advanced encryption, monitoring, and breach response mechanisms into their data strategy.



LinkedIn Data Breach (2021)

Incident: A hacker scraped data from 700 million LinkedIn profiles, which included names, email addresses,
phone numbers, and professional information. This data was made available for sale on the dark web.

Application Security Issue:

LinkedIn’s application lacked sufficient protection against APl scraping. The breach was not due to
unauthorized access to internal systems but to the abuse of publicly available data through LinkedIn’s API.
While the data scraped wasn’t private in nature, the lack of rate limiting or detection of abnormal API usage
led to a large-scale data breach.

Link to Data:
Though the data accessed wasn’t confidential, LinkedIn still faced scrutiny because sensitive information like
emails and phone numbers were exposed, potentially leading to phishing attacks and identity theft.

Takeaway: Application security needs to address not only preventing unauthorized access but also protecting
data that could be misused if aggregated at scale. API security measures such as rate limiting, user activity
monitoring, and behavior analysis could have mitigated this breach.



MyFitnessPal Data Breach (2018)

Incident: MyFitnessPal, owned by Under Armour, experienced a data breach exposing 150 million user
accounts. The attackers obtained usernames, email addresses, and hashed passwords.

Application Security Issue:

The breach was linked to a vulnerability in password hashing algorithms used by the MyFitnessPal
application. Though the passwords were hashed, they were hashed using the outdated MD5 algorithm, which
is vulnerable to brute-force attacks. Attackers could easily crack many of the passwords by exploiting the
weak hashing method.

Link to Data:

Weak password hashing compromised the security of user data, making it easier for attackers to reverse the
hashed passwords. Despite the initial layer of protection, the choice of algorithm was insufficient to protect
sensitive information.

Takeaway: Strong hashing algorithms like bcrypt or Argon2 are essential for securely storing passwords.
This example highlights the critical need to regularly update and assess the cryptographic standards used in
applications to protect user data.



Slack OAuth Token Incident (2015)

Incident: Slack suffered a breach where attackers accessed a database containing OAuth tokens used for
integration with external applications. These tokens allowed access to users’ Slack accounts and the data
within them.

Application Security Issue:

The breach was caused by insecure handling of OAuth tokens, which are used by third-party applications
to authenticate users. Attackers gained access to these tokens and were able to use them to access private
messages, files, and other sensitive data within Slack accounts.

Link to Data:

This incident demonstrated how insecure application token management can lead to unauthorized access to
user data. The exposure of OAuth tokens gave attackers a direct path to sensitive information stored within
the Slack application.

Takeaway: Secure handling of authentication tokens and the use of short-lived tokens or multi-factor
authentication (MFA) can help reduce the risk of unauthorized access. Application security is critical to
protecting data linked to third-party integrations and authentication mechanisms.
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