
HOW I DID I END UP IN YOUR 
CAR
A basic guide in car locking systems and attacks 



Why does this matter?



Most popular car attacks

• RollJam attack


• RollBack


• Passive car entering systems attack 



RollJam Attack
Steps of attack



What you get
Radio Hacker for analysis 



RollBack Attack
Restart you lock system



Which model are affected 

• Huyndai - 2015-2021 models


• KIA - 2015 - 2021 models


• Honda - different models


• Toyota - most of US models, some of EU models


• Tesla 3 - some models and modifications



Keyless entering systems
Relay attack 



Keyless entering systems



Tools - Hardware
HackRF Portapack



Tools - Hardware
Evil Crow



Tools
Evil Crow H RAT



Tools - Hardware
SDR Dongle



Tools - Software
Universal Radio Hacker



Tools - Software
RTL_433



Tools - Software
GQRX



Tools - DIY
GoGoBark
For relay attack



Tools - DIY
Hack KEY 


