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Basics

s B
XML JSON

A <empinfo> I “empinfo” :
) JSO N ) SO <employees> {
<employee> “employees” : [
<name>James Kirk</name:> {
<age>40></age> “name” : “James Kirk”,
</employee> “age” : 40,
<employee>
<name>Jean-Luc Picard</name>
<age>45</age> “name” : “Jean-Luc Picard”,
</employee> “age" : 45,
<employee>
<name>Wesley Crusher</name>
<age>27<fage> “name” : “Wesley Crusher”,
</employee> “age” : 27,
<femployees>
</empinfo>
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{

GET https://sample.com/person/1
person {

firstName
REST JSON VS

lastName
“firstName”: “John”™,
“middleName™”: “Andrew™
“lastName™: “Smith”,
“email”: “jas1992egmail.com”,
“relationshipStatus”: “single” “data”: {
“person™: {
“firstName”: “John",
“lastName”: “Smith”,

GRAPHQL JSON

)
=]
-
tsnnm

'SRPC

REST Client gRPC Client

data: [
GET/ {id: 1, url: *.}, _
albums/:album_ {id: 2, url: "} function

l_] id/assets ] getAlbum(id);

' return
<Serialized>

{
GET/ data: [ Album;
assets/:asset_id {author_id: 32, text: ..."},
/comments (for {author_id: 243, text: "...}
each asset) ]

=]
(— +] REST Server
[= =]
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e declaratio déclares what ti
a specific command.

IMPERATIVE (“how to make the changes”)

API
CONTROLLER “Change this and that and the other thing”

RESOURCE
CONTROLLER “Here’s what | want, make it so.”

DECLARATIVE (“here’s the changes | want made”)
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Payload Signature

e64enc({ HMACSHA256(

“iss": "toptal.com”, base64enc(header)
"exp”: 1426420800, ++,

“"company": “Toptal”, base64enc(payload)
“"awesome": true . secretKey)
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© s OAuth Provider
Microsoft Azure AD

Postman gets
access token

API request/response

B S

Postman as BIG-IP APM as API Servers
OAuth client OAuth resource server
and APl Gateway

(4) Accesses User Data

<

Co'am ™
S
Client Application (3) Issues

Access Token
Delegates

(1) Accesses
Services

(2) User authenticates,

User Authorization Server
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End users

APl Gateway

Restful API
SOAP Service

Restful AP

Partner/Public

App SOAP Service

Public Web application
internet firewall
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Microservices and ° oy Runtime Application
APIs Protection o ! Self-Protection

Capabilities

Advanced D = Malicious bot

rate limiting g c protection

DDoS protection
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2019 2023

API01:2019 Broken Object Level Authorization API01:2023 Broken Object Level Authorization
API02:2019 Broken User Authentication API02:2023 Broken Authentication
API03:2019 Excessive Data Exposure API03:2023 Broken Object Property Level Authorization NEW

API04:2019 Lack of Resources & Rate Limiting / API04:2023 Unrestricted Resource Consumption NEW

API05:2019 Broken Function Level Authorization API05:2023 Broken Function Level Authorization

API06:2019 Mass Assignment API06:2023 Unrestricted Access to Sensitive Business Flows £\
API07:2019 Security Misconfiguration \ API07:2023 Server Side Request Forgery NEW
API08:2019 Injection N API08:2023 Security Misconfiguration

API09:2019 Improper Assets Management API09:2023 Improper Inventory Management

API02019 nsuffcint Loggng & onioring \\\\wmwmmeww
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nt and sends

ve their user
rid-1a-
la-1234 GET hitps://api.example.com/v2/userid-1a-1234/userinfo

econd legitimate account, Cookie: _userld=userid-1a-1234

GET https./fapi.example.com/v2/userid-zz-9999/userinfo
Cookie: _userld=userid-zz-9999

DELETE https.//api.example.com/2/userid-zz-9999
Cookie: _userld=userid-zz-9999
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GET https.//api.example.com/api/vZ/user
Body

{
%a lly " “12345",

eges.
o Server Response
Body

{

“internal_app_id": "xyz123’,
‘email”: ‘john@example.com”,
‘phone”: “123456789",

nt privi

API Endpoints

Attacker ' }
PUT https.//api.example.com/apilv2/user/12345

oBody

B 3

‘internal _app_id" "xyz123",
‘email”: "john@example.com’,
‘phone”; 123456789’

'user admin”: “true”,

L]

“user.role”; “admin”,
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API Endpoint
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GET htfps://api.example.com/v2/userid-1a-1234/userinfo

Attacker
DELETE https//api.example.com/v2/userid-1a-2222

Internal Resources
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Body

id”: “12345",
“‘customer”: “John Hacker”,
“guantity”: “1°,
“price: 130.00
}

POST https:/api.example.com/apifv2/user/1 2345

B

POST hilps//api example. com/apiv2/iuser/1 2345

API Endpoint

POST https:/api.example.com/apifv2/user/1 2345
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HTTP request with SSRF payload Server processes SSRF request, triggers (I
o malicious request to internal resources -

1 (000
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Attacker API Server

o < : : < ‘ - Internal Resources

Stolen sensitive user data Returns sensitive user data
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Attacker o API Endpoints e Database Server

GET https./api.example.com/v1/user?="1'="1 SELECT * FROM users WHERE ID= ...
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Compromises third-party APl to send - Sends request to third-party APl with
redirections to altacker's malicious site Th ird—party sensitive information payload
API server >

Returns redirection response to
............................. Attacker malicious site

o APl server

X

Stolen sensitive user data __ Follows redirection and sends
sensitive information to

— malicious site

as a copy of t Attacker’s o

malicious site
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https://tryhackme.com/
https://academy.hackthebox.com/

G

() https://academy.hackthebox.com/dashboard
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Authentication

m Japi/vi/authentication/customers/passwords/rg
Japi/vi/authentication/customers/passwords/rg

Japi/vli/authentication/customers/passwords/re

Japi/vi/authentication/customers/sign—in Signs

m Japi/vi/authentication/suppliers/sign—in Signs

Use this endpoint 1o sign with the credentials of a Supplier

Parameters
No parameters

Request body

{
“Email™: “htbpentesterl@pentestercompany.com”,
"Password”: “HTBPentes]"

b 4

METHOD

HEADERS “ |3

Authorizatio

isAdmin

Cm 2 Iry
o nu ck Learn

il Medium (® 180 min

VULNERABLE

ME o HOST [ ™" PORT ] [ PATH [ *?" QUERY ])

T/apirule5/users_v

¥ QUERY PARAMETERS

b BOD

YWxpY2UBdGVzdCFAISK | x XHR does not allow payloads

1



POST http://example.com/xml H

<?» version="1.0" encoding="1S

<! [YPI tewal |
<!ELEMENT external ANY>
<VENTIT SYSTEM

‘ “file:///etc/system.d">
1>

<cextel >

Userld: ‘1[15 OR 1=1

Then, the SQL statement will look like this:
1L
| SELECT *= FROM Users WHERE UserId = 185 OR 1=1;






https://owasp.org/API-Security/editions/2023/en/0x11-t10/
https://www.f5.com/glossary/owasp-api-security-top-10
https://my.f5.com/manage/s/article/K000135973
https://www.youtube.com/watch?v=YYe0FdfdgDU
https://swagger.io/docs/specification/v3_0/about/
https://petstore3.swagger.io/
https://www.youtube.com/watch?v=o6d6BjX-Iys

porey | Linkedln

1 FIND YOUR LACK OF USE

OF OWASP,DISTURBING


https://www.linkedin.com/in/nikolay-dimitrov-a26781b9/
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