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About me

• Peter Djalaliev, aka @herebedragons

• Senior Penetration Tester in AMATAS since 2022

• Husband and father of a little tornado and aspiring hacker

• PhD, Computer Science, University of Pittsburgh, USA

• 20 years experience in information security

  (e.g. Blue Coat, Symantec, Broadcom)
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Simple Network Management Protocol (SNMP)

• Layer 7 network protocol for monitoring and management of remote 
system.

• SNMP v1/v2c access control: community strings
• read-only
• read-write
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Management Information Base (MIB)

• A database of variables monitored and managed over SNMP.

• Identified by hierarchical OIDs.



05

Net-SNMP

• Popular SNMP protocol implementation in Linux distributions.

• Provides the NET-SNMP-EXTEND-MIB extension MIB.

• Shell script/OS command execution
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snmpd.conf

• Linux distributions typically store Net-SNMP configuration in 
/etc/snmp/snmpd.conf
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Web UI CRLF Injection → OS Command Injection
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Web UI CRLF Injection → OS Command Injection

• Additional SNMP directives: exec, pass, sh
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OS Command Injection via Backup/Restore

• Network devices often support backup/restore of system 
configuration.
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Q & A
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