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Effective Threat 
Modeling



Danny (me@dnny.sh):

● AppSec engineer

● Former backend eng.

● Offensive & Defensive tools developer

● Interested in:

○ Web Security Research

○ Penetration Testing

○ Bug bounty hunting
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Threat Modeling
OWASP Sofia

● A proactive process
● Thinking like an 

attacker
● Collaborative 

exercise



Why do we care?
OWASP Sofia

● Saves time & 
money

● Advocates security 
awareness● CRA
○ Fines of up to €15 

million
● It’s cool!



When?
OWASP Sofia

● Planning
○ High-Level threat modelling

● Requirements
○ Technical non-functional 

security req.
● Design
○ Formal diagram

● Implementation
○ Refine

● Testing & Integration
○ Supportive role

● Maintenance
○ Prevents security decay over 

time



Frameworks
OWASP Sofia

STRIDE: 
○ Spoofing
○ Tampering
○ Repudiation
○ Information 

Disclosure
○DoS
○ Privilege 

Escalation



Frameworks
OWASP Sofia

DREAD (for 
scoring):
○Damage
○ Reproducibility
○ Exploitability
○ Affected users
○Discoverability



OWASP Sofia

“We predict that by 2028, AI-powered 
security testing tools will outnumber 
human pentesters.”

Tip #1
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Tip #1
OWASP Sofia

- Use AI

●DEMO
● Privacy Concerns?
○ Local Model 

(Qwen) + RAG 
○Masking 



Tip #2
OWASP Sofia

- Gamifying threat 
modeling

EoP
○Makes it inclusive
○ Low entry-level 

barrier
○ Competitive 

thinking ⇒ creativity



Tip #3
OWASP Sofia

●Whiteboards and 
Paper

- Start Simple: No Fancy 
Tools Required

●Digital tools:
○Draw.io
○ Excalidraw
● Specialized tools:
○OWASP Threat 

Dragon



TLDR;
OWASP Sofia

Key times to threat model:

- Requirements & Design 
phases

- Major feature or 
architectural change

- Before release
- After incident or 

periodically



Thank you!
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Q & A
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