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owasp s whoami

Danny (me@dnny.sh):
e AppSec engineer
e Former backend eng.
e Offensive & Defensive tools developer
e [nterested In:
o Web Security Research
o Penetration Testing

Bug bounty hunting
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1. What Is threat modeling?
2. Why do we care?

3. How & When we do 1t?

4. Practical Tip #1
5. Practical Tip #2
o. Practical Tip #3
7. TLDR;
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Threat Modeling

e A proactive process

e Thinking like an
attacker

e Collaborative
exerclse
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Why do we care?

e Saves time &
money L k)
e Advocates security | } : l
® SLiAYeness e Ay
o Fines of up to €15 el ..\ '3
mMillion
e |[t's cool
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OWASP Sofia W h e n ?

e Planning
o High-Level threat modelling
e Reqguirements
o Technical non-functional
security rea.
e Design
o Formal diagram
e Implementation
o Refine

Planning

?

a ' e
pON

Testing &

e Testing & Integration integration
o Supportive role
e Maintenance
o Prevents security decay over
time
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Frameworks

STRIDE: ' 5
. a ’9 .
O S p O Ofl n g Spoofing: Tampering:
Pretending to be Altering data or co

O Ta m pe ri n g sor;l;znac-zc :és;;to maliciously.
o Repudiation ¢ 2

ﬂmv ()
O | n fO r m a t i O ﬂ Information Repudiation
Disclosure: Denying an action

takenin a

Disclosure MG Sl
o DOS :6 -:
O p r |V| | eg e Denial of Service  Elevation of

Escalation

(DoS) Privilege
Making a system  Gaining higher access
unavailable. than permitted

B 57
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Framework

DREAD (for
scoring): Threat 1
o Damage

o Reproducibility
o Exploitability

o Affected users

o Discoverabillity
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Cybersecurity AI (CAI)

© Milestones

“We predict that by 2028, Al-powered
security testing tools will outnumber

- i

human pentesters.” e
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HackerOne Leaderboard

All leaderboards are based on the selected time period.
Select date range
BBP VDP All Apr-Jun 2025

= Boosting offensive security with Al

< Country United States of America (US)

XBOW autonomously finds and exploits
vulnerabilities in 75% of web benchmarks

Top hackers with the highest reputation gain within the selected country and time period.

z 75% 72% 85%

™2
xbow
n3rdnymph r3aper PortSwigger PentesterLab Novel
Labs Exercises Benchmarks

Reputation 1453 Signal 5.39 Reputation
Signal 7.00 Impact Signal

impact impact

Reputation Signal

. @ — 1610 6.39
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sirius @ e T

E\YY ‘\,‘j.

.
to be honest, | don't have the energy to become a millionaire bug hunter.
pretty sure @HacktronAl’s gonna do it for me. not even joking.

.HacktronAl HacktronAl - May 14
just getting started.

just scored my first bounty — $700 on @Bugcrowd.

million-dollar bug hunter Al arc loading.

FU | Iy a UtOQQmOUS Mobile Apps rewarded

offensive security. | @ o SQL Injection M
g - [ \ith 00

vuinerabllities, and writes exploits.

Noob,

Congratulations! - awarded
$700 for your submission SQL Injection -




OWASP Sofia Tip #1 - Use Al

e DEMO
e Privacy Concerns?
o Local Model
QWen + RAG
o Masking




OWASP Softs T|p #2 Gamifying threat

modeling

EoP
o Makes It Inclusive
o Low entry-level
barrier
o Competitive
thinking = creativity




OWASP Softa Tlp #3 Start Simple: No Fancy

Tools Required

e \Whiteboards and
Paper ‘
e Digital tools:
o Draw.io

o Excalidraw
e Specialized tools:

o OWASP Threat

% Dragon
N




= TLDR:

Key times to threat model:

Create Higk-level threat wmodel
(or generate it with AI)

Embed security
requirements in the
architecture

Iterate until threat

- Requirements & Design S
phases
- Major feature or
architectural change o
- Before release
- After Incident or
periodically e DA

For each sink &
source of data

i needed

3. Assign response:
- ACCEPT
For each Qdenti{:ied> - MITIGATE
issue - ELIMINATE
~“TRANSFER

2. Think of a potential
iSsue
(use STRIDE + EoP)
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