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He said binary exploitation is fun
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Introduction

Preliminary knowledge
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Memory Corruption Vulnerabilities

Memory corruption vulnerabilities occur when a flaw in software leads to the modification of 
memory in unintended ways, potentially causing unexpected behaviour or providing avenues for 
exploitation. These vulnerabilities can be enabled by various execution errors or coding mistakes, 
such as improper input validation, incorrect memory allocation, or failure in memory 
management operations. 

The root cause of memory corruption often lies in the software’s inability to correctly manage 
memory operations. For instance, when a program writes more data to a buffer than it can hold 
(buffer overflow), it ends up overwriting adjacent memory. Similarly, accessing memory after it 
has been freed (use-after-free) or freeing the same memory space more than once (double-
free) leads to corruption. 

These issues primarily arise due to the complexity of manual memory management in languages 
like C and C++, and the challenges associated with ensuring that all memory operations are safe. 
Developers must vigilantly check their code for these vulnerabilities, as exploiting them can lead 
to severe security breaches, crashes, and data leakage.
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Memory Corruption Vulnerabilities

The impacts of memory corruption vulnerabilities can be severe, 
including system compromise, data theft, and unauthorized access. 
In the worst-case scenario, attackers exploiting these vulnerabilities 
can gain control over a system, enabling them to execute arbitrary 
code with the permissions of the application affected by the memory 
corruption.

Memory corruption vulnerabilities can also undermine the reliability 
and stability of software, leading to unexpected crashes and 
undetermined behaviour. These issues can damage user trust, result 
in operational and reputational damage for organizations and even 
endanger people’s lives when impacting critical industrial or medical 
systems. 
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Some examples

● Buffer Overflows - Buffer overflows occur when data exceeds its allocated memory space, overwriting adjacent 
memory. This often results from inadequate input validation, allowing attackers to inject malicious code or 
manipulate the program’s control flow.

● Use-After-Free Vulnerabilities - Use-after-free vulnerabilities occur when a program attempts to use memory after 
it has been freed, leading to undefined behaviour. Attackers exploit these vulnerabilities to execute arbitrary 
code or corrupt data by manipulating the freed memory before it’s reused.

●Double-Free - Double-free errors occur when a program mistakenly frees the same memory region more than 
once, leading to memory corruption or crashes. They often result from logic errors in the program’s flow and can 
be exploited to perform malicious actions, similar to use-after-free vulnerabilities.

● Format String Vulnerabilities - Format string bugs occur when user input is passed directly to printf-family 
functions without proper format specifiers. Attackers can use format specifiers like %x to read from the stack, %n 
to write to arbitrary memory locations, and chain these primitives to achieve code execution.

● Integer Overflows/Underflows - Integer overflow vulnerabilities happen when arithmetic operations exceed the 
maximum value a data type can hold, causing wraparound. These can lead to buffer overflows, incorrect 
memory allocations, or bypassed security checks - often serving as the first step in exploitation chains.
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x86/x64

While the majority of Windows operating systems in use today are 64-bit, many 
applications are 32-bit. This is possible on the Windows platform due to the Windows 
on Windows 64 (WOW64) implementation. On workstations this includes applications 
like the Microsoft Office suite and many enterprise server-side applications are also 
still 32-bit.

This talk is about the 32-bit architecture, due to the huge amount of knowledge 
required to learn and become proficient in exploit development. It should also be 
noted that most techniques on 32-bit can be adapted to 64-bit, so learning them in-
depth on 32-bit is important.
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Virtual Memory
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Memory in modern operating systems is not mapped 
directly to physical memory (i.e the RAM). Instead, 
virtual memory addresses are used by processes that 
are mapped to physical memory addresses via the 
MMU. There are several reasons for this but ultimately 
the goal is to save as much physical memory as 
possible. Virtual memory may be mapped to physical 
memory but can also be stored on disk. With virtual 
memory addressing it becomes possible for multiple 
processes to share the same physical address while 
having a unique virtual memory address. Virtual 
memory relies on the concept of Memory paging which 
divides memory into chunks of 4kb called "pages".



Program Memory
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When a binary application is executed, it allocates 
memory in a very specific way within the memory 
boundaries used by modern computers. We can see 
how process memory is allocated in Windows between 
the lowest memory address (0x00000000) and the 
highest memory address (0x7FFFFFFF) used by 
applications. When a thread is running, it executes code 
from within the Program Image or from various 
Dynamic Link Libraries (DLLs). 



The Stack
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When a thread is running, it executes code from within the 
Program Image or from various Dynamic Link Libraries 
(DLLs). The thread requires a short-term data area for 
functions, local variables, and program control information, 
which is known as the stack. To facilitate the independent 
execution of multiple threads, each thread in a running 
application has its own stack.

Stack memory is "viewed" by the CPU using a Last-In, First-
Out (LIFO) structure. This essentially means that while 
accessing the stack, items put ("pushed") on the top of the 
stack are removed ("popped") first. The x86 architecture 
implements dedicated PUSH and POP assembly instructions 
to add or remove data to the stack respectively.



The Stack
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void function() { 
 bool male = true; 
 string name = "John Doe"; 
 int age = 24; 
 bool adult = true; 
}
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CPU Registers
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Several registers such as EAX, EBX, ECX, EDX, ESI, and EDI are often 
used as general purpose registers to store temporary data. There is 
much more to this discussion, but the primary registers for our 
purposes are described below:

● EAX (accumulator): Arithmetical and logical instructions

● EBX (base): Base pointer for memory addresses

● ECX (counter): Loop, shift, and rotation counter

● EDX (data): I/O port addressing, multiplication, and division

● ESI (source index): Pointer addressing of data and source in string 
copy operations

● EDI (destination index): Pointer addressing of data and 
destination in string copy operations



CPU Registers
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● ESP – (Stack Pointer): The stack is used for storage of data, pointers, and 
arguments. Since the stack is dynamic and changes constantly during program 
execution, the stack pointer ESP keeps "track" of the most recently referenced 
location on the stack (top of the stack) by storing a pointer to it. (A pointer is a 
reference to an address (or location) in memory. When we say a register "stores a 
pointer" or "points" to an address, this essentially means that the register is storing 
that target address.) 

● EBP – (Base Pointer): Since the stack is in constant flux during the execution of a 
thread, it can become difficult for a function to locate its stack frame, which stores 
the required arguments, local variables, and the return address. EBP, the base 
pointer, solves this by storing a pointer to the top of the stack when a function is 
called. By accessing EBP, a function can easily reference information from its stack 
frame (via offsets) while executing.

● EIP – (Instruction Pointer): EIP, the instruction pointer, is one of the most important 
registers for our purposes as it always points to the next code instruction to be 
executed. Since EIP essentially directs the flow of a program, it is an attacker's 
primary target when exploiting any memory corruption vulnerability such as a 
buffer overflow.



Calling conventions
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Calling conventions describe how functions receive their 
parameters from their caller and how they return the result. 
The x86 architecture allows for the use of multiple calling 
conventions. The difference in their implementation consists 
of several factors such as how the parameters and return 
value are passed (placed in CPU registers, pushed on the 
stack, or both), in which order they are passed, how the stack 
is prepared and cleaned up before and after the call, and 
what CPU registers the called function must preserve for the 
caller.

Generally speaking, the compiler determines which calling 
convention is used for all functions in a program, however, in 
some cases, it is possible for the programmer to specify a 
specific calling convention on a per-function basis.



DLLs
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DLLs are shared libraries of executable functions or 
data that can be used by multiple applications 
simultaneously. They are used to export functions to be 
used by a process. Unlike EXE files, DLL files cannot 
execute code on their own. Instead, DLL libraries need 
to be invoked by other programs to execute the code. 
For example CreateFileW is exported from kernel32.dll, 
therefore if a process wants to call that function it 
would first need to load kernel32.dll into its address 
space.

Some DLLs are automatically loaded into every process 
by default since these DLLs export functions that are 
necessary for the process to execute properly. A few 
examples of these DLLs are ntdll.dll, kernel32.dll and 
kernelbase.dll. The image below shows several DLLs 
that are currently loaded by the explorer.exe process.



Windows APIs
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Windows APIs
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Reverse shell
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Publicly-available reverse shells written in C 
reveals that most of the required APIs are 
exported by Ws2_32.dll. We first need to 
initialize the Winsock DLL using WSAStartup. This 
is followed by a call to WSASocketA to create the 
socket, and finally WSAConnect to establish the 
connection. The last API we need to call is 
CreateProcessA from kernel32.dll. This API will 
start cmd.exe.



Tools: WinDBG
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Tools: IDA
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Tools: SysInternals
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Tools: Wireshark
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Buffer Overflooooooooooooooow
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Stack Overflows Introduction
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The following is a very basic C source code for an application 
vulnerable to a buffer overflow.

In this case, the main function first defines a character array named 
buffer that can fit up to 64 characters. Since this variable is defined 
within a function, the C compiler will treat it as a local variable and 
will reserve space (64 bytes) for it on the stack. Specifically, this 
memory space will be reserved within the main function stack frame 
during its execution when the program runs. As the name suggests, 
local variables have a local scope, which means they are only 
accessible within the function or block of code they are declared in. 
In contrast, global variables are stored in the program .data section, 
a different memory area of a program that is globally accessible by 
all the application code.



Stack Overflows Introduction
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Stack Overflows Introduction
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When a function ends its execution, the return address is taken from 
the stack and used to restore the execution flow to the calling 
function. In our basic example, when this happens for the main 
function, the overwritten return address will be popped into the 
Extended Instruction Pointer (EIP) CPU register.

At this point, the CPU will try to read the next instruction from 
0x41414141 (0x41 is the hexadecimal representation of the ASCII 
character "A"). Since this is not a valid address in the process memory 
space, the CPU will trigger an access violation, crashing the 
application.

The EIP register is used by the CPU to direct code execution at the 
assembly level. Therefore, obtaining reliable control of EIP would 
allow us to execute any assembly code we want and eventually 
shellcode to obtain a reverse shell in the context of the vulnerable 
application.



Shellcode
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Shellcode is a set of CPU instructions meant to be 
executed after a vulnerability is successfully exploited. 
Shellcode is generally written in the assembly 
language first, and then translated into the 
corresponding hexadecimal opcodes, which can be 
used to directly manipulate CPU registers, and call 
system functions.



Shells
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Memory Protection
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ASLR DEP



Exploiting BOF
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BOF with POC
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 1. #!/usr/bin/python 
 2. import socket 
 3. import sys 
 4.   
 5. try: 
 6.   server = "192.168.194.10" 
 7.   port = 80 
 8.   size = 1600 
 9.   inputBuffer = b"A" * size 
10.   content = b"username=" + inputBuffer + b"&password=A" 
11.   
12.   buffer = b"POST /login HTTP/1.1\r\n" 
13.   buffer += b"Host: " + server.encode() + b"\r\n" 
14.   buffer += b"User-Agent: Mozilla/5.0 (X11; Linux_86_64; rv:52.0) Gecko/20100101 
Firefox/52.0\r\n" 
15.   buffer += b"Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n" 
16.   buffer += b"Accept-Language: en-US,en;q=0.5\r\n" 
17.   buffer += b"Referer: http://10.11.0.22/login\r\n" 
18.   buffer += b"Connection: close\r\n" 
19.   buffer += b"Content-Type: application/x-www-form-urlencoded\r\n" 
20.   buffer += b"Content-Length: "+ str(len(content)).encode() + b"\r\n" 
21.   buffer += b"\r\n" 
22.   buffer += content 
23.   
24.   print("Sending evil buffer...") 
25.   s = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 
26.   s.connect((server, port)) 
27.   s.send(buffer) 
28.   s.close() 
29.    
30.   print("Done!") 
31.    
32. except socket.error: 
33.   print("Could not connect!") 
34.   



Attach and send exploit
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41414141
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overflooooooooow
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which A? 

14/10/2025 43



Aa0Aa1Aa2
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offset
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BBBB
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it's all coming together
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Sanity check
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Before EIP

EIP

After EIP



ESP changes?
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JMP ESP
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update exploit
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BP JMP ESP
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\x00 = bad  
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send and resend and resend…
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bad chars found 
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0x00, 0x0A, 0x0D, 0x25, 0x26, 0x2B, 0x3D



good chars only
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sh3llc0de
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shellcode for reverse shell



buf += shellcode
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ready, set…
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GO
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all's well that ends well
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another one
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no “ “ 
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Only 12 bytes of space. 
What an ick.



just move ESP
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Data Execution Prevention (DEP)
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Data Execution Prevention
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To exploit a traditional stack overflow vulnerability, we would 
place our shellcode in the buffer that overwrites the stack. 
Then, we would locate and use an assembly instruction like 
"JMP ESP", which effectively transfers execution to the stack. 
DEP was created to mitigate this type of exploit technique. It 
was invented with hardware support from Intel CPUs and 
eventually implemented in the Windows operating system in 
2003.

DEP sets the non-executable (NX) bit that distinguishes 
between code and data areas in memory. An operating 
system supporting the NX bit can mark certain areas of 
memory non-executable, meaning the CPU won't execute 
any code residing there. This technique can be used to 
prevent malware from injecting code into another program’s 
data storage area and then running that code.
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Return Oriented Programming
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By combining a large number of short instruction sequences, 
we can build gadgets that allow arbitrary computation and 
perform higher-level actions, such as writing content to a 
memory location.
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Defeating DEP
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At this point, depending on our goals and on the number of gadgets we can obtain, there are two different approaches we could take:

● Build a 100% ROP shellcode.

● Build a ROP stage that can lead to subsequent execution of traditional shellcode.

One way to implement this ROP attack is to allocate memory using the Win32 VirtualAlloc API. A different approach to bypass DEP could 
be to change the permissions of the memory page where the shellcode already resides by calling the Win32 VirtualProtect API. The 
address of VirtualProtect or VirtualAlloc is usually retrieved from the Import Address Table (IAT) of the target DLL. Then the required API 
parameters can be set on the stack before the relevant APIs are invoked.

Often, it's not possible to predict argument values before triggering the exploit, so we can use ROP itself to solve this problem as well. In 
the buffer that triggers the vulnerability, we can create a skeleton of the function call and then use ROP gadgets to dynamically set the 
parameters on the stack.

Another alternative to bypass DEP, we could use the Win32 WriteProcessMemory API. The idea is to hot-patch the code section 
(specifically, the .text section) of a running process, inject shellcode, and then eventually jump into it. We don’t fight DEP here, we just 
follow its rules.
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Bad characters: 0x00, 0x09, 0x0A, 0x0B, 0x0C, 0x0D, 0x20 
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VirtualAlloc 
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VirtualAlloc can reserve, commit, or 
change the state of a region of pages in 
the virtual address space of the calling 
process.



VirtualAlloc 
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If the lpAddress parameter points to an address belonging to a previously 
committed memory page, we will be able to change the protection 
settings for that memory page using the flProtect parameter.

As shown in the function prototype, VirtualAlloc requires a parameter 
(dwSize) for the size of the memory region whose protection properties we 
are trying to change. However, VirtualAlloc can only change the memory 
protections on a per-page basis, so as long as our shellcode is less than 
0x1000 bytes, we can use any value between 0x01 and 0x1000.

The two final arguments are predefined enums. flAllocationType must be 
set to the MEM_COMMIT enum value (numerical value 0x00001000), 
while flProtect should be set to the PAGE_EXECUTE_READWRITE enum 
value (numerical value 0x00000040).1 This will allow the memory page to 
be readable, writable, and executable.

0d2be300 75f5ab90 -> KERNEL32!VirtualAllocStub

0d2be304 0d2be488 -> Return address (Shellcode on the stack)

0d2be308 0d2be488 -> lpAddress (Shellcode on the stack)

0d2be30c 00000001 -> dwSize

0d2be310 00001000 -> flAllocationType

0d2be314 00000040 -> flProtect



VirtualAlloc 
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There are a few things to note.

●We do not know the VirtualAlloc address beforehand.
●We do not know the return address and the lpAddress argument beforehand.
●dwSize, flAllocationType, and flProtect contain NULL bytes.

We can deal with these problems by sending placeholder values in the skeleton. We'll then assemble ROP 
gadgets that will dynamically fix the dummy values, replacing them with the correct ones.
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Adding ~80 more gadgets… 



Address Space 
Layout Randomization 

(ASLR)
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ASLR

14/10/2025 87

ROP evolved over time to make many basic stack buffer overflow 
vulnerabilities, previously considered un-exploitable because of DEP, 
exploitable. The goal of ASLR was to mitigate exploits that defeat DEP 
with ROP. At a high level, ASLR defeats ROP by randomizing an EXE or 
DLL's loaded address each time the application starts.
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To bypass ASLR:

• Exploit modules that are compiled without ASLR 
• Exploit low entropy with partial overwrite
• Brute force a base address
• Leverage an information leak.
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If you want to learn more…
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Books:

• Hacking: The Art of Exploitation (2nd Edition)
• The Shellcoder's Handbook (2nd Edition)
• Gray Hat Hacking: The Ethical Hacker's Handbook (6th Edition)
• From Day Zero to Zero Day: A Hands-On Guide to Vulnerability Research
• A Guide to Kernel Exploitation: Attacking the Core
• The Art of Software Security Assessment
• Blue Fox: Arm Assembly Internals and Reverse Engineering
• Practical Binary Analysis
• Rootkits: Subverting the Windows Kernel
• Heap Exploitation (Dhaval Kapil)
• A Noob's Guide To ARM Exploitation
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