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Basics

What is Privilege Escalation?

,Privilege escalation is the act of exploiting a bug, design flaw
or configuration oversight in an operating system or software
application to gain elevated access to resources that are
normally protected from an application or user. The result is that
an application with more privileges than Iintended by
the application developer or system administrator can
perform unauthorized actions.”

Wikipedia



Basics

You Start Here
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DOMAIN ADMIN

8

meinegenerawor.net

Your Target
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Sysinternals
the Windows part
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Sysinternals

What is Sysinternals?

Windows Sysinternals is a part of the Microsoft

TechNet website which offers technical resources and utilities to
manage, diagnose, troubleshoot, and monitor a Microsoft
Windows environment.

- Wikipedia



Lots of nice tools

AccessChk
Autologon
Contig
Disk2vhd
EFSDump
LDMDump
MoveFile
ProcDump
PsGetSid
PsLoggedOn
PsSuspend
SDelete
Strings

VolumelD

AccessEnum
Autoruns
Coreinfo
DiskExt
FindLinks
ListDLLs
NTFSInfo
Process Explorer
Psinfo
PsLoglist
RAMMap
ShareEnum
Sync

Whols

AdExplorer
Bginfo
Ctrl2Cap
DiskMon
Handle
LiveKd
PendMoves
Process Monitor
PsPing
PsPasswd
RegDelNull
ShellRunas
Sysmon

WinObj

AdInsight
CacheSet
DebugView
DiskView
Hex2dec
LoadOrder
Pipelist
PsExec
PsKill
PsService
Registry Usage (RU)
Sigcheck
TCPView

Zoomlt
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AdRestore
ClockRes
Desktops

Disk Usage (DU)
Junction
LogonSessions
PortMon
PsFile

PsList
PsShutdown
Reglump
Streams

VMMap
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AdRestore
ClockRes
Desktops

Disk Usage (DU)
Junction
LogonSessions
PortMon
PsFile

PsList
PsShutdown
Reglump
Streams
VMMap



ProcMon - GUI

£J Process Monitor - Sysinternals: www.sysinternals.com =2 O X
File Edit Event Filter Tools Options Help
SEHABPETAS U/ 45 ABLTME

Time ... Process Name PID Operation Path Result Detail o
16:57:... W- Explorer.EXE 2896 [ShReadFile C:\Windows'\System32\shiwapi.dll SUCCESS Offset: 303.616. L
16:57-... B Explorer EXE 2896 [\ ReadFile C:\Windows\System32\windows storag... SUCCESS Offset: 6.753.792,
16:57.... W Searchindexer.... 1796 [ZhReadFile C:\Windows\System32\mssrch dll SUCCESS Offset: 2.181.120.
16:57:... W Bxplorer.EXE 2896 [ShReadFile C:\Windows'\System32\windows storag... SUCCESS Offset: 6.139.392,
16:57.... - Searchindexer.... 1796 [k FileSystemControlC: SUCCESS Control: FSCTL_R
16:57.... W- Searchindexer.... 1796 [Z\FileSystemControlC: Control: FSCTL_R
16:57:... "N Explorer. EXE 2896 [SAReadFile C:\Windows'\explorer.exe SUCCESS Offset: 2.091.008,
16:57:... W Explorer EXE 2896 [ShReadFie C:\Windows'\explorer exe SUCCESS Offset: 2.140.160.
16:57:... W- Explorer.EXE 2896 @{RegQueryKey HKCU\Software\Classes SUCCESS Query: Name
16:57:... W- Explorer.EXE 2896 @{RegQueryKey HKCU\Software\Classes SUCCESS Query: Handle Tag
16:57:... W Explorer. EXE 289 @{RegQueryKey HKCU\Software\Classes SUCCESS Query: Handle Tag
16:57:... W Explorer EXE 2896 @RegOpenKey  HKCU\Software\Classes\Applications\... NAME NOT FOUND Desired Access: F
16:57:... W+ Explorer.EXE 2896 @XRegOpenKey  HKCR\Applications\Procmon64 exe NAME NOT FOUND Desired Access: F
16:57:... W+ Explorer.EXE 2896 @{RegQueryKey HKCU\Software\Classes SUCCESS Query: Name
16:57:... W Explorer.EXE 2896 @{RegQueryKey HKCU\Software\Classes SUCCESS Query: Handle Tag
16:57.... W Explorer. EXE 2896 @XRegQueryKey HKCU\Software\Classes SUCCESS Query: Name
16:57:... B Explorer. EXE 2896 @XRegOpenKey  HKCU\Software\Classes\Applications\... NAME NOT FOUND Desired Access: F
16:57-... EExplomrEXE 2896 gL RegOpenKey  HKCR\Applications\Procmon64.exe NAME NOT FOUND Desired Access: F ,
( . ' - Faleces — - - » - - - - - -— cnlend Aewaas .>
Showing 41.720 of 48.540 events (85%) Backed by virtual memory
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ProcMon - GUI
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£7 Process Monitor - Sysinternals: www.sysinternals.com — O X
File Edit Event Filter Tools Options Help
PO T
PID Operation Path Result Detail e
2896 [HhReadFie C:\Windows\System32\shiwapi di SUCCESS Offset: 303.616. L
2896 [ShReadFile C:\Windows\System32\windows storag... SUCCESS Offset: 6.753.792,
N a m e Of t h e 1796 A ReadFie C:\Windows\System32\mssrch dl SUCCESS Offset: 2.181.120,
2896 [ShReadFie C:\Windows\System32\windows storag... SUCCESS Offset: 6.139.392,
1796 [ File SystemControl C: SUCCESS Control: FSCTL_R
P rO C e S S 1796 [ FileSystemControlC: Control: FSCTL_R
2896 [ZhReadFile C:\Windows\explorer.exe SUCCESS Offset: 2.091.008,
2896 [ShReadFie C:\Windows\explorer.exe SUCCESS Offset: 2.140.160.
t 1 2896 @RegQueryKey HKCU\Software\Classes SUCCESS Query: Name
exe C U I n g 289 @RegQueryKey HKCU\Software\Classes SUCCESS Query: Handle Tag
2896 @fRegQueryKey HKCU\Software\Classes SUCCESS Query: Handle Tag
2896 @{RegOpenKey  HKCU\Software\Classes\Applications\... NAME NOT FOUND Desired Access: F
2896 @{RegOpenKey  HKCR\Applications\Procmon64.exe NAME NOT FOUND Desired Access: F
2896 @{RegQueryKey HKCU\Software\Classes SUCCESS Query: Name
289 @RegQueryKey HKCU\Software\Classes SUCCESS Query: Handle Tag
2896 @RegQueryKey  HKCU\Software\Classes SUCCESS Query: Name
2896 @RegOpenKey  HKCU\Software\Classes\Applications\... NAME NOT FOUND Desired Access: F
2896 @X{RegOpenKey  HKCR\Applications\Procmon64 exe NAME NOT FOUND Desired Access: F ,
e T I B T -t ool - 1 cnlemd Aenaas )
ts (85%) Backed by virtual memory




ProcMon - GUI

Operation
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£ Process Monitor - Sysinternals: www.sysinternals.com - a X
File Edit Event Filter Tools Options Hel
FHIRE| 9 A Bl

Time ... Process Name Result Detai A
16:57.... - Explorer.EXE Windows'\System32\shiwapi dll SUCCESS Offset: 303.616. L
16:57.... - Explorer.EXE Windows\System32\windows storag... SUCCESS Offset: 6.753.792,
16:57.... "B Searchindexer.... Windows\System32\mssrch dil SUCCESS Offset: 2.181.120,
16:57.... 'B- Explorer.EXE Windows\System32\windows storag... SUCCESS Offset: 6.139.392,
16:57.... 'W- Searchindexer.... SUCCESS Control: FSCTL_R
16:57.... 'W- Searchindexer.... Control: FSCTL_R
16:57.... "B+ Explorer.EXE Windows'\explorer exe SUCCESS Offset: 2.091.008,
16:57.... "B Explorer.EXE Windows\explorer exe SUCCESS Offset: 2.140.160,
16:57.... - Explorer.EXE U\Software \Classes SUCCESS Query: Name
16:57-... - Explorer. EXE [CU\Software\Classes SUCCESS Query: Handle Tag
16:57.... - Explorer.EXE [CUN\Software\Classes SUCCESS Query: Handle Tag
16:57.... - Explorer.EXE [CU\Software\Classes\Applications\... NAME NOT FOUND Desired Access: F
16:57.... - Explorer.EXE R\Applications\Procmon64 exe NAME NOT FOUND Desired Access: F
16:57-... & Explorer. EXE [CU\Software\Classes SUCCESS Query: Name
16:57.... 'W- BExplorer EXE [CU\Software\Classes SUCCESS Query: Handle Tag
16:57:... & Explorer.EXE [CU\Software\Classes SUCCESS Query: Name
16:57.... 'W- Explorer.EXE [CU\Software\Classes\Applications'\... NAME NOT FOUND Desired Access: F
16:57-... EEprmExE [CR\Applications\Procmon64 exe NAME NOT FOUND Desired Access: F ,
; s . - el e - W [ PR pp—pm—" - bt oaal -— L) sciond Aeccas >
Showing 41.720 of 48.540 events (8§ d by virtual memory




ProcMon - GUI
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Help

£ Process Monitor - Sysinternals: www.sysinternals.com —

AL

Path

C:A\Windows\System32\shiwapi dil
C:\Windows\System32\windows storag...
C:\Windows\System32\mssrch dll
C:AWindows\System32\windows storag...
C:
c:

C:\Windows \explorer exe
C:A\Windows\explorer exe
HKCU\Software\Classes
HKCU\Software \Classes
HKCU\Software\Classes
HKCU\Software\Classes\Applications'\...
HKCR\Applications\Procmon64 exe
HKCU\Software\Classes
HKCU\Software\Classes
HKCU\Software\Classes
HKCU\Software\Classes\Applications\...
HKCR\Applications\Procmon64 exe

Ladil N P b AnePoetall o calt Tocss

Offset: 303.616, L
Offset: 6.753.792,
Offset: 2.181.120,
Offset: 6.139.392,
Control: FSCTL_R
Control: FSCTL_R
Offset: 2.091.008,
Offset: 2.140.160,
Query: Name

Query: Handle Tag

File Edit Event Filter Tools Options
FH ABEIASG O M
Time ... Process Name PID  Operation
16:57.... "B Explorer EXE
16:57.... ‘B Explorer EXE
The related 1657, % Seschindeer..
16:57.... "N Explorer. EXE
16:57.... W Searchindexer....
Path 16:57.... ' Searchindexer....
16:57... B- BExplorer.EXE
16:57:... W BExplorer.EXE
16:57.... "W Explorer. EXE
16:57:... W Explorer EXE
16:57.... ‘W Explorer EXE
16:57:... W BExplorer.EXE
16:57.... "W Explorer. EXE
16:57:... W Explorer. EXE
16:57:... W- Explorer.EXE
16:57.... ‘B Explorer EXE
16:57.... "N Explorer. EXE
16:57:... W- Explorer EXE
<
Showing 41.720 of 48.540 events (85%)
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ProcMon - GUI

£J Process Monitor - Sysinternals: www.sysinternals.com = 0 X

File Edit Event Filter Tools Options Help

FHIQBRE AS U A A LW

Time ... Process Name PID Operation Path

1657... W BxplorerEXE 2896 [BAReadFie C:\Windows\System32\shiwapi di
Re su |t 1657... W BxplorerEXE 2896 [BAReadFie C:\Windows\System32\windows storal...

16:57... W Searchindexer... 1796 [BhReadFie C:\Windows\System32\mssrch di

16:57... W BxplorerEXE 2896 [BhReadFie C:\Windows\System32\windows storal...

16:57.... W- Searchindexer... 1796 [\ FileSystemControlC:
16:57.... - Searchindexer.... 1796 [ShFileSystemControlC:

16:57... - Explorer EXE 2896 [PhReadFile C:\Windows \explorer exe
16:57-... W Explorer EXE 2896 [BhReadFile C:\Windows \explorer exe
16:57-... - Explorer. EXE 2896 @ RegQueryKey HKCU\Software\Classes
16:57-... W Explorer. EXE 2896 @RegQueryKey HKCU\Software\Classes
16:57... - Explorer.EXE 2896 @ RegQueryKey HKCU\Software\Classes
16:57.... W Explorer EXE 2896 @ RegOpenKey  HKCU\Software\Classes\Applicationsfj..
16:57-... W Explorer,EXE 2896 @RegOpenKey  HKCR\Applications\Procmon64 exe
16:57-... W+ Explorer EXE 2896 @RegQueryKey HKCU\Software\Classes

16:57-... W Explorer EXE 2896 @RegQueryKey HKCU\Software\Classes

16:57... W Explorer EXE 2896 @ RegQueryKey HKCU\Software\Classes

16:57-... W- Explorer EXE 2896 @RegOpenKey  HKCU\Software\Classes\Applicationsf].
16:57:... i+ Explorer.EXE 2896 @XRegOpenKey  HKCR\Applications\Procmon64.exe

1r.C. W Coslsans VT anans Lo e T L T PR, e LT T, TR N IR T e

<
|Showing 41.720 of 48.540 events (85%) Backed by virtual memory




ProcMon

* |t is also able to log during boot!
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ProcMon - Boot

yols

-

Options Help

A i Always on Top

2
o

l§¥§§¥§¥¥

$REEE

!

Font...
Highlight Colors...

Configure Symbols...
Select Columns...

History Depth...
Profiling Events...

Enable Boot Logging

<

Show Resolved Network Addresses Ctrl+N
Hex File Offsets and Lengths

Hex Process and Thread IDs

UCCE
UCCE
UCCE
UCCE
UCCE
UCCE
UCCE
UCCE
UCCE
UCCE
UCCE
e

E

UCCE
UCCE

UCCE
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ProcMon

 But what can we do with it?

* We can find Privilege Escalations by combining
o ... the %PATH% variable
e ... errors in the ProcMon Log
e ... a broken application



UNGEHEUER IT®

ProcMon — Filter for PrivEsc!

Fle Edit Event Fiter lools OUptions Help
e DAl & B P o A B [my | AR W | A (3 A ne B

# ' Process Monitor Filter X |L—
Display entries matching these conditions: L"MY
Architecture v s v v |[then |Indude v vy
AVMy
Reset Add Remove | Jsvc.
Ncsrs
: —1 Ncsrs
Column Relation Value Action Al Resrs
M @Ope:atlon is CreateFile Include \csrs
£1 9 Resut s NAME NOT FOUND Include \csrs
M@ Path ends with exe Include B
M Process N... is Procmon exe Exclude otloc

M e Process N... is Procexp exe Exclude ™

_ MéEa Process N = A toning exe Fechide 2t |

OK Cancel Apply
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ProcMon

PATH=C:\Windows;C:\Python27;C:\SomeFolder;C:\BrokenTool\bin

Foo.exe

C:\Windows
C:\Python27

C:\SomeFolder

C:\BrokenTool\bin
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ProcMon

PATH=C:\Windows;C:\Python27;C:\SomeFolder;C:\BrokenTool\bin | Shell

e ==
Foo.exe

C:\Windows

C:\Python27
C:\SomeFolder Foo.exe (Malicious)

C:\BrokenTool\bin
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Powershell is nice to us!

» Before it calls its own functions and methods it first searches in
PATH!

EH RBE| TA

Time Process Name
17:45 :"Hoo.\ersbeﬂ exe

{\ heﬂ exe
i‘.: 5 }Hr}o .\ersbeﬂ exe

17:45:... EMpowershell exe
17:45.... E¥powershel exe
17:45.... ENpowershell exe
17:4 E¥ powershell exe
174 E¥ powershell exe
17:45.... ENpowershel exe
17:45:... EMpowershel exe
174 EX powershell exe
17:4 ENpowershell exe

PID Opersation

)8 }Ouer, yUrectory
8 [B\QueryDirectory
8 J\Quer,'&redor\_.‘
8 BhQueryDirectory
8 [B\QueryDirectory
3 JOuer,'&redor,—
8 }Ouew&rectory
8 [ShQueryDirectory
8 B\ QueryDirectory
8 [ShQueryDirectory
8 [BhQueryDirectory
808 _}Oueﬁ Directory

(0 €O 0O 0O €O €O €O €O 0O CO CO CO

CIRORN W

ﬁ(‘l()ﬁt"’)ﬁﬂ("}(‘ﬁﬂ(}(')

- GC NP

Path
ProgramData\Oracle'\Java\javapath\Get-Date ~
Windows\System32\Get-Date .*
Windows\Get-Date *
Windows\System32\wbem\Get-Date *
Windows\System32\WindowsPowerShell\v1.0\G
Program Files\Microsoft\Web Platform Installer\Get
\Program Files {x86)\Microsoft ASP NET ASP NET
\Program Files (x86)\Windows Kits\8.0\Windows P
\Program Files\Microsoft SQL Server\1 1E— \Tools\Bi
Program Files x86)\Nmap\Get-Date
Users\ungeh\AppData\Local\Microsoft \Windows
\Program Files\SDCC\bin\Get-Date "

Result

NO SUCH FILE
NO SUCH FILE
NO SUCH FILE
NO SUCH FILE
NO SUCH FILE
NO SUCH FILE
NO SUCH FILE
NO SUCH FILE
NO SUCH FILE
NO SUCH FILE
NO SUCH FILE
NO SUCH FILE

B Eingabeaufforderung
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ProcMon - Demos
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Strace

the Linux part



Strace

 Available on (almost) all Unix/Linux based systems
(for AIX and Solaris there is truss)

* |t traces system calls and signals
* |t is possible to attach to running processes
 Can follow forked threads
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Simple strace call

TR RS L, WA Y Wl e W W W W ww -

fstat(l {st_mode=S IFCHR|0620, st_ rdev-makedev(136 0), ...}) =0
brk(NULL) = 0x107c000
brk(0x109d000) = 9x109d000
write(1l, "\n", 1

) = 1

write(1, "\n", 1

) = 1

write(1l, "Hello World\n", 12Hello World

) = 12

writel(l. "\n"; 1

) = 1

exit_group(0) = ?

+++ exited with 0 +++
root@f198:~# §
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How to use it?

« Put some placeholder into the parameters and grep for them



UNGEHEUER IT@

IT-SECURITY « AUDITS = MENTORING

Strace - Demos



Only Local Priv Esc?

You can also check remote protocols for RCE!
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