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OWASP® and beyond
-

much more than just OWASP 
Top 10



SECURE THE WEB

MISSION

The Open Worldwide Application Security Project (OWASP) is a nonprofit 
foundation that works to improve the security of software. Our 
programming includes:

- Community-led open source software projects
- Over 250+ local chapters worldwide
- Tens of thousands of members
- Industry-leading educational and training conferences



SECURE THE WEB

The OWASP Community
• OWASP is a worldwide free and 

open community focused on 
improving the security of 
application software.

• Our mission is to make application 
security visible so that people and 
organisations can make informed 
decisions about application 
security risks. Session at Global AppSec Amsterdam



SECURE THE WEB

Its all for free
• Everyone is free to participate in OWASP and 

all of our materials are available under a free
and open software license.

• All OWASP events (except conferences) are 
free to attend by both members and non-
members of OWASP - and can be attended by 
anyone who is interested  in Application 
Security and Cyber Security in general.

Member Lounge at OWASP Conference
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The OWASP Foundation
• We are a Global not-for-profit charitable organisation

• Vendor-Neutral Community

• Collective Wisdom of the Best Minds in Application Security Worldwide

• Provide free tools, guidance, documentation

• Meetings are free to attend (free drinks & food included)

• Meetings are usually 2-hour seminars
(usually 2 main talks, with optional lightning talks)
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Platinum members

Diamond members
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World Wide
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OWASP German Chapter
www.owasp.de
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OWASP German Chapter
• City Chapter Meetings
• Regional Chapter Meetings
• German OWASP Day (2024)
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We are volunteers

45,000+ OWASP volunteers 
worldwide
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• Located Stuttgart/Gäufelden

• Foundation: July 1, 1982

• Owner-managed

• Vendor-independent

• IT-Security since 1988

• Pure service provider
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• Three consulting areas
– Security Consulting

(„BSI-Grundschutz“/ISO 27001)

– Penetration testing

– BSI-Evaluation Facility  
62443 / Industrial Security
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• Some of our valued customers
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• whoami
– Tobias Glemser, CEO of secuvera

– +20 Cybersecurity Footprint

– BSI certified Penetration Tester

secuvera GmbH | Cybersicherheit. Nachhaltig.



secuvera GmbH | Cybersicherheit. Nachhaltig.



• Real World Examples
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We use OWASP. We‘re good.

We cover all risiks of OWASP Top 10.
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• OWASP
– Open Worldwide Application Security Project

– Non-profit

– Open-Source

– Projects (+300): Documents and programs

– Known for OWASP Top 10

– Active in Chapters worldwide

– In Germany 

• Regional Chapter

• City-Chapters / „Stammtische“ (regular‘s table)

secuvera GmbH | Cybersicherheit. Nachhaltig.



• OWASP Top 10 Risks
– Methodology: Vocabulary

• Common Weakness Enumeration (CWE): Types of vulnerabilities

• Common Vulnerability Scoring System (CVSS): Metric for 
measuring the severity of a particular vulnerability

• Common Vulnerabilities and Exposures (CVE): Vulnerability
database for products (e.g., not cloud services)
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• OWASP Top 10 Risks
– Methodology

• Data

– Basis: (mostly) static code analysis of 12 manufacturers/service
providers

– Categorization according to CWE

– If a CWE in a test: one point for this CWE

– Multiple identical CWEs: one additional point for this CWE

• Open survey of „experts“
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• OWASP Top 10 Risks
– Methodology

• CWEs for A1
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CWE-425 Direct Request ('Forced Browsing')
CWE-441 Unintended Proxy or Intermediary ('Confused Deputy')
CWE-497 Exposure of Sensitive System Information to an Unauthorized Control Sphere
CWE-538 Insertion of Sensitive Information into Externally-Accessible File or Directory
CWE-540 Inclusion of Sensitive Information in Source Code
CWE-548 Exposure of Information Through Directory Listing
CWE-552 Files or Directories Accessible to External Parties
CWE-566 Authorization Bypass Through User-Controlled SQL Primary Key
CWE-601 URL Redirection to Untrusted Site ('Open Redirect')
CWE-639 Authorization Bypass Through User-Controlled Key
CWE-651 Exposure of WSDL File Containing Sensitive Information
CWE-668 Exposure of Resource to Wrong Sphere
CWE-706 Use of Incorrectly-Resolved Name or Reference
CWE-862 Missing Authorization
CWE-863 Incorrect Authorization
CWE-913 Improper Control of Dynamically-Managed Code Resources
CWE-922 Insecure Storage of Sensitive Information
CWE-1275 Sensitive Cookie with Improper SameSite Attribute

CWE-22 Improper Limitation of a Pathname to a Restricted Directory ('Path 
Traversal’)
CWE-23 Relative Path Traversal
CWE-35 Path Traversal: '.../...//'
CWE-59 Improper Link Resolution Before File Access ('Link Following')
CWE-200 Exposure of Sensitive Information to an Unauthorized Actor
CWE-201 Exposure of Sensitive Information Through Sent Data
CWE-219 Storage of File with Sensitive Data Under Web Root
CWE-264 Permissions, Privileges, and Access Controls (should no longer 
be used)
CWE-275 Permission Issues
CWE-276 Incorrect Default Permissions
CWE-284 Improper Access Control
CWE-285 Improper Authorization
CWE-352 Cross-Site Request Forgery (CSRF)
CWE-359 Exposure of Private Personal Information to an Unauthorized 
Actor
CWE-377 Insecure Temporary File
CWE-402 Transmission of Private Resources into a New Sphere 
('Resource Leak')



• OWASP Top 10 2021
– A01 Broken Access Control

– A02 Cryptographic Failures

– A03 Injection

– A04 Insecure Design

– A05 Security Misconfiguration

– A06 Vulnerable and Outdated Components

– A07 Identification and Authentication Failures

– A08 Software and Data Integrity Failures

– A09 Security Logging and Monitoring Failures

– A10 Server Side Request Forgery (SSRF)
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• OWASP Top 10 
– Use it for awareness

– Use it for training

– Use it for „push left“

– Don‘t use it for anything else
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Other ressources for other purposes
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• (former OWASP) ZAP

– Dynamic Application Security Testing (DAST)

– CI/CD Integration

– 140+ volunteers
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• OWASP Web Security Testing Guide (WSTG)
– Test yourself

– Use as testing plan in a pentest
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• OWASP Juice Shop
– Educate yourself (or book a training ☺ )

– Flagship Project

– node.js, Angular, Express, NoSQL, Websockets,…
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• OWASP SAMM
– Push Left

– Secure Development Lifecycle

– Very mature

– Usable outside web (e. g. IEC 62443-4-1)
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• OWASP Application Security Verification Standard 
(ASVS) 
– Governance

– Checkliste

– Heatmap
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Demo
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Q&A
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