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$ whoami | Rico Komenda
▪ Senior Security Consultant at

▪ I used to do full stack dev, then I started 

breaking & securing stuff, now an ”eierlegende 

Wollmilchsau" with focus on application, cloud 

and AI

▪ Contributor @ different OWASP AI projects

2



All about MCP Security

3

Who of you did already 
experiment with or create a 

MCP server?

When you add a new MCP 
server, do you treat it like a 

library import… or like 
plugging in a stranger’s USB 

stick?
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Introduction to MCP
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Anthropic said itself, that’s why it is in my description ;)
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LLMs by themselves are incapable of doing anything meaningful

LLM LLM

Tools #1

Tools #2

Tools #3

LLM MCP

Service #1

Service #2

1. Just the LLM itself 2. LLMs + tools 3. LLMs + MCP
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Any MCP Client

Claude for 
Desktop

Cursor

Windsurf

Your Client

Database MCP server

CRM MCP server

Version Control MCP server

Databases

CRM systems

Version Control Software

Query and fetch data
Modify records

Handle data streams

Create/update contacts
Manage opportunities

Track interactions

Commit changes
Resolve conflicts

Manage branches
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What is MCP exactly?

At its core, MCP follows a client-server architecture where a host 
application can connect to multiple servers
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Client asks: ”What do you support?”

”Client to Server” communications

”Server to client” communications
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Client asks: ”What do you support?”
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”Client to Server” communications
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”Server to client” communications
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Let’s start by the
“what do you support?”

workflow
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Dynamically figuring out what is available
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And mix those calls based on the desired workflow
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In addition to tools, there are resources and prompts
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Now how does the server talk 
back to the client?

18



All about MCP Security

Sampling

“Can you LLM this for 
me?”

Elicitation

“Can you ask the user 
this?”

Logging

“Can you log this at 
your end?”
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Attack surface
& threat modelling
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How many threats are there?

Source: Multi-Agentic system by Threat Modelling Guide / 
OWASP GenAI Security Project - Agentic Security Initiative
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More & more lists…

• OWASP Agentic Top 10 (coming soon)

• MCP Security Top 25 Vulnerabilities by Adversa

• …
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https://adversa.ai/mcp-security-top-25-mcp-vulnerabilities
https://adversa.ai/mcp-security-top-25-mcp-vulnerabilities
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Let’s focus on some of them

Authorization Vulnerabilities2

Tool Definition Modification ("Rug Pull" Attacks)3

(Indirect) Prompt Injection1
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(Indirect) Prompt Injection

• Direct Prompt Injection: Attackers directly include malicious instructions in 
user inputs that override system prompts.

• Indirect Prompt Injection (XPIA): Malicious instructions are embedded within 
external content (such as documents, web pages, or emails) that the AI 
processes.

• Tool Poisoning Attacks: A specialized form of prompt injection where 
malicious instructions are embedded within MCP tool descriptions, invisible to 
users but visible to AI models.

• Tool Response Injection: Maliciously crafted responses from tools that contain 
hidden instructions for the model.
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Tool Poisoning attacks/line jumping

Source: Trail of Bits 26
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Tool poisoning attacks/
line jumping (example payload)
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Authorization vulns

• Excessive Permissions: MCP servers granted broader access than 
necessary.

• Token Theft: Stolen OAuth or API tokens used through MCP to access 
services.

• Inadequate Authentication: Weak or missing authentication for critical 
operations.

• Permission Persistence: Access rights not properly revoked when no 
longer needed.
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Authorization vulns

The main problem the “old” MCP Authorization (prior April ‘25) specification is 
that it couples two main OAuth concepts. It treats the MCP server as 
both a resource server AND an authorization server. This has fundamental 
implications for MCP server developers and for runtime operations including:

• stateless vs stateful servers

• going against enterprise best practices

• additional complexity for mcp server developers

• varying security implementations which leads runtime and scale challenges
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https://www.oauth.com/oauth2-servers/definitions/
https://www.oauth.com/oauth2-servers/definitions/
https://www.oauth.com/oauth2-servers/definitions/
https://www.oauth.com/oauth2-servers/definitions/
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The MCP Authorization Specification

The new MCP Authorization from the 2025-03-26 revision of MCP calls out the 
following requirements for MCP servers to implement Authorization with OAuth 
2.1:

• MCP auth implementations MUST implement OAuth 2.1 (which makes PKCE 
mandatory)

• MCP auth SHOULD support Dynamic Client Registration

• MCP servers SHOULD implement Authorization Server Metadata

• If MCP servers leverage a third-party authorization server, the MCP server 
MUST maintain a mapping of third-party tokens to MCP issued tokens
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https://spec.modelcontextprotocol.io/specification/2025-03-26/basic/authorization/
https://spec.modelcontextprotocol.io/specification/2025-03-26/
https://spec.modelcontextprotocol.io/specification/2025-03-26/
https://spec.modelcontextprotocol.io/specification/2025-03-26/
https://spec.modelcontextprotocol.io/specification/2025-03-26/
https://spec.modelcontextprotocol.io/specification/2025-03-26/
https://oauth.net/2/pkce/
https://oauth.net/2/pkce/
https://oauth.net/2/dynamic-client-registration/
https://oauth.net/2/authorization-server-metadata/
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Mini Refresher

Source: Blog from Christian Posta 31
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MCP Implementation

Source: Blog from Christian Posta 32
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Proposed solution

Source: Blog from Christian Posta 33
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Tool Definition Modification ("Rug Pull" Attacks)

• A Rug pull attack in MCP occurs when a tool’s description or behavior is 
silently altered after user approval, turning a previously benign tool 
potentially malicious. An attacker can first establish trust via a rug pull 
and then use hidden instructions to steer the tool’s behavior, exfiltrate 
data, or trigger unauthorized actions, often without the user noticing, 
since such changes don’t necessarily trigger a new approval flow.
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Initial approved version
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Modified version after approval
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Real world cases
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To be honest… there was too much of it!
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Defending & improving
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Don’t wait for the fix

Future iterations of the MCP protocol may eventually 
address the underlying vulnerabilities, but users need to 
take precautions now. Until robust solutions are 
standardized, treat all MCP connections as potential 
threats and adopt defensive measures
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Defensive measures

• Vet Your Sources: Only connect to MCP servers from trusted sources. Carefully 
review all tool descriptions before allowing them into your model’s context.

• Implement Guardrails: Use automated scanning or guardrails to detect and filter 
suspicious tool descriptions and potentially harmful invocation patterns before they 
reach the model.

• Monitor Changes (Trust-on-First-Use): Implement trust-on-first-use (TOFU) 
validation for MCP servers. Alert users or administrators whenever a new tool is 
added or if an existing tool’s description changes.

• Practice Safe Usage: Disable MCP servers you don’t actively need to minimize attack 
surface. Avoid auto-approving command execution, especially for tools interacting 
with sensitive data or systems, and periodically review the model’s proposed actions.

• …
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Coming soon:

A Practical Guide for 
Securely Using a Third-

Party MCP Server

With your 
local contributor ;)
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Outro
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Takeaways

• MCP is still new – it’s a wild west

• Many different threats depending on the context/use case

• Security measures rang from network security, to application security 
until to MCP specific defenses

•  don’t wait
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A small shoutout

• I’m going to create an open source vulnerable MCP project
• who want’s to help?

• Hit me up on OWASP slack or on LinkedIn!

• Maybe even an AI Juice Shop?
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Thank you!

Stay connected
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