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The Impact on
Your Business

How poor maintenance can lead to
detrimental business implications




$4,770,

Lost due to comp

https://www.newswire.ca/news-releases/ibm-report-compromised-employee-accounts-led-to-most-expensive-data-breaches-over-past-year-832266970.html
2, https://insights.securecodewarrior.com/coders-conquer-security-share-learn-series-insufficient-logging-and-monitoring/
3 https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/Top_10-2017_A10-Insufficient_Logging%252526Monitoring.html
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Overview of the Vulnerability

When logs are unclear or lacking in data
to show the full flow of action and
monitoring is not able to notice
sUSpIcious behaviour near or In
real-time.
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Thoughts of

a Hacker

The different ways hackers-can-exploit
your vulnerabilities




How to Take Advantagei "
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A Lesson to
Learn Fromn

Real world example of the impact
to companies




LifeLabs

We don’t have all the o
tafarabian: =it weryse L’fe La bS®

strong'logging and
monitoring plans
could show us.




Healthy
Habits

The importance of proper logging
& monitoring




Creating a Plan

The overall plan for to base
requirements, budget, and
approach off.

The project overview.

Establishing aspects such
as the scope, critical
assets, potential attacks,
mitigation strategy,
technical controls, and
current state.

Determine weak points

Identify which

vulnerabilities are the

most important for

your organization to
~mitigate.




Creating a Plan Continued

Maintain
An effective design Utilize the tools and Keeps the plan relevant
should satisfy all ~ current services you have and effective. Without this
previous requirements at your disposal with all other steps are
and consider factors potentially adding new _significantly less useful

such as process, people, ones. —
and IT
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https://www.immuniweb.com/blog/ OWASP-insufficient-logging-and-monitoring.html
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Thank You

Any questlons?

- You can find me at
‘@sofia-chang ey
& OﬁamChang@gma |[ o m;} S i



https://www.linkedin.com/in/sofia-chang/

