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About me

● Security Engineer at Segment
● Software Engineer Intern at Bouncer
● Software Engineer Intern at Amazon
● Competitive Tetris player



What is Authentication?

● Authentication (AuthN)
○ “Who are you?”
○ Basically, logging in

● Not to be confused with Authorization (AuthZ)
○ “What are you allowed to do?”
○ i.e. should you be able to click this button?



How do you authenticate?

Authentication is the process of generating a specific sequence of bytes



How do you authenticate?

● 3 categories:
○ Something you know (password, PIN)
○ Something you have (phone, security token)
○ Something you are (biometrics)



No Authentication



How can you authenticate?

● 3 categories:
○ Something you know (password, PIN)
○ Something you have (phone, security token)
○ Something you are (biometrics)



Passwords



Plaintext

● Simple way to validate “something you know”
● Better ways to do it



Plaintext: How the database looks

Username Password

pro1337hacker t0psecr3t

🕵  



Plaintext





Hashing

One-way operation

● Not reversible

hash = hash_function(plaintext)



Hash: How the database looks
Username Password (not stored) Hash

pro1337hacker t0psecr3t d195111a97345cb8ac

Carl t0psecr3t d195111a97345cb8ac

sloth TopSecret c970a8bc56b8509de4



Hash with Salt: How the database looks

Username Password (not stored) Salt Hash

pro1337hacker t0psecr3t oJPlc6AkgZJO a4b57836f9b23691ba

Carl t0psecr3t nlPkV66OZrKV 258c863292aafaecdc

sloth TopSecret pxDt4pUopu71 e1d811f51ea87b2e70

Username Password (not stored) Hash

pro1337hacker t0psecr3t d195111a97345cb8ac

Carl t0psecr3t d195111a97345cb8ac

sloth TopSecret c970a8bc56b8509de4



Hashing — Key Derivation Function (KDF)

Cryptographic hash function

● Cost factor can scale with computational advancements
● Use these!

○ PBKDF2, bcrypt

hash = hash_function(plaintext)

hash = key_derivation_function(plaintext, cost_factor)





NIST Password guidelines

1. Users no longer have to use special characters

2. Users should be able to use all characters

3. It is reasonable to copy and paste passwords

4. Password policies should not require employees to change passwords on a regular 
basis

5. Increased character allowance

https://pages.nist.gov/800-63-3/sp800-63b.html



Password manager



How can you authenticate?

● 3 categories:
○ Something you know (password, PIN)
○ Something you have (phone, security token)
○ Something you are (biometrics)



Multi-Factor Authentication (MFA)

● A way to supplement passwords
● Typically a prompt to enter a code 

(after entering your password)



Account takeover stats by challenge type

https://security.googleblog.com/2019/05/new-research-how-effective-is-basic.html

https://security.googleblog.com/2019/05/new-research-how-effective-is-basic.html


Short-Message Service (SMS)
Pros ✅

● Simple
○ Good for adoption

● Pretty good UX

Cons ❌

● Weak against targeted attacks
○ Simjacking + message interception



Pros ✅

● Better protection than SMS against 
targeted attacks

Cons ❌

● More complex
○ May need to hire more staff to troubleshoot

● Don’t lose your phone

Time-based One-Time Password (TOTP)



Push Notifications
Pros ✅

● Great UX
○ No codes to enter!

Cons ❌

● Requires service to have a mobile app installed



Hardware token
Pros ✅

● Very secure
● Great UX

○ Just press the key!

Cons ❌

● Requires additional hardware 



How can you authenticate?

● 3 categories:
○ Something you know (password, PIN)
○ Something you have (phone, security token)
○ Something you are (biometrics)



Biometrics
Pros ✅
● Convenience

Cons ❌

● Probabilistic = margin of error
● Cannot be changed 
● Expensive to implement



Beyond Passwords

Goals

● Good UX
● Minimize bad practices for passwords
● Avoid phishing



Single Sign-On (SSO)

● Authenticate once using an Identity Provider (IdP)
● Removes opportunity for poor password practices (creating + storing)



WebAuthn



Magic link



QR Code



● Store passwords with

 ✅ Key-Derivation Function

● Use MFA

 ✅ Any MFA is vastly better than no MFA

● Use SSO 

 ✅ Good UX and avoids bad password practices

Summary



We’re Hiring

https://segment.com/careers/

https://segment.com/careers/


Appendix



Two-way function that relies on a secret

ciphertext = encrypt(plaintext, secret)

plaintext  = decrypt(ciphertext, secret)

Encryption 



Encryption: How the database looks

Username Encrypted Password 

pro1337hacker potOgmxâp

Key* Value

database_encryption_key MhKgkHnq0MJROUhYjWrS

*key does not necessarily live in database



Encryption


