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Do you know who is Samy Kamkar?




Samy Worm code 6

<script id=worm>
var headerTag = "<script id=\"worm\" type=\"text/javascript\">";
var §sCode = document.getElementByld("worm®) .innerHTML;
var tailTag = "</" + "script>©;

wormCode encodeURIComponent (headerTag + jsCode + tailTaq);







Cross-site scripting (XSS)




XSS Impact
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XSS types




Reflected Cross-Site Scripting
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DOM Cross-Site Scripting
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Stored Cross-Site Scripting

POST hite/ f'eebste/post comment
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A few more recent hacks




TweetDeck, 2014




British Airways, 2018

1 How many customers were impacted? Any guesses?
1 Customer Information stolen
1 No <iframe> isolation of the payment card fields on the BA payment

Selected context only Autocomplete from history

> document.querySelector('#CardNumberl')

<input aria-required="true" autocomplete="off" tabindex="110"
value maxlength="40" type="tel" name="CardNumberl"” class
‘ruleMandatory x1 personaldata” id="CardNumberl" aria-invalid
true’>

16



WordPress Plugin, 2020
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A Few Prevention techniques
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% Special thanks to Jeevan, Arti and Betsy for helping me prepare this
presentation




XSS types




British Airways Attack
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