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Diego Ademir Duarte
Santana

* Ingeniero de sistemas :: Especialista en
Seguridad Informatica

e CISO de la Universidad Pontificia Bolivariana
Bucaramanga

* Consultor y Docente
 Fundador de SeguTIC :: Soluciones

* He apoyado a OWASP desde el afio 2014
cuando fundé el capitulo OWASP-ORIENTE en
COLOMBIA

* Distincion WASPY (Web Application Security
Person Of the Year) en 2015 en la categoria
de Innovation/Sharing para la region
Latinoamérica

e ...y amante de la CIBERSEGURIDAD !!!

@dadhemir | linkedin.com/in/diego-ademir-duarte-santana-8093a71b




@ OWARSP 7

Open Web Application Security Project.
https://owasp.org/

Organizacion internacional sin animo de lucro.
Independiente de Gobiernos.

Patrocinada por miembros y empresas de manera voluntaria.
Investigacion continua en seguridad informatica.



Algunos tipos de aplicaciones

* Toda empresa cuenta con sistemas de informacidon que apoyan los procesos misionales.

£ Joomial
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Desarrollos de software propios %

* En algunos casos, los desarrollos de software in-site son requeridos por que no existe
en el mercado una solucion focalizada o por “ un tema de costos”.

VB.net




¢y los RIESGOS?

shutterstock.com = TOB057 346



¢y los RIESGOS?
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Figure 5: Number of vulnerabilities by CMS platform 2016-2018
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* Tomado de https://www.imperva.com/bl

Figure 2: Vulnerabilities into categories 2014-2018
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¢y los RIESGOS?

De igual forma, frameworks de desarrollo pueden ser vulnerados.

Posted: 11 Apr 2018 04:30 AM PDT

El pasado 5 de abril se publicaron tres actualizaciones para Spring. De las tres vulnerabilidades, una de ellas es critica {CVE-2018-1270) v permite Ejecucion
Remota de Codigo (RCE) v permitia a los atacantes ejecutar codigo arbitrario contra las aplicaciones en las gue se ha utilizado el mencionado framework para su

construccion. Spring es un framework Open Source para el desarrollo de aplicaciones Java, aungue tiene extensiones para la creacion de aplicaciones web sobre la
plataforma Jlava...

Contenido completo del post en http://blog.sequ-info.com.ar o haciendo clic en el titulo de la noticia




¢y los RIESGOS?

 Las aplicaciones moviles pueden incluir servicios web...

root@sara: ~/Downloads/app-release

File Edit View Search Terminal Help

5 public fi
hod public

efptions.smali cons i I e e datab url®
Options.sm i

“php
SRI+KvX1PphpiIomeUzVES=
ion.png matches
sultarWsLibros,smali: const-string w2, “/rest/info.phptuid="
iltarwsEjempla smali -string rf

WzIIX1DRIGnLIR4VXXSaZWh - 1 cMRZBI2Z7P1XRSkkAVabv1NNAWS]/
pEMCUVD 16 aBTpL( C 0 L - Yt MO 99 I'lL'quaurI




¢y los RIESGOS?

e ..y podrian revelar algun tipo de informacion importante:

Applications « Places = '+ jethrains-studio -

app-releasel - [~/ApkProjects/app-releasel] - [app-releasel] - ~/ApkProjects/app-releasel/smali/out/cofjaviermantilla/alejandriaupb/BuildConfig.smali - Android Studio 3.01 §
Eile Edit View MNavigate Code Analyze Refactor Bulld Run Jools VCS Window Help

app-releasel smali out co javiermantilla alejandriaupb | & BulldConfig.smali "= app-releasel = | b 1§ o L B
E-' W Android » @ | 8= I~ | & BuilldConfig.smali
& s d d" h Disassembled classes.dex file. To set up breakpoints for debugging, please attach Java source files. Attach Java Sou
android.arc ¥ ¥ = § ] ;
.class public final Lco/javiermantilla/alejandriaupb/BuildConfig;
.super Ljava/lang/Object;

android.suppart

g co.javiermantilla .source "BuildConfig.java"
= alejandriaupb
‘.‘5 activity # static fields
:}' adaptadores .field public static fimal APPLICATION ID:Ljava/lang/String; = “co.javiermantilla.alejandriaupb”
- = :::f;:onﬁq .field public static fimal BUILD TYPE:Ljava/lang/String; = “release”
3
E i Manifest .field public static fimal DEBUG:Z = false
o Manifests iSSi . R . = ; .
' Ran b i .field public static fimal FLAVOR:Ljava/lang/String; = ""
s RSanim .field public static fimal VERSION CODE:I = @xl
Rsarra " ; . ’
y Rsﬂ;;f"' .field public static final VERSION NAME:Ljava/lang/String; = "1.8,1"
L
in 2 Rsbool
% Event Log
=
niyg
& =



¢y los RIESGOS?

Falta de gestion de cambio en cédigo fuente.

Ausencia de ambientes de pre-produccion.

No hay cultura en seguridad informatica para DEVELOPERS.
El PENTESTING se realiza por el mismo programador.



La materializacion del RIESGO

* Caso: webshell.

Uname:

User:

Php: 2 pir Datetime:
Hdd: -

Cwd: 2/ drwxr-xr-x

File manager

[..]

Change dir:




La materializacion del RIESGO

» Caso: Plataformas de desarrollo desactualizadas y/o con problemas en configuracion.

Asunto: [PL-532078] Phishing redirect(s) hosted on industrial upbbga.edu.co
Hello,

My name i3 Charles McLemore and I work for PhishLabs. We investigate computer crime mcidents on behalf of other
organizations.

During an investigation of fraud, we have identified phishing redirect content which is hosted on your network and attempting
to defraud the customers of Apple ID.

The following URL(g) are the redirect file(s) which are part of this phishing campaign:
h33p:/industrial upbbga edu.co/tmages/up.php

First detection of malicious activity: 05-07-2017 20:02:23 UTC Most recent observation of malicious activity: 05-09-2017
08:21:11 UTC Associated IP Address: 207 248 81.6 Hostname of Server: upbbga.edu.co

If you agree that this is malicious, we kindly request that you take steps to have the content removed as soon as possible. It 1s
likely that the intruder who set up this phishing site has also left additional fraudulent material on this server.

If we have contacted you in error, or if there is a better way for us to report this incident, please let us know so that we may
continue our mvestigation.




La materializacion del RIESGO

e Caso: backups de cddigo fuente en el mismo servidor de aplicaciones.

cic R .2 D

(&) Opening cic.zip

You have chosen to open:

I cic.zip
which is a: ZIP archive (65.4 MB)
from: http /i

What shouid Manira do with this fiie?

{0 Open with Archive Utility (default) &2
DownThemAll!
Save File

Do this automatically for files like this from now on.

_
Cancel —
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CONTROLES :: PROYECTO ASVS
APPLICATION SECURITY VERIFICATION
STANDARD



Proyectos de OWASP (Madurez)

OWARSP

INCUBATOR

OWARSP

LOW ACTIVITY



ASVS :: un proyecto actualizado!

 Clasificacion y gestion de cambio

Tools [Health Check January 2017]
s DWASP Zed Attack Proxygs

OWASP OWTFgs
s OWASP Dependency Checkgs
« OWASP Security Shepherdgy

Code [Health Check January 2017]

« OWASP CSRFGuard Prn:rject&
« OWASP AppSensor Prnject&

OWASP AppSensor Prujectﬁ
« OWASP Top Ten Projecidy
OWASP Testing Projectdy

[ editar

« OWASP VWeb Testing Environment F'rcljecti

[ editar 4

» OWASP ModSecurity Core Rule Set Projec

@ ownsp

OWASP Application Security Verification Standard

PROJECTS CHAPTERS EVENTS AE

{ Main H News and EventsH Acknowledgements H Glossary H ASVS Users l

WCE G E o=l () Stars ASVS 848 W Follow 603
BY SA

News and Events é

* [2 March 2019] ASVS 4.0.1 released!

* [9 March 2018] OWASP ASVS 3.1 Spreadsheet created by August Detlefsen

* [29 June 2016] Version 3.0.1 released

[0 ol

aslss

2.0

=l

Documentation[Health Check January 2017]
« OWASP Application Security Verification Standard Prc:ject&
» OWASP Software Assurance Maturity Model (SAMM gy

[ editar codigo |




ASVS :: Objetivo

: @7‘g

* The Application Security Verification Standard is a list of application security
requirements or tests that can be used by architects, developers, testers, security

professionals, tool vendors, and consumers to define, build, test and verify secure
applications.



ASVS :: Alineado con los modelos de
desarrollo de software

Establish Security tstablish Design Use Approved Dynamic Incident
Requirements Requirements Tools Analysis Response Plan

Core Security Create Quality Analyze Attack Deprecate Unsafe Fuzz Final Security
Training Gates / Bug Bars Surface Functions Testing Review

Security & Privacy Threat Static Attack Surface Release
Risk Assessment Modeling Analysis Review Archive

® Tomado de https://social.technet.microsoft.com/wiki/contents/articles/7100.the-security-development-lifecycle.aspx




ASVS :: Niveles .

Building, Configuration, Deployment

Assurance and Verification

Unit and Penetration
Integration Tests Testing DAST
Unit and . .
DevSecOps Integration Tests Hybrid Reviews
Standards and Secure & Peer Unit and . g
checklists Code Review DevBecOps Integration Tests Hytrid Feviews

Applicability Building Assurance and Verification

Standards and Secure & Peer

Secure Coding checklists Code Review

All apps

Security
Architecture and
Reviews

Standards and Secure & Peer

Level 2 All apps Secure Coding

checklists Code Review

Security
Level 3 High Assurance Architecture and
Reviews

Secure Coding

Legend Acceptable Suitable

ASVS Level 1 is for low assurance levels, and is completely penetration testable

ASVS Level 2 is for applications that contain sensitive data, which requires protection and is the
recommended level for most apps

ASVS Level 3 is for the most critical applications - applications that perform high value transactions, contain
sensitive medical data, or any application that requires the highest level of trust.




ASVS :: Nivel 1 :: Lo Basico

Contiene 136 controles
Mejor que OWASP TOP 10
Aseguramiento minimo aceptable

INSUFICIENTE para construir una aplicacion
segura

{ cﬁf



ASVS :: Nivel 2 :: El Recomendado

4 @f )
* Contiene 267 controles \

* Algunos controles se aplican UNA SOLA VEZ
— Promover un SDLC seguro

— Utilizar controles de revision de cédigo fuente
— Usa un defect tracker

* Incluye SDLC y Arquitectura



ASVS :: Nivel 3 :: Aplicaciones que
pueden matarte o afectar la

economia @%
II_ATAM

Contiene 286 controles

Aplicables para:

— Aplicaciones médicas y dispositivos

— Vehiculos automatizados

— Tecnologia operacional: energia, agua, plantas quimicas, nucleares, etc.
— Software de control

— Aplicaciones financieras

Nivel de aseguramiento ALTO

Nivel de paranoia ALTO



ASVS :: Grupos de requerimientos

V1: Architecture, Design and Threat Modeling Requirements

V2: Authentication Verification Requirements

V3: Session Management Verification Requirements



ASVS :: Grupos de requerimientos

V4: Access Control Verification Requirements

V5: Validation, Sanitization and Encoding Verification Requirements,

V6: Stored Cryptography Verification Requirements



ASVS :: Grupos de requerimientos

V7: Error Handling and Logging Verification Requirements.

V8: Data Protection Verification Requirements

V9: Communications Verification Requirements



ASVS :: Grupos de requerimientos

V10: Malicious Code Verification Requirements

V11: Business Logic Verification Requirements,

V12: File and Resources Verification Requirements



ASVS :: Grupos de requerimientos

V13: APl and Web Service Verification Requirements

V14: Configuration Verification Requirements



ASVS :: Ejemplos de aplicacion

Ao | iy aescolar.com.co

2.2.1 Verify that anti-automation controls are effective at mitigating
breached credential testing, brute force, and account lockout
attacks. Such controls include blocking the most common breached
passwords, soft lockouts, rate limiting, CAPTCHA, ever increasing
delays between attempts, IP address restrictions, or risk-based
restrictions such as location, first login on a device, recent attempts
to unlock the account, or similar. Verify that no more than 100 failed
attempts per hour is possible on a single account.

v v/

307




ASVS :: Ejemplos de aplicacion

Origin: http: //_
Connection: close

Referer: heep: /[ ) ¢ gin. aspx
Cookie:
ext-gxuill0-RegistroFactura-Gridl=o0%3Awidth¥3Dn¥253A795%5Ecolunnst3Da%]
25253Agxuil0-PRegistroFactura-Gridl-col-TRANUNITARIO$Z2S5ZS55Ewidths 252531
53DNn%2525253A694 255B0%25253A1d%25253Ds82525253Agxuil0-RegistroFacturas
idl-col-VALCQ 252 i 252 § 2525253 AE8% 255B0%25253A1dY25253Dy

wUSUARTOUSUART O={J I s vUSUARI OCONTRASENIA=1245784BUTTONL=Iniciary
2283a3228 228208 22vIPs 228 3As 2 I - 774 224 2Cs 2 CvPUERTOS 228 3A% 2008 2
vIPY2282CH22GX_AJAX _KEY$22%3A%228CEF51263DECS4CB032CC1EBB3DOECF3% 2282
X_CMP_OBJS%22%3A%7B%7D%2C%22sCallerURLY 224 3A% 224224 2C4 22GX_RES_PROVID]
C§3A2242082C 22 IsModi fiedd 224 3A4 2218 228 2CA 22SCAMESSAGEL Widths 228 344 ]
MESSAGEL_Animationtypet22%3A%22fadet22%2CH22SCAMESSAGEL Delayuntilclos
artposition¥Z2%3A%ZCTopRight$ 228 2CYZ2SCAMESSAGEL Niftyanimationtype$l]
1l Niftymessagetitletag¥ZZ%3A%Z2%23%2282C822SCAMESSAGEL Nifrybuttontexy
buttoncolor$ZZ%3A10823707%Z2C8225CAMESSAGEL _Nifrybuttonhovercolor$ZZ$3)

AR CCVerdanal ZCAzOArializ=s Tc&--ssmxs?:cj 3.3.2 If authenticators permit users to remain 30 12hoursor30 12hoursor15 613
L S S AR R AL N NN logged in, verify that re-authentication days minutes of minutes of
occurs periodically both when actively used inactivity, 2FA  inactivity, with

or after an idle period. (C6) optional 2FA




ASVS :: Ejemplos de aplicacion

Out-of-date Version (jQuery Ul
Dialog)

Certainty - |

URL . http:/ /N - -/ jqueryui/jquery-ui-1.

Identified Version 3 3iend

Latest Version : 1.12.1 (in this branch)

Vulnerability Database : Result is based on 10/21/2019 08:00:00 vulnerability database
content.

Out-of-date Version (Highcharts)

Certainty . 0 |
URL . http: rres.aspx
Identified Version - 20056
Latest Version : 7.2.0 (in this branch)
Vul bility Database : Result is based 10/21/2019 2 : ' g
uinerabiitty Latabase r_i:zentfs REREURESIS 3.4.2 Verify that cookie-based session tokens have the 'HttpOnly' attribute set. v v v 1004
(Ce)
14.1.3 Verify that server configuration is hardened as per the recommendations of the 4 & 16

application server and frameworks in use.




Gracias por su asistencia !

slides.app.goo.gl/eNEbe




