20104:5H17H

OWASP
AppSec

Kﬁ \;\:

20104£6 5 2H

Froc 2010

FH, BT B % M

20104E6 H3HZE4H
OWASP Day Mexico
FAT KT -R R, B2
%

2010E6H21H=24H

AppSec Research
2010

BB R I, B 4L

2010E6H30H
OWASP Argentina
Day

0 BLE R SR, PR E

20109 HA7HZE10H
AppSec USA 2010

BR3C, HRAAR fE SEH

20109 H17H
AppSec Ireland
M, BIRZ

2010411 16 H&19H
AppSec Brasil 2010

K B2 g, LT

§2) OWASP

The Open Web Application Security Project

201055 #tOWASP AppSec Research4£i

PR AL TS BRI S U)o 1

AL
K¥roH23H, BH=, EUEEI/RETE R diBO0T IS S

KITHAT . ZHBORT B2k 1 i DUR
-
H A

bkt

2010 FHMMHOWASP AppSec & ff3ca i EE A

AppSec 3 H B0 T 201099 H7H 210
H, LT InFIAR JE M RR SC I AE fe
TR E 2 WL ZEAT

SR IR U A B4

Bill Cheswick—AT&T Research
HD Moore—Metasploit/Rapidy
David Rice—Geekonomics

Jeff Williams—Aspect Security

SRR R PRAAT o LRI S«

www.appsecusa.org

20104E M FEOWASP AppSec &4 A

ELPEOWASP AppSec 2B AT 1 RHE I H
& 1k A\ ABruce SchneierflJeremiah
Grossman. %= T2010F11H16H 2

20104EROWASP Top 102K H

20104EROWASP Top 10 & T 20104E4 H
19H KA. OWASPSZE| T XF1Z# iR A KA
PR G . axX LR T — 2k [ [H bRy
[T AR G EOWASP I SERE . WNSARIE A
E bz A Top 10, 56— s a) Sk 8
Bel, IR PR, N AR T Al
75 58 o0 B T AL

it A BT ) 3 WA ) Top 10:

http://www.owasp.org/index.php/
OWASPTop10-2010-PressRelease

HRXE:

OWASPH Hi# i — L EIEE
OWASPIUESE KT B FH AR I 22 4 K S
LA T OWASPI¥IR FH@ iz . frA 1k
ENBEHNERA B EHELR.

19 H 2847 BN 245 B Vi -

www.owasp.org/index.php/
AppSec_Brasil_2010).

Logic Flaws and the OWASP Top 10, Steve
Ragan—The Tech Herald

Top 10 Most Critical Web App Security
Risks, Ericka Chickowski—Channel Insider

Injection tops list of web application secu-
rity risks, Angela Moscaritolo—SC Maga-
zine

OWASP Issues Top 10 Web Application
Security Risks List, Kelly Jackson—

DarkReadin

Security: 10 Most Dangerous Web App Se-
curity Risks, Brian Prince—eWEEK

AN 245 B 1A

i# 5 Lorna.Alamri@owasp.org JX % . in-


http://www.owasp.org/index.php/Front_Range_OWASP_Conference_2010
http://www.owasp.org/index.php/OWASP_Day_Mexico_2010#null
http://www.owasp.org/index.php/OWASP_AppSec_Research_2010_-_Stockholm,_Sweden
http://www.owasp.org/index.php/OWASP_AppSec_Research_2010_-_Stockholm,_Sweden
http://www.owasp.org/index.php/OWASP_Day_Argentina_2010
http://www.owasp.org/index.php/OWASP_Day_Argentina_2010
http://www.owasp.org/index.php/AppSec_US_2010,_CA
http://www.owasp.org/index.php/OWASP_IRELAND_2010
http://www.owasp.org/index.php/AppSec_Brasil_2010#tab=About
http://www.owasp.org/index.php/OWASPTop10-2010-PressRelease
http://www.owasp.org/index.php/OWASPTop10-2010-PressRelease
http://www.thetechherald.com/article.php/201016/5535/Logic-flaws-and-the-OWASP-Top-10
http://www.thetechherald.com/article.php/201016/5535/Logic-flaws-and-the-OWASP-Top-10
http://www.channelinsider.com/c/a/Security/Top-10-Most-Critical-Web-App-Security-Risks-298234/
http://www.channelinsider.com/c/a/Security/Top-10-Most-Critical-Web-App-Security-Risks-298234/
http://www.scmagazineus.com/injection-tops-list-of-web-application-security-risks/article/168304/
http://www.scmagazineus.com/injection-tops-list-of-web-application-security-risks/article/168304/
http://www.scmagazineus.com/injection-tops-list-of-web-application-security-risks/article/168304/
http://www.darkreading.com/vulnerability_management/security/app-security/showArticle.jhtml?articleID=224400676&queryText=OWASP
http://www.darkreading.com/vulnerability_management/security/app-security/showArticle.jhtml?articleID=224400676&queryText=OWASP
http://www.darkreading.com/vulnerability_management/security/app-security/showArticle.jhtml?articleID=224400676&queryText=OWASP
http://www.eweek.com/c/a/Security/10-Most-Dangerous-Web-App-Security-Risks-730757/
http://www.eweek.com/c/a/Security/10-Most-Dangerous-Web-App-Security-Risks-730757/
http://www.appsecusa.org

OWASP
Podcasts Series
Hosted by Jim Manico

Ep 61 Richard
Bejtlich (Network
Monitoring)

Ep 62 Amichai
Shulman (WAF)

Ep 63 Ed Bellis
(eCommerce)

Ep 64 Andy Ellis
(Availability)

Ep 65 AppSec Round
Table: Boaz Gelbord,

Dan Cornell, Jeff
Williams, Johannes
Ullrich & Jim Manico

Ep 66 Brad Arkin
(Adobe)

Ep 67 Top Ten— Jeff
Williams (XSS)

Ep 68 Top Ten—
Kevin Kenan
(Cryptographic
Storage)

Ep 69 Top Ten—Eric
Sheridan (CSRF)

Ep 70 Top Ten—
Michael Coates (TLS)

Ep 71 Top Ten—
Robert Hansen

(Redirects)

Jim ManicofiViikiEsh

Lorna Alamri

OWASPR AN )] 2 —, B L
SRS T R AR [ 42 A At 17— A
Wi A, Jim Manicot e 7% T 5
BN AR T 2 E R Podeastifjig K
Fl, fFHE T EFE TN
OWASP Podcast-#41, MIMHEE) 1 i1
BRI I, FREEE T OWASPAHIHAE
RIS R AR 3 42 210 254

PRAT 4 R E— N Podcast?

H{F2008F10H, LHBE T LK
OWASP & Ji & FIOWASP eLists 8] f)
SEHIES), A HARTE N A IR FE TR
Mo A, MiZHEAANCR TR,
nhh, RABHESHERAS. K, 7
BARR VRSN T, RATTH 7%
il :) Arshan, Jeff Williams#ll
Jeremiah Grossman 7~ B & IR 1 5
—AMTRA S, T — ENOWASPIEAT
Podcast® 4. :)

R Podacast 1B ¥ B x4 ? B
FARg? mRE, UMK

A H AR L “ R 737 3k
—AH S S UURSS B NIURAT 1
MP3# M. BTE, FIELEME—ANEH
I TAE S AE ), LT E R O
Mg BRI B RE, RBIER A
PRI R XA RR R B AR R A T
SEAM AR, (AP AN WSS
T H I,

AT E R WTRRHI?

AR (3AFAE) , RIEERmBES 631
H. ROLER T 200 H H%F£55 Top
1011 KA »

YRGn T HE B — IR TR 2

NG 52 =L FIT 6. BRI H BRI
T S N S WG S) . JAE 5 5% 58 W1
ARG L AR R F34h, Tk — 280 B
HIPPie, TANLE IR 5 PR B0 -

BEZWTH Podcast2HANN? BB FILET 25
AN ARBBEIR I SR RN ?

[l 52 W i SZ WG I H . BRATE &G — 47
7% FEACHTH OWASPR A RRN “— R 5T
R7 0, XA AT EN . R ER T H
K E T HE 1 Billy Hoffman, ih 35 32 [ 4H £F
EAFH B, ;) Dave AitelS&ix £ A i i
[f). Richard Stallman>k A1 H, 7EFHKA
b Skypeltk F1 5, JRRMAE 7. G
F A fEogg! K AiStallman U5k | AR

WE! ) (HIRERR R Andre Gironda, Jeff Wil-
liams M Boazx} 15 H (3 FF. HAMBE, T
AR T !

WRR BRI RIE XL, R4
AR? AT !

FHEMBASER - EHBENEES RSS2
W5 4F 31 25 5% i) — S podcast!:)

fRIT s Podcastit B RBhIR 4 ?

A LM . —HIAIITR, Podcast ik
BRI T 2)

RN ARAFERII T ?

RN 5T FOIRLEAETT H b4l & AHELL

BAE IR SMA R AR R JATA
RERA R MEIX .

WRIREN R E Ri#TPodcastIik, R
RREYE?


http://www.owasp.org/index.php/OWASP_Podcast#tab=Latest_Shows
http://www.owasp.org/index.php/OWASP_Podcast#tab=Latest_Shows
http://www.owasp.org/download/jmanico/owasp_podcast_61.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_61.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_61.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_62.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_62.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_63.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_63.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_64.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_64.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_65.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_65.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_65.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_65.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_65.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_66.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_66.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_67.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_67.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_68.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_68.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_68.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_68.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_69.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_69.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_70.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_70.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_71.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_71.mp3
http://www.owasp.org/download/jmanico/owasp_podcast_71.mp3

s our A THTTP I R A T AT U5k 2)
{H552 I, Bruce Schneier & 3 M — {1388 7F
BERF ) FETE . FKAEPodcastIil H HIHI4G M B
MiBruceif 47 1 V5, HEZT H M HFE K
ZUSTRES TR ERMHE G
Hi! ) . Bruce! & 1! WEHAER KN
. ;)

TR 42

W H TR AU A R R IR
OWASP#H) 1 iZTT H, Jhen 73—/ NETH
T 9 K 0715 B IS s de bt I
#iTenable, Adobe, OrbitzfllAkamai%; ¥
OWASPI# 8!

RN AZENERENAR 2 EG? &
A H AL A VRAERIR T AR G ?

ORI & R L7 KA Thttp://
www.owasp.org/index.php/
Talk:OWASP_Podcast. %41%& &R id %

JUERIRG I E T2 5.

R, BRI e H AR
B TR LUEAS T AR 3, A
el

WRIRAVFE, W fEpodcast@owasp.org
TAERE S

YR7T LAFE BIOWASPik M HEF TR AR T #OWASP Top 1015 ?

FEEIX MR
OWASP Top 10 - 2010.pdf

OWASP/##H 44
OWASP AppSec £lit%)

OWASPIRH &= T4 H16 5/ T EA
B — R IIES) . A1 E] T — R K
PSS, DA DLR I 8 ]

e [ TOWASP Top 10, #ikZ#
OWASPII H F A 1328 iz A 1
fitt. ERZHEAEI T, EARE AR
2RI SO R T BT ,
2 T = 36 iolh 22 424 25 RS8R
Web S F 2 /5 FF i AE i i ) T fide o

o IZFHINEZ) B IR AL—LERE O HRE 1Y
BRI AN A HE &GP E , FER]
PR — e e {5 B AT 1 S B 451

o IZIRURESNART L. EHRAE TG
ANEIF A LAALTE B S 0 28 TR
S T BB

FH AP RE AT BT 4 T %K
AR AT LA F I OWASPIR H A B R
AE 9 H A OWASP 73 H5 fiEAH A RLRIAH

i
o
=il

FER BN & 1E Kk
FEEESE3 A T4 5 EHT
T XfOWASP /9 #£55.

Booz | Allen | Hamilton

-II :,cigital

’ symantec..

= {1shnet

SECURITY

45 KRB & EREB) -
Qualys
BB HIZIF!

@ QUALYS'


http://www.owasp.org/index.php/London/Training/OWASP_projects_and_resources_you_can_use_TODAY#tab=Training_-_April.2C_16th.2C_2010_.28Closed.29
https://docs.google.com/uc?export=download&id=0B3B7xlV22G8TNGUyOTFjMjAtZDJjMi00MjM4LTlmNGUtMzFiODdjMTA2OTZm

REEOWASP

OWASP /4
Twitter feed

http://
twitter.com/
statuses/

user_timeline/
16048357.rss

IBWAS "10—4F3C
Carlos Serrao, Ph.D.

#2Jm Ibero—American Web FH i Af 224
W (IBWAS™ 10) 5 1111 HAMI2H
T E A BIARZAT . AmU R g
LB TR HEXR. RN
T3 CA S F 3 I 5 — i i B FH B 22
N AR INE . SeEEkA A
b, ZEAR T L K AZ OWASPIX AL 1 [ g 4 [
o 5 TN L AEARAT TR TR R
54 TENMERSE S, ¥ar-tq
Mg R, SWHERE AR KA TIEX
JAHE (CfP) , AREENRIEEREIH
2AHATIR R E . UGB UGEH (Y
FEAR)

o AHEMIT A LA

55 ¥ 2 4

T RHESR ) 2 4

Web L FH B A 72

niti s

Web S T AE RS 70 (R d &, A
TEENR, FET, F5E)

o MMM LEREE

o LAUIETY

o XINFIHAT A H BT & Bl

OWASPYi E &#H 8

a4l

5 L

o lufilfEweb NI A I EHE e

o Web N HTERAF A [l 42 il Al

o WebS B AFUn ] fR 37 B AL

o WebNHERAFRIMIVE, UEWIAI % 205 IERR
iid

o NMAHBM AN EIRNAT

o rali KR (A

v 4k 53 FH 0 S0 5 A0 e R R AE
Communications in Computer and Informa-—
tion Science (CCIS) RAH ¥4 T 1SBNGw
T W IEEBEhttp: //www. owasp. org/
index. php/IBWAS10#tab=Call for Papers
23 http://www. ibwas. com

Paulo Coimbra, OWASP Project Manager

FOiHE :
) ZF R SCRH BRI H

http://www.owasp.org/index.php/

OWASP Hungarian Translation Projec
t#tab=Project Details

RFP- Criteria
http://www.owasp.org/index.php/
Projects/RFP-Criteria

R

JSReg: JavaScript regular expres-
sion based sandbox
https://code.google.com/p/jsreg/
HTML Reg: Java Script regular ex-
pression based sandbox for HTML
http://code.google.com/p/htmlreg/

JavaScript regular expression based
sandbox for CSS
http://code.google.com/p/cssreg/

OWASPEEYII

London Training: OWASP projects and re-
sources you can use today May 28th, 2010

London Training: OWASP projects and re-
sources you can use today April 16th, 2010

BlfBGeEes
http://www. youtube. com/watch?v=pYp—
kJTrzCE&feature=player embedded



http://www.owasp.org/index.php/IBWAS10#tab=Call_for_Papers
http://www.owasp.org/index.php/IBWAS10#tab=Call_for_Papers
http://www.ibwas.com
http://code.google.com/p/cssreg/
http://www.owasp.org/index.php/London/Training/OWASP_projects_and_resources_you_can_use_TODAY%23tab=Training_-_May.2C_28th.2C_2010
http://www.owasp.org/index.php/London/Training/OWASP_projects_and_resources_you_can_use_TODAY%23tab=Training_-_May.2C_28th.2C_2010
http://www.owasp.org/index.php/London/Training/OWASP_projects_and_resources_you_can_use_TODAY%23tab=Training_-_April.2C_16th.2C_2010_.28Closed.29
http://www.owasp.org/index.php/London/Training/OWASP_projects_and_resources_you_can_use_TODAY%23tab=Training_-_April.2C_16th.2C_2010_.28Closed.29
http://www.youtube.com/watch?v=pYp-kJTrzCE&feature=player_embedded
http://www.youtube.com/watch?v=pYp-kJTrzCE&feature=player_embedded
http://www.owasp.org/index.php/OWASP_Hungarian_Translation_Project#tab=Project_Details
http://www.owasp.org/index.php/OWASP_Hungarian_Translation_Project#tab=Project_Details
http://www.owasp.org/index.php/OWASP_Hungarian_Translation_Project#tab=Project_Details
http://www.owasp.org/index.php/Projects/RFP-Criteria
http://www.owasp.org/index.php/Projects/RFP-Criteria
https://code.google.com/p/jsreg/
http://code.google.com/p/htmlreg/
http://twitter.com/statuses/user_timeline/16048357.rss
http://twitter.com/statuses/user_timeline/16048357.rss
http://twitter.com/statuses/user_timeline/16048357.rss
http://twitter.com/statuses/user_timeline/16048357.rss
http://twitter.com/statuses/user_timeline/16048357.rss

ASVSHI¥ K ESAPI M A TPHPHIIE KiFsHiE B

Mike Boberski

N % A B UEARE (ASVS) L BRlIE Rk —
FIES VA, 3, HIG

HER%: ASVS Translations
HABEAEREPRIES . BRI, P,
] FRC, PO, PEEEAF SCMZR

Kl 2z N HFE A I (ESAPT) AT

OWASP &M AR A4 WE

A EOWASP K £ ROk o4 s N B B 22 4= 1
A, AR — s 5h
JEOWASPAH LR AT TGS . LA A2 JLAMI
Fo

¥EE: K EOWASPZ 2H4 H R RMML 2010:
http://2010.rmll.info/ OWASP.html?
lang=en

< TRMLL2010:

Libre: ¥ (LSMELRMLLAXZ % S Rencontres
Mondiales du Logiciel Libre) & —/ >k
THRBRAFII W 55— JHLSMEIAE2000
FEHAT . H2003FERFAEHIF IR, BHRAE
ANTEV R 5 T o R A T — A O -
) o SRSV EBordeaux 2447 . F[A]Z
THEHE1IH . AJEaiCh FEHR 7ML
M STV E b 0 7 i e NS = s Y 1V
FER 22 4 TR AT, OWASP Top 10,
WebGoat/WebScrabaffl F2545,

FRE: A HEOWASP 4> 20 Hi i AthCon 21X
(http://www. athcon. org/) . 2XUCKTEHE
24T, WAE6H3HAI4H . OWASPZ: B
AT DA 30 15% ) 2= W T 41

ORPEIE: 3k i W OWASPAr 2344 Hi 2010
FELRPFEWHIFE S http://

conf. oss. my

PHPI AR & A LAE CaiE 5 il BLIEAE
HEATPEARTEZY, ¥siNphpdoc, AR s N
Ja B LA .

BEEE: http://www. owasp. org/index. php/

Cate—

gory:OWASP Enterprise Security API#ta

b=PHP

B BN OWASP 73 224 SCHF AR JLAS
=

1) ISC2’ s SecureAsia@SingapporeldT-7
H26M272847 . Wfidhttp://

www. informationsecurityasia. com/

2) Singapore Ministry of Home Af-
fairs’ GovernmentWaref$T-9H 284 30%%

1To Mk Ehttp://www. govware. sg

HHRCBIL: Hri% SCIE I OWASP 7 22K Hi
6 4 15116 H #EMaribor 2447 fJ0TS 20104
W (http://cot. uni—mb. si/ots2010/) . %
FESEOTSHAL 15 A 4E . OWASPH 17 37 2 %
TR A2 Ay

EHE: OWASPRFIGIEICCS W R R L M
. http://www. iccs. fordham. edu/
ICCS /2 M 44 2 4 i bRtk 22 il . i 3R
[H [H 5% 22 4 i AFordham K27 3L R 26 90, £
BOK T8 H 2 H 25 HAE L1 2 FFor dhamiZk
HLZEAT .

HEEFRIFHN L
LT ERITIEG? 15
&% OWASP Job
Page

1 T BT B ST AT
HET HHINT G2

WA

Kate Hartmann



http://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Downloads
http://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API#tab=PHP
http://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API#tab=PHP
http://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API#tab=PHP
http://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API#tab=PHP
http://www.govware.sg
http://www.owasp.org/index.php/OWASP_Jobs
http://www.owasp.org/index.php/OWASP_Jobs
mailto:Kate.hartmann@owasp.org?subject=Job%20Posting%20on%20OWASP%20site

OWASPE—MFRKI . JEEFIMERAEL, TR

Oasts Foundf‘tlon Bk, TR SREL. RIERIME S AR RS T SR
Hirhk: 9175 Guilford PEi4, OWASPHIFTA TR SCfb. iIEfI5 & A G AT
Road VM. BN 2 A U A VR AR L R 4
Suite #300 i3 = L BRSP4 R EE IR 7. OWASPHIFHL £
Columbia, MD 21046

WWW.OWasp.org.
ik 301-275-9403 OWASP— ML, i T RS, RATHT L
fEHE: 301-604-8033 BENFHZE2TT MY AE . SERAERSINEE.
P TR

I AOWASPHE I ENIA AR, (F RS R A
Kate.Hartman@owasp.org A, BRVESTFURTIE 20, OWASPUL R IFH)
SBE T R0 5 AR S

fEN—ANEE RIS, OWASPES I H 1K HIRIHT F T

BRI IR IR BT -
OWASP#: 8%
ASPECT i Booz | Allen | Hamilton @ omega
) it ascure | FUJITSU PO,
@4 DREAMLAB TO0 PRBSIRIAITIES A0 SRR IRITE
TECHNOLOGIES
salesforce.com NOKIA

S protiviti v
p independent Risk Consulting ACCUVANT LA B S .._‘ '.C | gl ta I

Gf SOftfek‘ ‘EDTHA HA“é'.é"?aEPnnecr

BIgITALeSCIENGH

BEST Bliy , symantec- @iVIPERVA REDSPIN
_—\ WhiteHat .
L B Mmacunetix

ES)  maemonic G s
Listening. Learning. Leading” & - I ’ l N F OVI S IO N
o 0 sec
ol - » auditors - portwise"
DENIM GROUP €4 (ISC)Z

art. secure = {1shnet

SECURITY
Infarmation gt o ,
Z@>TENABLE Builders ﬂﬂ @ QUALYS

Network Security* invent

City -

gw%E: Lorna Alamri & (8% £, &%


http://www.owasp.org/index.php/Main_Page
http://www.owasp.org/index.php/OWASP_Foundation

