OWASP Foundation

OWASP Foundation does not endorse or recommend commercial products or
services allowing our community to remain vendor agnostic with the collective
wisdom of the best minds in application security worldwide.




German

Das Open Web Application Security Project (OWASP)
Ist eine 501c3 Non-Profit weltweit gemeinnutzige
Organisation zur Verbesserung der Sicherheit von
Anwendungssoftware fokussiert. Unsere Mission ist, die J
Anwendungssicherheit sichtbar machen, so dass

Menschen und Organisationen konnen Entscheidungen
uber die wahre Anwendung Sicherheitsrisiken informiert
zu machen. Jeder ist frei in OWASP beteiligen und alle
unsere Materialien sind unter einer freien und offenen
Software-Lizenz verfugbar.
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English

The Open Web Application Security Project
(OWASP) is a 501c3 not-for-profit worldwide
charitable organization focused on improving the
security of application software. J

Our mission is to make application security visible, so
that people and organizations can make informed
decisions about true application security risks.

Everyone is free to participate in OWASP and all of
our materials are available under a free and open
software license.




OWASP Foundation

Founded Dec 2™ 2001 - Current
160 Chapters around the world |
20,000 people that care about AppSec J
12,771 web pages
92,010 edits
45,115,334 page views
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Principles

Free & Open

« Governed by rough consensus & running code

« Abide by a code of ethics (see ethics)

F * Not-for-profit J

 Not driven by commercial interests

Risk based approach




Code of Ethics

Perform all professional activities and duties in accordance with all
applicable laws and the highest ethical principles;

Promote the implementation of and promote compliance with
standards, procedures, controls for application security;

Maintain appropriate confidentiality of proprietary or otherwise
sensitive information encountered in the course of professional
activities;

Discharge professional responsibilities with diligence and honesty;
To communicate openly and honestly;

Refrain from any activities which might constitute a conflict of interest
or otherwise damage the reputation of employers, the information
security profession, or the Association;




....... continued

« To maintain and affirm our objectivity and independence;
 To reject inappropriate pressure from industry or others;

* Not intentionally injure or impugn the professional reputation of
practice of colleagues, clients, or employers;

 Treat everyone with respect and dignity; and

 To avoid relationships that impair — or may appear to impair —
OWASP's objectivity and independence.




Projects

* 118 Projects

— Guidance
- Books

F

- Tools
* Project Leaders \Wanted
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- Translate Everything




OWASP GLOBAL COMMITTEES

Projects Membership Education Conferences Industry Chapters Connections
v Jason L » Dan Camel o Kual Hinjosa » Mark Bristow » Colin Watsan » going through » Loma
» Brad Causey » Michael Coates  » Martin Knobloch — » Lucas Ferreira = Lorna Alamri committee reset Alarmri
» Pravir Chandra » otephen Craig n Mano Paul o John Wilander — » Joe Bemik s Robert
d n Leo Cavallan o Eduardo Meves » Rex Booth Hangen
s Cecil Su » David Carnpbell w Justin
s Fabio Cerullo n Alexander Fry Clarke
» Andrzej Targosz » (3eorg Hess n Jim
» Sebastien Gioria » Enin Keary Manico
n Mishi Kumar = Yiannis
Pavlosoglou
See alsa.
n opecial Interest
Groups
n OWASP India
Advisary Board




Board of Directors

 Eoin Keary — Ireland
« Dave Wichers — USA, Maryland
F « Tom Brennan — USA, NYC

* Dinis Cruz — Europe — London
o Jeff Williams — USA, Maryland
» Sebastian Deleersnyder — Europe, Belgium
 Matt Tesauro — USA, Texas

Governed by 100% volunteer members




Paid Employees

e OWASP Operations Director
- Kate Hartman

=1 + OWASP Project Manager }

- Paulo Coimbra

= « O\WASP Accounting
— Alison Shrader
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OWASP Foundation 2009 Financials

2009 Expenses $299,445.04

B Employee Expenses:

H Rent:

B internetExpenses:

B Phone Expenses:

B OotM & Travel:

B Avg Aspect Support

B Bank Service Charges

® Employee Benefits

® Individual Member Kits

W [nsurance

W Postage

B Accounting

B OWASP Week

E OWASP Summit

| Extra Conference Supplies

B Marketing & Communications

w Office Supplies
Organization Costs
Misc

Season of Code:




2009 Income $204,089.21

M Advertising Revenue
M Conference Profits
W Membership Income
M Donations

® interest Income










Join OWASP

« Become a member

 Request a @owasp.org email address
F » Join mailing lists for projects/efforts

* Contribute

e Support local chapter efforts
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SAMM Overview
Software

Development

Business Functions

F Security Practices

Strategy&  Education & Security Design Security Environment
Metrics Guidance Requirements Review Testing Hardening

Policy & Threat Secure Code Vulnerability ~ Operational
Compliance Agsessment  Architecture Review Management  Enablement




Final Thoughts

Software is simultaneously getting radically more critical,
complex, and interconnected. This creates a perfect
storm for attackers, who are having a field day with our

F systems. J

We will never hack our way secure. Instead, we need to
change the way we think about software, build software,
and buy software.

OWASP's audacious goal is to reach all developers
everywhere and help them build rugged code - because
our future depends on it — how will you help us?




Danke
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Thank You

o tomb@owasp.org
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