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Education  
DSU [B.S. CONS & M.S. IA] 
 
 
Title  
Security Technology Engineer 
BIT - State of South Dakota  
4+ Years 

Skills/Experience  
Malware/Threat Analysis
Incident Response
Forensics
Vulnerability Scanning  

Life Outside of Work
Long Distance Running
Visiting/Spending Time w/ Family
Spending Time w/ My Wife



Cuckoo?
• Analyze Files/URLs

• Supports Virtual & Physical 
Machines
• Customized Images

Cuckoo Sandbox is an open 
source software for automating analysis of 
suspicious files. To do so it makes use of 
custom components that monitor the 
behavior of the malicious processes while 
running in an isolated environment.





Use Cases
Safely execute unknown files or URLs

Analyze Reported Email attachments/URLs

Automate malware/threat analysis

Detonate files uploaded to a web app

Build a threat intel repo



Safely execute unknown files or URLs 

• Contained environment

• Detailed reporting

• Documented findings

• Detailed Information





Analyze Reported Email attachments/URLs 

• Extract Attachments/URLs

• Identify Phishing Sites

• Leverage IOCs

• Enhance Protections





Automate malware/threat analysis

• Detonate customized payloads 
(Metasploit?/SET?)

• Identify Malicious Activity

• Leverage IOCs

• Enhance Protections



Detonate files uploaded to a web app  

• Analyze uploaded files

• Look for interesting signatures

• Alert on critical signatures

• Enhance Web App Protections
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Resource Description 
POST /tasks/create/file  Adds a file to the list of pending tasks to be processed and analyzed. 
POST /tasks/create/url  Adds an URL to the list of pending tasks to be processed and analyzed. 
POST /tasks/create/submit Adds one or more files and/or files embedded in archives to the list of pending tasks. 
GET /tasks/list  Returns the list of tasks stored in the internal Cuckoo database. You can optionally specify a limit of entries to 
return. 
GET /tasks/sample  Returns the list of tasks stored in the internal Cuckoo database for a given sample. 
GET /tasks/view  Returns the details on the task assigned to the specified ID. 
GET /tasks/reschedule  Reschedule a task assigned to the specified ID. 
GET /tasks/delete  Removes the given task from the database and deletes the results. 
GET /tasks/report  Returns the report generated out of the analysis of the task associated with the specified ID. You can 
optionally specify    which report format to return, if none is specified the JSON report will be returned. 
GET /tasks/screenshots  Retrieves one or all screenshots associated with a given analysis task ID. 
GET /tasks/rereport  Re-run reporting for task associated with a given analysis task ID. 
GET /tasks/reboot  Reboot a given analysis task ID. 
GET /memory/list  Returns a list of memory dump files associated with a given analysis task ID. 
GET /memory/get  Retrieves one memory dump file associated with a given analysis task ID. 
GET /files/view  Search the analyzed binaries by MD5 hash, SHA256 hash or internal ID (referenced by the tasks details). 
GET /files/get  Returns the content of the binary with the specified SHA256 hash. 
GET /pcap/get  Returns the content of the PCAP associated with the given task. 
GET /machines/list  Returns the list of analysis machines available to Cuckoo. 
GET /machines/view  Returns details on the analysis machine associated with the specified name. 
GET /cuckoo/status  Returns the basic cuckoo status, including version and tasks overview. 
GET /vpn/status  Returns VPN status. 
GET /exit   Shuts down the API server. Example

http://206.176.63.28:31337/tasks/list/1


Build a threat intel repo  

• File Hashes

• URLs / IP Addresses

• Command Line Behavior

• Process Names
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Summary
• Analyze Files/URLs

• Understand Risks

• Identify Threats in the Organization

• Adopt Better Security Controls



Thank You!



References
• Cuckoo Sandbox 

https://cuckoosandbox.org/
• http://206.176.63.28/analysis/1529/summary
• http://206.176.63.28/analysis/189/summary
• https://cuckoo.sh/docs/usage/api.html
• https://twitter.com/jamdunnDFW/status/904720548562968580
















