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Disclaimer 

All the content of these slides represent my 
personal view not that of my employer.



What is this presentation about ? 

• How Cloud Computing changes Companies

• How Cloud Computing changes Web Applications

• Web Applications & External Resources (Buckets) 

• Buckets Security 



What are Clouds ?

• Virtual Machines
• Storage
• Application Providers
• Others ...



Companies before Cloud era:



Companies in Cloud era:



Web Applications before Cloud era:



Web Applications in Cloud era:



Loading External Files

• Web application could load images, 
javascripts, css from external sources 



Loading External Files

• In general this puts your application at risk 
because the security of your web application 
depends on the security of these external 
sources 



Loading External Files

• We have several examples and write-ups of 
security issues of Web Applications loading 
contents from expired domains



Loading External Files 

• The consequences could have a high impact: 
– Load in-browser JavaScript cryptominer 
– Steal cookies
– Inject Malicious code (e.g. malware, exploit)  



Loading External Files Buckets

• Sometimes we can see a web application 
loading content from buckets



Loading External Files Buckets

• What are the differences if an application is 
loading content from a bucket ? 

• What are buckets ? 



What are Buckets ?

Services served by different cloud providers 
(e.g. Amazon S3, Google Storage, DigitalOcean 
Spaces, etc) that offer storage resources.



Bucket Security ?

In recent years buckets misconfiguration issues 
were on the news for several security incidents



Identify buckets

Buckets have a particular name format and are 
easy to identify:

• bucket-name.s3.amazonaws.com
• s3.amazonaws.com/bucket-name
• bucket-name.s3-us-west-2.amazonaws.com
• s3-us-west-2.amazonaws.com/bucket-name
• bucket-name.storage.googleapis.com
• storage.googleapis.com/bucket-name



Identify buckets

Sometimes buckets are behind a CNAME or 
CDN:

• d1l27wvezozmw4.cloudfront.net
• images.owaspdaycagliari2018.it



Identify buckets 

There are several techniques to identify buckets:

• CNAME
• Server Header
• Default Page
• Error Message



How to identify buckets ?

• DNS CNAME



How to identify buckets ?

• Server Headers (1/2)



How to identify buckets ?

• Server Headers (2/2)



How to identify buckets ?

• “Index” default 
page



How to identify buckets ?

Via “Error Messages”



How to identify buckets ?

• Via 404 “NoSuchBucket” Error Message

NOTE: This can enable a SubDomain 
Takeover Vulnerability 



Special Note: Subdomain TakeOver

• The first article regarding this vulnerability is 
from Franz Rosen from 2014

https://labs.detectify.com/tag/hostile-subdomain-takeover/



Special Note: Subdomain TakeOver

• Companies decide to 
use a bucket for 
storing website 
images:

• images-owasp.s3.amazonaws.com



Special Note: Subdomain TakeOver

• The company decides to associate this 
name with a company DNS entry:

images-owasp.s3.amazonaws.com images-owasp.example.com 

CNAME 



Special Note: Subdomain TakeOver

• After some time the company decides to 
use a different cloud provider for hosting 
the images and deletes the bucket ...



Special Note: Subdomain TakeOver

• … but they don’t delete the DNS CNAME 
entry

images-owasp.s3.amazonaws.com 

images-owasp.example.com 
CNAME 



Special Note: Subdomain TakeOver

• Anyone now can create a bucket with the 
original name and take control of it 

images-owasp.s3.amazonaws.com 
images-owasp.example.com 

CNAME 



Special Note: Subdomain TakeOver

• What are the consequences of the 
SubDomain TakeOver ?

• Phishing Attacks
• In some conditions Steal Cookies with 

scope *.example.com
• In some conditions bypass CORS/CSP Policy



Special Note: Subdomain TakeOver

• Additional Resources:
– https://github.com/EdOverflow/can-i-take-over-xyz
– https://0xpatrik.com/subdomain-takeover-basics/

https://github.com/EdOverflow/can-i-take-over-xyz
https://0xpatrik.com/subdomain-takeover-basics/


Special Note: Subdomain TakeOver

• Who is to blame ? 
– SysAdmins ?
– Cloud Service Providers ?



Special Note: Subdomain TakeOver

https://blog.cloudsecurityalliance.org/2018/08/13/cve-cloud
-services-part-1/



Testing Buckets Security

• Buckets can be misconfigured in different 
ways:
• READ Access
• WRITE Access
• Readable ACL
• Writable ACL 
• ...

 



Testing Buckets Security

• Buckets can have different types of access:
– Anonymous
– Authenticated User (*) 
– Owner 

 



Testing Buckets Security

• Checking for READ Access:

Amazon
$ aws s3 ls s3://bucket-name

Google 
$ gsutil ls gs://bucket-name

 



Testing Buckets Security

• READ Access:

• Backups (.tar.gz, .zip)
• SQL Databases (.sql)
• Source Code (.php, .aspx, .rb)

 



Testing Buckets Security

• Checking for WRITE Access:

Amazon
$ aws cp TestUpload.txt s3://bucket-name

Google 
$ gsutil cp TestUpload.txt gs://bucket-name

NOTE: remember to delete the file!!!



Testing Buckets Security

• WRITE Access:

• Overwrite files (.js, css, jpg, html)
• Create phishing pages (.html)
• Overwrite executables (.exe, .sh)
• Malware drop zone 
• Warez Hosting



Testing Buckets Security

• Checking ACL READ ACCESS

Amazon
$ aws s3api get-bucket-acl --bucket 
bucket-name

 



Testing Buckets Security



Testing Buckets Security

• Checking ACL WRITE ACCESS

Amazon
$ aws s3api put-bucket-acl --bucket 
bucket-name  NEW_ACL



Testing Buckets Security



Testing Buckets Security

• The topic is not over; in this presentation we 
did not cover some aspects like:
– Bucket Name Identification 
– Bucket Policies
– Pre-Signed URLs

 



Bucket Security 



Bucket Security



Conclusions

• Nothing New, just a new contest:
– Writable FTP Server, Writable NFS Share, 

Writable Buckets

• Need of Security Automation:
– Traditional security scanners focus on old / 

classic perimeter
– We need new security scanners to check cloud 

deployment 

 



Thanks ! 

Feedback: david.calligaris@gmail.com 
 


