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About Me

e” Hansen - CEO

eb Application /
twork/OS Security
visory capacity to VCs/start-ups

e solve tough problems.”
:/ /www .sectheory.com/

Founded the web application security lab

- = http:/ /ha.ckers.org/ - the lab
= http:/ /sla.ckers.org/ - the forum



und Familiar?

usability since they break
, tures in a web browser
ks, backtrack, and going to a URL all
ing).” Jakob Nielsen (1996)

mind you of XMLHTTPRequest?



D | owser Security Then

ww and gopher

» comes with JavaScript support originally
ated by Brendan Eich at Netscape, which is
soon adopted by all browsers.

'm Microsoft answered with VBScript in 1996.



mana gement

= Two users could use " 0“'“ “ WﬂZ llSﬂflll...

the same userid = soresscHeszenesernon & e
s UI was terrible



HT TP Security Add-ons

= Netscape implemented SSL
(1994)

= Web developers were told to
create their own
credentials/ state

management and use secure
cookies (rfc2109 in 1997)

= HTTP/1.1 brought digest
auth which also sort of
helped with state

management, kind of
(rfc2616 in 1999)
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Ithe Big Problems with Browsers
J0’s & Early 2000’s
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HIML TIMTOWTDI
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How can we find fraud when we don’t know what it looks like?



Browser Differences, Beyond Ul

"3 Mozilla Firefox

<HTHL>
<BODT> Hello World
<FONT COLOR="g#FFOOO0"™:>
Hello World</FONT:>
</ BODY>

</HTML=>

Mime type issues
HTML, JS, and CSS differences
Proprietary URL structure

Proprietary protocols (jar:, data:, etc...)
Etc...
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Jser's Concerns in the Early
2000’s

J0’s bad guys could:
esktop

ble kie” malware

oof the location bat
/identity theft

irs move faster than browsers:

=

eb @ I I Q-89 %
1 (’J Earfhl.l'?k @ SccmBlocker @Pop—UpBlocker v : Headlines - ,—' ’

l —— Verified ——) This Is A Trusted Slte &j‘r WEB CALLER-ID Trusted Sites Report Site Options

| 2] 0pt|ons You re on ebay com

_RSnake
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dhe Browser Community Reacts
5 XHTML comes out of WAP2.0 in 2001

This page is not Valid XHTML 1.0 Transitional!

Result: Failed validation, 109 Errors

Address : http:/ wmm . us—cert. gov/

©J Source of: http:/fwww.us-cert.gov/ - Mozilla Firefox

= Firefox implements prt blocking and allows users to
quickly clean history/cookie data

Anti-phishing filters built in - finally!

Browsers begin to auto-update and generally begin
to fix the major Odays quickly...

= ...with the exception of Netscape who always lags,



2005 & 2006 Escalates The

Problem
Samy Worm (Oct 2005)
It started with a router
= Intranet port scanning
o Combining XSS with Qg
CSRF AboveNet~
i BypaSSing pOI't Abovenet Looking Glass
restrictions
Browser history theft b
Exponential XSS orms [ ____IE]
= Nduja worm
Desktop

compromises...
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2007 Goes Retro

JavaScript-less:

= Port Scanning

= CSS history
theft

= CSRF
Non HTTPS

updates own
browsers

Intranet hacking [
through split
VPN tunnels
HTTPOnly
becomes a
standard in 2007
— sorta.

“10 *ing days”

Victim

Internal
serve

int
e is not encrypted

3) Man in the middle sends Victim to addons.mozilla.com but on http vs. https

4) Man in the middle injects JavaScript, bypassing noscript's whitelist protection

5) Man in the middle sends user to xml1.maps.yahoo.com/ulm.xmI?r=5050 and steals

address information

6) Man in the middle sends victim to their own Intranet to begin intranet hacking
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r Current and Unfortunate
Business Rules

pt everything (because we don’t

must allow rich HIML (consumers demand it)
annot fix all XSS and CSRF holes (too many)

employees must use the same (all) browsers
consumers and they must be able to access

\ the website (for QA)

‘@ We cannot block on IP addresses (doesn’t work
and alerts the bad guys to what we know)
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Third party plugins/toolbars - off limits for this talk
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DA Rebmdmg (NTLM)
crossdomainpolicy.xml & Flash
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‘= Redirection of URLs
Subversive JS file sharing!
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v's Big Browser Threats (3)

tion
ookies/Flash cookies
Browser caching (eTag)
IE & JS Persistence
Machine fingerprinting
TCP/OS fingerprinting
TCP/clock skew timing
'CSS history /referrers

= Offline enabled apps

» Java Sockets & file:///
» Statistical observation/MITM

18



3ig Browser Threats (4)

N/Punycode
dential theft
edded basic auth

harming
stroke logging /malware i

= Password manager hijacking...
FIXED? Uh... no!
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.OVER.KILL“

Nothing succeeds like excess.




e Simpler...
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e
Tomorrow’s Security
ecommendations

is a lie.” -Spock. * If you trust me, trust
to distrust me.” -RSnake.

/ Content restrictions

~ call to dom mapping)

=@ Protected/untainted JavaScript

= Standardized Authentication (eg: auto log-out)
@ Browser-war truce - Browsersec (standards!)
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jestions? Comments?

obert _at_ secthe 0t cOm | XSS
tp:/ /www.sectheory.com/ E\plmlb
./ /ha.ckers.org/

S Book: XSS Exploits and Defense
N: 1597491543

. Detécting Malice - O’'Reilly (TBD)
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