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For hosting this event




About OWASP

Open Web Application Security Project
( https://www.owasp.org )

« Not-for-profit, open source, worldwide
organization which promotes the
improvement of web applications security.

* Everyone is free to participate

« All OWASP tools & materials are under open
software license
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Free eBook

Node.js Security for
Express)S Web
application

Hands-on and a practical
guide to Securing Node.js Node js Security
web applications.

https://bit.ly/freenodejsbook
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Free eBook — Go

Go Secure Coding Practices

helps developers avoid common
mistakes

Hands-on detail
"how to do it securely”
Donated by Checkmarx

https://bit.ly/go-scp

The Go Language Guide

Web Application Secure
Coding Practices

CHECKMARX
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https://bit.ly/go-scp

SAMM —v1.5 release

Software Assurance
Maturity Model

* an open framework to help
organizations formulate and
implement a strategy for software
security that is tailored to the
specific risks facing the

organization. S-oﬁ';;are A..ssu;:::icei*
tll.!'lty one

http://www.opensamm.org/
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OWASP Summit London’17




New project leader - Andrew van der Stock
 New release process
 New data call — by Aug’17

V4
e New release date — Nov’17 -l
A1 - Injetion Al - Injertion
A2 - Brolen Authentication asd Session Manags A2 - Brolen Authemtication and Seision Managemert
Al - Cron-Site Scripting (X55) Al - Crom-She Scrigting ((55)

AS ~ Security Msconfigeration AS « Security Misconfigeration
AS ~ Sescitive Data Exposure Ab - Senstive Dats Exposure

u-mmmw-wmnqu-mmwmmhm
A7 = Missing Function Level Acess Control - Merpedwith A% & AT « Insulficlent Attack Protecion (NEW)

A3 - Cron-She Reguest Forgery (CSRF) AS - Crom-She Regquest Forgery [CSRF)
A9 - Uiing Componeats with iown Vulnerabiities A9 - Using Components with Kown Vulnerabilisies
ALD - Urvalidated Redirects ard Forwards - Droppec A0 -~ Underprotected AP (NDW)

https://github.com/OWASP/Top10/ OLUAS
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OWASP Juice Shop - v4.0 released

* Insecure webapp for

security trainings S
e Written entirely in

JavaScript : Node.js,

Express and AngularlS

e encompasses the

OWASP Top Ten. ~

https://www.owasp.org/index.php/OWASP_Juice_Shop_
© ourse



https://www.owasp.org/index.php/OWASP_Juice_Shop_Project
https://www.owasp.org/index.php/OWASP_Juice_Shop_Project

I\A/D T AR e 0
(MM MR A BLER 2T ey . -‘- ~? | 1 \J _..: HEERR

e Official companion guide
to the OWASP Juice

Shop.

e 42+ intended security
vulnerabilities

https://www.owasp.org/index.php/OWASP_Juice_Shop_Project
© o
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 OWASP Mobile Securit
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* a comprehensive manual
for mobile app security S
testing

* reverse engineering.



https://www.owasp.org/index.php/OWASP_Mobile_Security_Testing_Guide

2017 Global Board of Directors Election

4 open positions for the board.

https://www.owasp.org/index.php/
2017 Global Board of Directors Election

OWASP MEMBERSHIPS \‘

global strategic group

$50 / 40Euros - 12 Month Membership

@ OLWASP
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Topics:

» secure coding (JavaScript, PHP, .Net, Java, etc.)
e secure testing

 social engineering

e devops

e« OWASP tools or projects

e any other topic related to security

Get in contact via - OWASP Bristol page, or contact katy.

https://www.owasp.org/index.php/Bristol#tab=Sponsorship

Call for Presentations edig

OWASP Bristol (UK) Chapter Call For Presentation ¥
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Follow us on Twitter: @ OWASPBristol

Find out about meetings:
http://www.meetup.com/OWASP-Bristol/

Find out more about OWASP Bristol:
https://www.owasp.org/index.php/Bristol

o Open Wes Application
Security Project
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Thank you

@OWASPBEristol




