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About	
  Me

• Tarik	
  EL	
  AOUADI	
  (tarik.elaouadi@owasp.org)
– +5	
  years	
  of	
  software	
  development

• Accenture,	
  Bull,	
  …
– +5	
  years	
  of	
  software	
  security

• Consulting,	
  code	
  review,	
  pentesting,	
  training
– OwaspMorocco	
  Chapter	
  Co-­‐Leader

• Speaker	
  &	
  Training	
  Manager
• Owasp Morocco	
  Cyber	
  Security	
  Conference	
   2016

– Marrakech	
  (Nov	
  25th,	
  26th)

– Entrepreneur	
  (Adam	
  Ridson)
• Improving	
  Software	
  Security



• Owasp Security	
  Shepherd	
  Project

The	
  OWASP	
  Security	
  Shepherd	
  project	
  is	
  a	
  web	
  and	
  mobile	
  application	
  
security	
  training	
  platform.	
  Security	
  Shepherd	
  has	
  been	
  designed	
   to	
  foster	
  and	
  
improve	
  security	
  awareness	
  among	
  a	
  varied	
  skill-­‐set	
  demographic.	
  The	
  aim	
  of	
  
this	
  project	
  is	
  to	
  take	
  AppSec novices	
  or	
  experienced	
  engineers	
  and	
  sharpen	
  

their	
  penetration	
  testing	
  skillset	
  to	
  security	
  expert	
  status



CoveredAppSec topics

• The	
  Security	
  Shepherd	
  project	
  covers	
  the	
  following	
  web	
  and	
  mobile	
  
application	
  security	
  topics

• SQL	
  Injection
• Broken	
  Authentication	
  and	
  Session	
  Management
• Cross	
  Site	
  Scripting
• Insecure	
  Direct	
  Object	
  Reference
• Security	
  Misconfiguration
• Sensitive	
  Data	
  Exposure
• Missing	
  Function	
  Level	
  Access	
  Control
• Cross	
  Site	
  Request	
  Forgery
• Unvalidated Redirects	
  and	
  Forwards
• Poor	
  Data	
  Validation
• Insecure	
  Data	
  Storage
• Unintended	
  Data	
  Leakage
• Poor	
  Authentication	
  and	
  Authorisation
• Broken	
  crypto
• Client	
  Side	
  Injection
• Lack	
  Of	
  Binary	
  Protections



Detailed explaination



Competitive	
  Learning



Easy	
  configuration



Download

• https://www.owasp.org/index.php/OWASP_S
ecurity_Shepherd

• https://github.com/OWASP/SecurityShepherd

• https://github.com/OWASP/SecurityShepherd
/releases/tag/v3.0v (latest release)



Demo


