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OWASP BENELUX - 2011 

Agenda 

ÁBrief Introduction 

ÁMe, Myself and I 

ÁSmall Announcement & Plug 

 

ÁThe history and rise of the ñVulnerability Marketsò 

ÁCrash course - Typical Vulnerability Lifecycle  

ÁThe history behind the shift to Vulnerability Markets 

ÁDifference of Eco-Systems 

ÁVulnerability Market Prices and Value  

ÁThe split up between Mass and Targeted Attacks  

 

ÁThe implications  

ÁAttacker Class Model (Old vs. New) 

ÁThe resulting impacts on the threat landscape and defensive mechanisms / 

compensating controls 

ÁProposal : Use OWASP ASVS (align it to ISO/IEC 27034-1:2011) and adjust 

development and audit requirements around Assurance Levels 
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Me, Myself and I 

ÁThierry Zoller  
ÁBorn and raised in Luxembourg 

ÁEMEA Practise Lead for the Verizon Business 

ñThreat and Vulnerability Managementò  Practice 

ÁFormer Director of Product Security and Security Service @ n.runs 

ÁLeading the SDLC Efforts EMEA Wide /  

Microsoft SDL Pro Network Partnership 

ÁAct as a Application Security Subject Matter Expert  

 

ÁMy analysis of several 0-Day vulnerabilities are referenced by multiple CERTs (US-

CERT, FI-CERT, FR-CERT) and Vulnerability Management Solutions (Qualys,etc) 

ÁDiscovered, reported and coordinated hundreds of Vulnerabilities in Software ranging from 

Oracle, Apple, Microsoft, Checkpoint to McAfee 

ÁEndorsed as a TOP 10 security researcher 2009 by IBM X-Force 
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Who are we ? (thatôs the plug) 

ÁWho the heck is Verizon Business ? 

ÁPart of Verizon  

ÁSecurity Branch is a buy in from Cybertrust (Ubizen), Netsec  

(Defcom),  

ÁGlobal IP Network (2700+ Cities, 150+ Countries,  

200+ Datacenters, 4000+ Managed customer 

networks) 

Á4 SOCs Worldwide 

Á280.000 employees worldwide (VZ) 

 

ÁQuick Verizon Business Luxembourg PSF - Facts 

ÁWe exist.  

ÁFull Professional Service Capability (GRC, TVM, NIS, BR..) 

ÁFull SDLC capability 

ÁEMEA Forensic Lab is located in Luxembourg 

ÁSOC and Datacenter in LU / MSS 24/24 in LU (PSF) 
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Partnership (Thatôs the announcement) 

ÁAnnouncement : Verizon Business Luxembourg is now part and leading the 

Microsoft SDL Pro Network Partnership EMEA Wide 

ÁPartnership to be formally announced soon  

 

 

 


