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whois securingapps

Developer background
Spent last 10 years working between Geneva and Lausanne on 
security products and solutions

Focus on mobile since 2010
Now software security consultant at my own company

http://www.securingapps.com
Provide services to build security in software

Mobile
Web
Cloud
Internet Of Things
Bitcoin/Blockchain @SecuringApps



Introduction

Providing mobile apps is required by business
Native is often the choice

Usability
Performance
Access to sensors
Connectivity issues

A traditional web security assessment only applies to webview
integrations
A mobile application is a fat client and hence has a totally
different threat model



Some of the most significant differences

Code running client side
Real local storage
Lots of APIs, including for security (e.g encryption)

Mobile OS are sandboxed
Much more clear than Same Origin Policy

«Trusted» download: applications stores + signature

Not a HTML hack
XSS and CSRF not issues anymore

But access to many user data



What should we check then ?

SSL and certificate pinning ?
Clear text storage in SQLlite database ?
Obfuscation ?
Anti-debugging ?
Encryption in Trusted Excution Environment (TEE) ?

This is the goal of OWASP Mobile Application Security Verification
Standard (MASVS)

https://github.com/OWASP/owasp-masvs
Project leaders: Bernard Mueller & Sven Schleier

http://www.vantagepoint.sg/blog
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Level 1: Standard Security
An	application	that	achieves	MASVS	level	1	adheres	to	mobile	application	
security	best	practices.	It	fulfills	basic	requirements	in	terms	of	code	quality,	
handling	of	sensitive	data,	and	interaction	with	the	mobile	environment.	A	
testing	process	must	be	in	place	to	verify	the	security	controls.	This	level	is	
appropriate	for	all	mobile	applications.

Level 2 : Defense-in-Depth
Level	2	introduces	advanced	security	controls	that	go	beyond	the	standard	
requirements.	To	fulfill	L2,	a	threat	model	must	exist,	and	security	must	be	
considered	during	the	design	phase.	The	effectiveness	of	the	controls	must	be	
verified	using	white-box	testing.	This	level	is	appropriate	for	applications	
that	handle	sensitive	data,	such	as	mobile	banking.



Security Verification levels 3/3

Level 3 : Defense-in-Depth and resiliency
Level	3	adds	mechanisms	that	increase	the	cost	of	reverse	engineering	the	
application.	It	can	be	applied	to	add	an	additional	layer	of	protection	for	apps	
that	process	sensitive	data.	Vendors	may	also	opt	to	implement	the	L3	
requirements	as	a	means	of	protecting	their	intellectual	property	and	to	
prevent	tampering	with	the	app.

Level 4 : Defense-in-Depth and strong resiliency
An	application	that	achieves	MASVS	level	4	has	both	state-of-the-art	security	
and	strong	software	protections.	Such	an	application	leverages	hardware	
security	features or	strong	obuscation techniques	and	is	highly	resilient	against	
attacks	and	reverse	engineering	attempts.	L4	is	applicable	to	apps	that	handle	
highly	sensitive	data.	The	L4	controls	may	also	serve	as	a	means	of
protecting	intellectual	property	or	tamper-proofing	an	app.
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Detailed verification requirements

V1 Architecture, design and threat modelling
V2 Data storage and privacy
V3 Cryptography verification
V4 Authentication and session management
V5 Network communication
V6 Interaction with the environment
V7 Code quality and build setting
V8 Resiliency against reverse engineering



V1 Architecture,design & threat modelling

At	level	1,	components	of	the	application	are	identified	and	have	a	reason	for	
being	in	the	app
At	level	2	and	higher,	the	architecture	has	been	defined	and	the	code	adheres	
to	the	architecture.	Additionally,	a	threat	model	exists	that	identifies	
potential	threats.



V2 Data storage and privacy



V3 Cryptography verification



V4 Authentication and session mgmt



V5 Network communication



V6 Interaction with the environment



V7 Code quality and build setting



V8 Reverse engineering resiliency



OWASP Mobile Top 10 2016

https://www.owasp.org/index.php/Mobile_Top_10_2016-Top_10
Still release candidate. Really alive ?

More a classification of issues
Provides high level info on what not to do, rather than detailed
info of what to do
Somehow same categories than MASVS



Conclusion

MASVS provides clear guidance of what to check in a mobile 
application
Really interesting definition of security levels

And industry specific advice
Actionnable
Reasonable number of controls
Strong security requirements in general

Do not hesitate to provide feedback to the project leaders :
https://github.com/OWASP/owasp-masvs



Thank you !

Any question

contact@securingapps.com


