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Web Service ?

WIKIPEDIA

L’encyclopédie libre

Un service web (ou service de la toile ) est un programme informatique permettant la communication et I'échange
de données entre applications et systemes hétérogénes dans des environnements distribués. Il s'agit donc d'un
ensemble de fonctionnalités exposees sur internet ou sur un intranet, par et pour des applications ou machines, sans

intervention humaine, et de maniére synchrone.




Un peu d’histoire
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e 1990 : DCE/RPC - Distributed Computing Environment
e 1992 : CORBA — Common Object Request Broker Architecture

e 1990-1993 : Microsoft’s DCOM -- Distributed Component Object Model
e 1995: RMI - Monde Java

* Pour arriver a une standardisation (toujours en cours) des protocoles,
outils, langages et interfaces

— SOAP
— REST

-« mmp Web Service




Typical Web Services environment
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Figure 1.1 Typical Web Services environment.

Solrce: Mastering Web Services Security / www.wiley.com E
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SOAP: Démystification des technologies

* Langages
— XML
— WSDL : Descripteur du service
— UDDI: Annuaire des services
— Xpath
* Protocoles
— Transport: HTTP, HTTPS, SMTP, FTP, SMS, TFTP, SSH, etc. (TCP or UDP)
— Message: Enveloppe SOAP
e Sécurité
— WS-Security (Signature & Chiffrement)
e Autres éléments
— AuthN: SAML, X509, Username & Password, Kerberos, HTTP Digest, etc.
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Eveloppe SOAP

SOAF-ENV: Envelope - SOAP : Simple Object Access Protocol

| SOAP-ENV: Header I - Permet I'envoi de messages XML

SOAP-ENV: Body

10" Source= wikipédia




Vordel SOAPBox

Fichier Edition Sécurité Qutils XML Fenétre Aide

.
E B~ Jetons de securité ¥ | Importer WSDL

SOAP request 2 Demande

k?xml version="1.0" encoding="UTF-8" standalone="no"2x -
<soapl2:Envelope xmlns:soapl2="http://www.w3.org/2003/05/s50ap-envelope™:>
=<s0apll :Body>

s<ns:sayHello sxmlns:ns="http://dev.maretconsulting.ch">

<!-— Zero Or one occurrences —->

<ns:argslra</ns:args0>

</ns:sayHello>

</50apl2:Body>

</s0apl2:Envelope>

|
%] *Réponse [HTTP/1.1 200 OK]]
25 juil. 2012 22:09:26
<?xml wersion="'1l.0' encoding='UTF-8'?><scapenv:Envelope -

xmlns:scapenv="http://www.w3.0rg/2003/05/30ap-envelope">
s<soapenv:Body><ns:sayHelloResponse zmlns:ns="http://dev.maretconsulting.ch">

<ns:return>Hello World Service called - MC2012 : a</ns:return>

</ns:sayHelloResponse>»</soapenv:Body></soapenv: Envelope)l SOAP response




UDDI

* Universal Description Discovery and Integration,
connu aussi sous |I'acronyme UDDI, est un annuaire
de services fondé sur XML et plus particulierement
destiné aux services Web.

R

uool

Register Service

Search Service Cantents

ﬁ' Use Service '
User

Service
Provider
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* WSDL est une grammaire XML permettant g\
de décrire un Service Web.

e Le WSDL sert a décrire :

— le format de messages requis pour communiguer avec ce
service

— les méthodes que le client peut invoquer
— la localisation du service

— le protocole de communication (SOAP RPC ou SOAP
orienté message)

MRS AR LI S SIS



http://fr.wikipedia.org/wiki/Web_Services_Description_Language
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http://predic8.com/wsdl-reading.htm
http://predic8.com/wsdl-reading.htm
http://predic8.com/wsdl-reading.htm

WSDL: exemple

— <wsdl:definitions targetNamespace="http://thomas-baver.com/blz">
<wsdl:documentation=BLZService</wsdl:documentation>
—<wsdl:types>
— <xsd:schema targetNamespace="http://thomas-baver.com/blz/" attributeFormDefault="unqualified" elementFormDefault="qualified">
<xsd:element name="getBank" type="tns:getBankType"/>
<xsd:element name="getBankResponse” type="tns:getBankResponseType"/=
— <xsd:complexType name="getBankType">
—<xsd:sequence>
<xsd:element name="blz" type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>
—<xsd:complexType name="getBankResponseType">
—<xsd:sequence>
<xsd:element name="details" type="tns:detailsType"/>
</xsd:sequence>
</xsd:complexType>
—<xsd:complexType name="detailsType">
—<xsd:sequence>
<xsd:element name="bezeichnung” type="xsd:string” minOccurs="0"/>
<xsd:element name="bic" type="xsd:string" minQccurs="0"/>
<xsd:element name="ort" type="xsd:string” minOccurs="0"/>
<xsd:element name="plz" type="xsd:string" minOccurs="0"/=
</xsd:sequence>
</xsd:complexType>
</xsd:schema>
</wsdl:types>
—<wsdl:message name="getBank">
<wsdl:part element="tns:getBank"” name="parameters"/>
</wsdl:message>
—<wsdl:message name="getBankResponse">
<wsdl:part element="tns:getBankResponse” name="parameters"/>
</wsdl:message>
—<wsdl:portType name="BLZServicePortType"=
— <wsdl:operation name="getBank">
<wsdl:input message="tns:getBank"/>
<wsdl:output message="tns:getBankResponse” wsaw:Action="http://thomas-bayer. com/blz/ BLZService/getBankResponse" />
</wsdl:operation>
</wsdl:portType>




SOAP: Démystification des protocoles

Description WSDL
Message SOAP / XML
HTTP, HTTPS, FTP, SFTP, SMS, SMTP
Protocole

(TCP or UDP)

Transport
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REST: Démystification des technologies

Langages

— XML

— JSON

— XHTML, HTML, PDF... as data formats
Protocoles

— HTTP(s) = Utilisation d’'une URL

— Méthode de communication (GET, POST, PUT, DELETE)
Sécurité

— Sécurité du transport (SSL/TLS)

— Sécurité des messages: HMAC / Doseta / JWS, etc. (Like XML Signature)
Autres éléments

— Oauth, API Keys, etc.

€)
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Représentation REST (exemple JSON)

E

"results": [
{
"profile image url": "http://ad.twing.com/profile images/97541875/
“created_at": "Fri, Z8 May 2010 ZZ:08:3Z2 +0000",
"from_ user": "tibcommunity",

"metadata": {"result_type": "recent"},
"to_user_id": null,

"text": "Automated tools for Integration Test?: I would go for soajy
"id": 1493509631Z,

"from user id": 7363121,
"geo": muall,

"iso language code": "en",
"source": "&alt;a href=sdquot ;http://twitterfeed. coméquot; rel=aquot|
}e
{
"profile_image_url“: "http: //s. twing. con/a/1274899949 /inages /defaul

"created_at": "Fri, Z8 May 2010 15:50:10 +0000",

"from user": "onion soup",




éthodes REST

HTTP Method Think

Description

/proc analogy

PUT CREATE Create a resource with Start a new
the user specified id process

GET RETRIEVE Retrieve a resource Get the status
representation of a process

POST UPDATE Update a Amend a
resource/Append to a process
resource/Create a
resource with a server
assigned id

DELETE DELETE  Delete a resource Kill a process

€,



REST: Démystification des protocoles

Découverte

*** Avont-gardiste!




Mozilla Firefox

Fichier Edition Affichage Historique Marque-pages Outils 2 —
X 7 Mike Jones: self-issued x !l’https:llapi.‘r\o\r...n_name:smaretX|T|

€)> ol ¥ | ¥ twitter.com | https://api.twitter.com/1/statuses/user_timelinexml|?screen_name=smaret

|2l Les plus visités © | Débuter avec Firefox = A la une ! Scoop.it! B Cyberwarzone | Cyberw... { Security Affair

Aucune information de style ne semble associée a ce fichier XML. L'arbre du document est affiché ci-dessous.

— <statuses type="array">

Mozilla Firefox —<status>

. <created_at=Mon Dec 03 23:23:03 +0000 2012</created_at>
Fichier Edition Affichage Historigue Marque-pages Qutils 250 <id=275741971111354368<1d=

Mike Jones: self-issued | ¥ https://api.tw...n_name=smaret x | + pr— — . - — =text> ) ) _ o
Japan Aerospace Exploration Agency hit again by malware http://t.co/gEoSv7kx
€ = il | % | ¥ twitter.com https://apitwitter.com/1/statuses/user_timeline.json?screen_name=smaret </text>
| — <SOUrce=
(2 Les plus visités || Débuter avec Firefox =/ A la une {_i Scoop.it! | Cyberwarzone | Cyberw... i} Security Affair <a href="http:/fwww.tweetdeck com" rel="nofollow">TweetDeck</a>
[{"created at":"Mon Dec 03 23:23:03 +0000 2012","id":275741971111354368, "id_str":"2757419711113 </source>

<truncated=>false</truncated>=

<in_reply_to_status_id/>

<in_reply_to_user_id/>

<in_reply_to_screen_name/>

<possibly_sensitive>false</possibly_sensitive™>

—<user=

<id=26370924</id>
<name>=5. Maret - FOrge</name>
<screen_Name=smaret=/screen_names
<location>Geneva / Switzerland</location>

—<profile_image url=

http://a0 twimg.com/profile_images/1021648075/smaret_avatar_graphique_normal jpg

</profile_image_url>

—=<profile_image _url_https>

https://s10 twimg com/profile_images/1021648075/smaret_avatar_graphique_normal jpg

</profile_image_url_https>
<url=http://www citadelle-electronique net/</url=
<description=ICT Security / Digital Identity Security / AppSec</description=
<protected>false</protected>
<followers_count=441</followers_count>
<profile_background_color>B8E3CF</profile_background_color>
<profile_text_color>3C3940</profile_text_color>
<profile_link_color=0099B9</profile_link_color>
<profile_sidebar_fill_color>95E8EC=/profile_sidebar fill_color>
<profile_sidebar_border_color>509992</profile_sidebar_border_color>
<friends count=430</friends count>

< = :21:38 + il
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Example Twitter (OAuth)

smaret_app

Details Settings OAuth tool @Anywhere domains Reset keys Delete

OAuth Signing Results

Important: This will only be valid for a few minutes. Also remember the cURL command will actually execute the request.

Signature  GET&https%3A%2F
base string

I8ro2uk2NLzLIgNiSKHy57sPMe0aiéwinhTs4wzjw", cauth version="1.0"' --verbose

OAuth Settings

Consumer key: *

qDjloV3lvd9Sy5BIBOMzOg

Consumer secret: *
g6kLglengDvdJ1CBj8mAILVIkwgSd6ZCaEsuESHME

Remember this should not be shared.

Access token: *

AuthorizationButhorization: ORuth ocauth consumer key="gDjloV3Ivd3S5ySBIEBOMzOg", ocauth nonce="7856bffblla4a7lbeedl02B8cf4cé!
header cauth signature method="HMAC-SHR1"™, cauth timestamp="1354740511", cauth token="26370924-I8roc2ukNLzLIgNiSKH

cURL curl --get 'https://api.twitter.com/1l.1l/statuses/user timeline.json' --data 'count=2&screen name=smaret' --]
command ocauth nonce="7896bffblla%a7lbecdl028cf4c66918", ocauth signature="8H]LdBgI%2FHFhIuPFMmrkngGsw4HQ33D", ocauth_s:

23




REST web service APIl’s
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Web services in the Enterprise

» Enterprise integration .
(El) background

- SOAP, WSDL, UDDI

= Sophisticated
mfrastructure available

Web background
Web API, SAAS,Cloud
Lightweight

today

: orientation enablers
'\ (both styles matter)
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DFD Web Service ACME SA

egend

L
N\
N, Multiple:
Process

Dala Store Extarnal Enity

T T~
- ™~ ﬂ
* Privilege Boundary ™ Data Flow

http://fﬁ.(/vikipedia.org/wiki/Diagramme de flux de donn%C3%A9es



http://fr.wikipedia.org/wiki/Diagramme_de_flux_de_donn%C3%A9es

DFD Web Service ACME SA
Threat Modeling

| aah
A
‘ / i

|
Attacker \

2

AutN = Anonymous

Legend

Multiple

Dala Store External Entity

- -~
’ ~ /\
* Privilege Baundary ™ D

ata Flow
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Modele STRIDE

Type

Spoofing

Tampering

Repudiation

Information
disclosure

Denial of se

Elevation of
privilege

STRIDE Threat List

Examples

Threat action aimed to illegally access and use another user's credentials, such as username and password.

Threat action aimed to maliciously change/modify persistent data, such as persistent data in a database, and the
alteration of data in transit between two computers over an open network, such as the Internet.

Threat action aimed to perform illegal operations in a system that lacks the ability to trace the prohibited operations.

Threat action to read a file that one was not granted access to, or to read data in transit.

rvice Threat aimed to deny access to valid users, such as by making a web server temporarily unavailable or unusable.

Threat aimed to gain privileged access to resources for gaining unauthorized access to information or to compromise a
system.

https://www.owasp.org/index.php/Application Threat Modeling

Security
Control

Authentication

Integrity

Non-Repudiation

Confidentiality

Availability

Authorization



https://www.owasp.org/index.php/Application_Threat_Modeling

enaces - DFD Acme SA

e Threat1l
— Interception des messages (Information disclosure)
— Modification des messages (Tampering)
— Usurpation d’identité (Spoofing)

e Threat 2

— Attaque de l'application
* BoF
* |njection
* DoS & DDoS
* Etc

30
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AME SA: Réduction
des risques ?

e Chiffrement du transport
* AuthN

e SSL Mutual AuthN / X509
 WAF / XML Gateway

* Intégrité et confidentialité des messages
e Secure Coding




Ciffrement du transport

HTTPS HTTPS
SSL/TLS tunnel

SSH

IPSEC

Etc.

WS
Requester
Agent

Provider
Agent




AuthN

SOAP / XML REST

HTTP Basic, Digest,
HTTP Header

HTTP Basic, Digest,
HTTP Header

Mutual SSL Mutual SSL
IP trust IP trust
WS Security user name password Oauth
WS SAML Authentication token API Keys
XML Signature JSON Web Token (JWT)
Kerberos
Etc.
V4
/
AuthN /
/
| ——SSL/TLs \

34
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Agent




SSL Mutual AuthN / X509 / PKI

SOAP / XML REST

SSL/TLS Mutual AuthN**

SSL/TLS Mutual AuthN**

WS
Requester
Agent

Provider
Agent

Web Service

** Man in the middle not possible... (As | Know)

€)




WAF / XML Gateway (Protection périmétrique)

SOAP / XML REST

Reverse Proxy Reverse Proxy

Contrble requétes HTTP Contréle requétes HTTP
Rupture SSL/TLS Rupture SSL/TLS

Black List Black List

White List White List

Validation WSDL
Signature & Verification
Encryption & Decryption
SAML

SSL/TLS

WS
Requester
Agent

Provider
Agent

Web Service




Intégrité et confidentialité des messages

SOAP / XML REST

XML Signature
XML Encryption

*(p.ex: HMAC, Doseta)
* JSON Web Signature (JWS) — Draft v7

* JSON Web Encryption

81. POST /resources/rest/geo/comment HTTP/1.1[\r][\n] > & @
82. hmac: jos:+9tn@CLfxXFbzPmbYwq/KYuUSUI=[\r][\n] -
83.  Date: Mon, 26 Mar 2012 21:34:33 CEST[\r][\n]
84. Content-Md5: r52FDQv6eV2GHN4neZBvXLQ==[\r][\n]
85.  Content-Length: 69[\r][\n]
©6. | Content-Type: application/vnd.geo.comment+json; charset=UTF-8[\r][\n]
87.  Host: localhost:9e8@[\r][\n]
8. Connection: Keep-Alive[\r][\n]
©89. User-Agent: Apache-HttpClient/4.1.3 (java 1.5)[\r][\n]
10. | [\r][\n]
11. | {"comment" : {"message":"blaat" , "from":"blaat" , "commentFor":123}}
I | o 1 ram .Yl

<?xml version="1.0" encoding="UTF-8"72>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/socap/envy
<SOAP-ENV:Header><wsse:Security><wsse:UsernameToken wsu:Id="Se
<SOAP-ENV:Body wsu:Id="1d-9027040566202249815">
<dss:SignRequest xmlns:css="http://www.safelayer.com/T}|
<dss:0ptionalInputs><dss:KeySelector><css:KeySelector>
</SORAP-ENV:Body>
</SOAP-ENV:Envelope>

4 | 1 |

http://tools.ietf.org/html/draft-ietf-jose-json-web-sighature-07

** Pas de chiffrement a ma connaissance



http://tools.ietf.org/html/draft-ietf-jose-json-web-signature-07
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http://tools.ietf.org/html/draft-ietf-jose-json-web-signature-07
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Example XML Signature (SOAP)

%] Demande

<?xml version="1.0" encoding="UTF-8" standalone="no"?2>
“<sopap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"><soap
= <wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asi1s5-2

8 <dsig:Signature xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#" Id="Id-
tBBsJXO0YIMSE 1 f¥suPERAXRIGrgSFeVVNLPpRpVMN+CRTH/ ffPof5z5MsrmLwMgSrX
SrZIe6DEWG3ngVaZhYXB8f33hrid614wESkPVCWLYwWmEid+WEdycwKJIO0CLhC TRV
UgagXeVWDAbvJIEab/NEPSEZSr/c7eBoaxlWcdlQbEZDSFSn2Y 7CBQWNXCShPTovYyh
oYrcgY1lczNHUZNUSSNhCI1BHgIcXQtmWSYzecw ] OrREfrw/LGzcM0J1fR4SaaHIidy
PxRJuIFCembzHgoBvUX+zQ==</dsig:SignatureValue><dsig:KeyInfo Id="Id-00013547

</wsse:Security>
</soap:Header>

“<soap:Body xmlns:wsu="http://docs.casis-open.org/wss/2004/01/0as515-200401-w
=«<ns:echo xmlns:ns="http://ws.apache.org/axisa">

<!-— Zero or one occurrences —->

<ns:args0>a</ns:args0>

</ns:echo>

</soap:Body>

</s0ap:Envelope>




Example JSON “Signature”

A.1. JWS using HMAC SHA-256

A.1.1. Encoding

The following example JWS Header declares that the data structure is a 1ISON Web Token (JWT) [JWT] and the JWS Secured Input is se

["typ": "gWT",
"alg":"HS256"}

The following byte array contains the UTF-8 representation of the JWS Header:

[123, 34, 116, 121, 112, 34, 58, 34, 74, 87, 84, 34, 44, 13, 10, 32, 34, 97, 108, 103, 34, 58, 34, 72, 83, 50, 53, 54, 34, 125]

Base64url encoding these bytes yields this Encoded JWS Header value:

eyJ0eXAi0iJKVIQiLAOKICIhbGci0iJIUzI1INiJS

The IWS Payload used in this example is the bytes of the UTF-8 representation of the JSON object below. (Note that the payload can be
baset4url encoded 1JSON object.)

{“iss":“joe",
"exp":1300819380,
"http://example.com/is root":true}

The following byte array, which is the UTF-8 representation of the 1SON object above, is the JWS Payload:

[123, 34, 105, 115, 115, 34, 58, 34, 106, 111, 101, 34, 44, 13, 10, 32, 34, 101, 120, 112, 34, 58, 49, 51, 48, 48, 56, 49, 57, 51, 56, 4
109, 112, 108, 101, 46, 99, 111, 109, 47, 105, 115, 95, 114, 111, 111, 116, 34, 58, 116, 114, 117, 101, 125]

Baseb4url encoding the above yields the Encoded JWS Payload value (with line breaks for display purposes only):

eyJpc3MiOiJgb2UiLAOKICIleHAIOjEzMDA4MTkzODASDQogImhOdHAELY91eGEFL

1 TonahTele o0 A Ml D AR T S O T




Code security

SOAP / XML REST

- Data input validation - Data input validation

- Data output encoding - Data output encoding

- Pseudorandom data generation, high - Pseudorandom data generation, high
entropy entropy

- Strong / reliable data encryption algorithms - Strong / reliable data encryption algorithms
- Data leakage prevention - Data leakage prevention

- Robust error & exception handling - Robust error & exception handling

- Anti-automation and expiration measures - Anti-automation and expiration measures
OWASP Application Security Verification Standard (ASVS):
https://www.owasp.org/index.php/ASVS e

WASC web application weaknesses:
http://projects.webappsec.org/w/page/13246978/Threat%20Classification

&,
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Conclusion

SOAP:
— Implémenter les standards WS-* liés a la sécurité?
— Mettre en place un filtrage applicatif (WAF, XML GW)
— Complexe a mettre en ceuvre (PKI, Secure coding, Cryptography, etc.)
— Architecture a forte contrainte de sécurité

REST
— Mettre en place un filtrage applicatif (WAF, XML GW)
— Implémentation rapide et facile 2 tendance
— Architecture de type Cloud, Intranet, Social Login, etc.
— Emergence des standards (JSON Web Algorithms)

On attend avec impatience les standards sécu pour REST ???
— Pragmatique: protection périmétrigue, chiffrement et Secure Coding ???







Questions?




erci/Thank you!

Contact:
sma@ maret-consulting.ch
@smaret

http://www.maret-consulting.ch
Slides:
http://slideshare.net/ASF-WS/



http://slideshare.net/ASF-WS/
http://slideshare.net/ASF-WS/
http://slideshare.net/ASF-WS/
http://slideshare.net/ASF-WS/
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MIKE JONES: SELF-ISSUED

Musings on Digital Identity

HOME ABOUT

SEARCH

CATEGORIES

Bandit Project
Claims
Cryptography
Documentation
Events
Federation
Firefox

Higgins Project
I-names
Information Cards
Interoperability
JanRain

JSON

LivelD

QAuth

OpenlD

Pamela Project
People
Phishing Resistance
Privacy

Safety
Shibboleth
Software
Specifications

« Simple Web Discovery (SWD) Enabling Hosted Deployments QAuth 2.0 Multiple Response Type Encoding Practices »

JOSE and JWT specs updated for IETF 85 working group meetings Novewees 8, 2012

I’'ve made a small set of updates to the JSON Object Signing and Encryption (JOSE) and JSON Web Token (JWT) specs in preparation for the
JOSE and OAuth working group meetings at IETF 85. These updates incorporate resolutions to issues that have been discussed by the working

groups since publication of the previous drafts. 1l E T F

Normative changes to the working group specs were to add length fields for PartyUlnfo and PartyVinfo values for key derivation calculations and to change the
JWK field identifiers for RSA keys from (mod, xpo) to (n, e). Fields for representing the RSA private key values needed for Chinese Remainder Theorem (CRT)

calculations were added to the JSON Private Key specification.
The updated specs are available at:

http: //tools.ietf.org/html/draft-ietf-jose-json-web-signature-07
http: //tools.ietf.org/html/draft-ietf-jose-json-web-encryption-07
http://tools.ietf.org/html/draft-ietf-jose-json-web-key-07

http: //tools.ietf.org/html/draft-ietf-jose-json-web-algorithms-07
http: / /tools.ietf.org/html/draft-ietf-oauth-json-web-token-05

http: //tools.ietf.org/html/draft-ietf-oauth-jwt-bearer-03

http: //tools.ietf.org/html/draft-jones-jose-jws-json-serialization-03
http://tools.ietf.org/html/draft-jones-jose-jwe-json-serialization-03
http://tools.ietf.org/html/draft-jones-jose-json-private-key-01




SoapBox

Vordel SOAPBox

— e ——— -T_El e !

Fichier Edition Sécurité Outils XML Fenétre Aide

€

[ 4

Jetons de securité

Importer WSDL ~

¢" Classique “_Conception ™ C8

2] Demande

27 xml
4 [e] soap:Envelope
xmins:soap
4 [e] soap:Body
4 [g] ns:echo
xmins:ns
[

[e] ns:args0

version="10" encoding="UTF-8" standalone="no"

http://schemas.xmlsoap.org/soap/envelope/

http://ws.apache.org/axis2
Zero or one occurrences
Salut les amis

[2) Répanse [HTTP/1.1 200 OK]|

1déc. 2012 16:07:19

Conception| Contenu du corps | En-tétes(2)| Piéces-jointes(0)

2 xml
[e] soapenv:Envelope
xmlins:soapenv
[e] soapenv:Body
[e] ns:echoRespaonse
xmins:ns
[e] nsreturn

version="1.0" encoding="UTF-8'

http://schemasxmisoap.org/soap/envelope/

http://ws.apache.org/axis2
Salut les amis

ConceptionJ Contenu du corps| En-tétes(3) | Piéces-jointes(0)

Writable

Smart Insert ‘ 6:25

32M sur 82M
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7]




Capture HTTP

iFnI\owTCPStrearn D —— —— - —

Stream Content

POST /axis2/services/simpleService.SimpleServiceHttpSoapllEndpoint/ HTTP/1.1
X-CorrelationID: 5f22901950baldd7011f3f07 1

Connection: keep-alive

Transfer-Encoding: chunked

User-Agent: Gateway

SOAPAction: urn:echo

Expect: 100-continue

HOS T REE . naret-consulting.ch:8080

Content-Type: text/xml

HTTP/1.1 100 Continue

00000128

<?xm] version="1.0" encoding="UTF-8" standalone="no"7?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>

<ns:echo xmlns:ns="http://ws.apache.org/axis2">

<l-- Zero or_one occurrences --»
<ns:args0>Salut les amis</ns:args0>
</ns :echo>

</soap:Body>
</soap:Envelope>

v}

HTTP/1.1 200 OK

server: Apache-Coyote/1.1
Content-Type: text/xml;charset=UTF-8
Transfer-Encoding: chunked

Date: Sat, 01 Dec 2012 15:10:13 GMT

110
<?xm] version='1.0"' encoding="UTF-8'?><soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/

ns :echoResponses></soapenv:Body></soapenv:Envelope>
0

Entire conversation (1078 bytes)

[ Find I Save As I Print © ASCH ©) EBCDIC ) Hex Dump ) C Arrays

il lenvelope/"><soapenv:Body><ns :echoResponse xmlns:ns="http://ws.apache.org/axis2"><ns:return>salut les amis</ns:return></

@ Raw

Filter Out This Stream | |

Close ]
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Signer le message

el E1 PSS Sélectionner le certificat

50

Signer le message \£| Private Keys in Trusted Store
Configurer la signature du message. entrer le texte du filtre
Alias Certificate Name Expiry

Nom: benerateSignatureFilter D CN=SOAPBoxConfig

. - CN=SOAPBoxConfi CN=SOAPBoxConfi FriJun 18 12..
Clé de signature |Que signerl O placer |a signature | Avancé(e) = 9 9

Sélectionner le type de clé: @) Clé asymétrique () Clé symétrique
Asymétrique |Symétrique|lnfos clé‘ [Créeu’lmporter] IModiﬁer] [Aﬁicher] ISupprimerl [Keystore]

Clé asymétrique :

@ Cle privée de la mémoire de certificats : |Clé de signature :| (unset) [ oK l I o ] I e l

() Clé privée de l'attribut du message : certificate -

Remarque : la clé privée associée au certificat sélectionné est utilisée pour signer.

Asymétrique | Symétrique | Infos clé
Clé asymétrigue :
Clé privée de la mémaoire de certificats: |Clé de signature :| CN=SOAPBoxConfig
(2) Clé privée de I'attribut du message : certificate v
Remargue : la clé privée associée au certificat sélectionné est utilisée pour signer.
Description du format des infos de clé:
L'élément KeyInfo signature est défini via I'onglet Infos clé. -
< »
Aide l [ Terminer ] [ Annuler




Signer le message

(= Demande|

22 xml
[e] soap:Envelope
xmlns:soap
[e] soap:Header
[e] wsse:Security
xmins:wsse
[e] dsig:Signature
xmins:dsig
Id
[e] dsig:SignedInfo
[e] dsig:CanonicalizationMe
Algorithm
[e] dsig:SignatureMethod
Algorithm
[e] dsig:Reference
URI
[e] dsig:Transforms
[e] dsig:Transform
Algorithm
[e] dsig:DigestMethod
Algorithm
[e] dsig:DigestValue
[e] dsig:SignatureValue
[e] dsig:KeyInfo
Id
[e] dsig:X509Data
[e] dsig:X509Certificate
[e] soap:Body
xmins:wsu
wsuld
[e] ns:echo
xmlnsins
[

[e] ns:args0

version="1.0" encoding="UTF-8" standalone="no"

http://schemasxmlsoap.org/soap/envelope/

http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd

http://www.w3.org/2000/09/xmlidsig#

1d-0001354375296344-2ce605b050ba208001050000-3

http://www.w3.org/2001/10/xml-exc-c14n#

http://www.w3.0rg/2000/09/xmldsig#rsa-shal

#Id-0001354375296344-2ce605b050ba208001050000-2

http://www.w3.org/2001/10/xml-exc-c14n#

http://www.w3.org/2000/09/xmlidsig#shal
FGocmkVuABAXUurE4Ggh/golLBKO=

kR2y52mMeHL+ul9zgGfoh5Cd+X4+Jofz7Z2WTqr3WzPSu+/WmNfY/RcTxItIXEDwjDFmIn2jtrRQbp&) + GKIrYh8kH

1d-0001354375296344-2ce605b050ba208001050000-4

MIICOTCCAbmgAWIBAgGIGATDa3Nm5SMAOGCSqGSIb3DQEBEQUAMBgxFJAUBgNYVBAMTDVNPQVECh3hDb25m

http://docs.oasis-open.org/wss/2004/01/oasis- 200401 -wss-wssecurity-utility-1.0.xsd
1d-0001354375296344-2ce605b050ba208001050000-2

http://ws.apache.org/axis2
Zero or one occurrences
a




