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Information Security Consultant

» Spécialiste sécurité de l'information et
protection des données personnelles
(expérience ~18 ans)

— i [AtA i * Appréhende la sécurité de I'information d'un
Trayqlllg Pour ur)e SQC/IGC;EG lc,I.e fSGI’VICG.S pOII?It de vue technique et métier
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personnes) #Gouvernance

— Définition de l'offre de services / avant-vente »

* Senior consultant dans une des grandes sociétes

— Assiste également les clients dans leur strategie SHMEEMENS (g aEl SUisss

de gestion de la sécurité et des risques associés » COO d'une sociéte suisse daudit et de conseil

spécialisée dans en sécurité de l'information et
gestion du risque informationnel

* Senior consultant et auditeur au sein de l'un des
Big4 (département Enterprise Risk Management
- Luxembourg)
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‘Modeélisation des menaces - Apercu



Modélisation des menaces: Définition / caracteristiques

Préventif Editable
Effectué durant la phase de design ° Supporte les itérations
d'un projet Processus * Mise éjout,au Tur T:t a
llgreétceg;c:g)sn et mitigation des risques . pern.‘e.tta nt g/iigrfeqéli/gl\&ue e
d’identifier et de
simple documenter les o Elastique
* Besoin d'unstylo | *ex menaces‘pesan.t S!" -:jjj"""' *  Focus sur les menaces
et d'une feuille un Sy5teme ainsi ’ ﬁ)r/lgglrpc?éiz;mséeapproche
que les
contremesures les
ST plus appropriées Objectif

7 @

*  Fournit des éléments

*  Comble le vide entre le f s de décisi
rationnels de déecision

métier et la technique
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Les difféerents facons de modéliser des menaces

Asset-centric Attacker-centric Software-centric

— «Asset» = Bien de valeur — ldentifier les «profils- — Focus sur le systeme en
(vague) type» d'attaquants cours de construction
— Identification des «assets» — P ex. script kiddie vs — Basé sur une
« Que voulons-nous protéger? groupe étatique représentation graphique
° 1 2 . \
Que convoitent les attaquants? — P ex interne vs externe du systeme
* Quelles sont les étapes poury L, L — iacti
parvenir? — Subjectivité / projection PIUS,ObJe.Ct'f /
T systematique
— Identification des
menaces
 Lien asset-menace peu
évident?
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Structured Design
Fundamentals of a:d Dsiscipline of Computer

Edward Yourdon /Larry L. Constantine
%

. §

’ ‘

‘ -




Entité
externe

Processus

Lieu de
stockage |

Flux de

.~ données T

Symboles utilisés
(Yourdon/De Marco)

Entité externe: Individu ou systeme
externe qui communique (envoi / reception
de données) avec le systéme étudie.

Processus: Tout processus qui modifie les
données, produisant un résultat.

Lieux de stockage: Entrepot de données
qui stocke I'information pour un usage
ultérieur.

Flux de données: La route qui est
empruntée par les donnees entre les
entités externes, les processus et le lieux de
stockage




Etude de cas



HACME CASINO

—_—

Please login
Login: Welcome to HacmeCasino, the best Gambling Site

— on the e

Password: v/ Here at HacmeCasino, we aim to provide the best user experience

—— ; onthe web. Using Web 2.0-riendly technologes ke AJAY,

T — HacmeCasino is a state of the art online gaming experience that
LOGIN has to be tried to be believed. Try your hand at poker; or take a

<< Register 5 spin at the roulette wheel. Rest assured that HacmeCasino will give
you the most entertaining, enjoyable, and secure user experience

available online.

Fancy some blackjack? Howdy, pard Round and round it goes...
HacmeCasino has you covered, rage, and HacmeCasino is ready Roulette is a game for novices and
‘with the most exciting, high- to serve your online gaming experts alike to let go and have
stakes blackjack game this side of needs, providing a state of the art some fun. Take life for a spin, and
the computer monitor! Fun for all! online poker experience. let it ride at HacmeCasino!




Blackjack

Accounts

Credit balance

Bank

Biens informationnels

Bien informationnel @
Credits

Montants pariés

Cartes des joueurs

Cartes du casino

Données personnelles
des joueurs

Scénarios de menace

Scénario Agents de menace

Vols de crédits Joueur, Internet
hacker

Vol de données Joueur, Internet
personnelles hacker, concurrent

Manipulation d'un  Joueur
jeu

Déni de service Concurrent




STRIDE

nte IE e e

External .~ Data flow : " Data flow Data store
. |
entity ™ pata flow ~— ™~ Data flow—"

\
\
N
S T R I D E
Spoofing Tampering Repudiation Information Denial of  Elevation of
disclosure service privilege

External entity v v
Process v v v v v v
Data store v v v v
Data flow v v v
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1.1.6
Etc.

1.1.5 CSRF
allows
credentials
modification

Arborescence des menaces

1.1 Obtaining a

valid

T1: Credit theft by
Internet hacker

1.2 Obtaining a valid

1.1.4 Account
brute forcing

1.1.6.1
Etc.

1.3 CSRF allows
forced transfer

e

1.2.1 SQL

login session 1D
1.1.3 Phishing | [1.1.2 SQL 1.1.1 Traffic I
attack injection allows interception
access to DB
1.1.3.1 1.1.1.1 1.1.1.2

Cross site scripting

bypass

injection allows
authentication

DNS cache poisoning

ARP poisoning

1.2.2 Session 1.2.3
ID's are Etc.
predictable
1.2.2.1 1.2.3.1
Etc. Etc.

Industrialisation de la modélisation des menaces, un retour d'expérience

13



3.1 Draw prediction

Arborescence des menaces

T3: Game manipulation

3.2 Transaction o
replay

3.1.2 3.1.1
Lack of Information
randomness leakage

3.2.1 Business logic
error

3.3 Game cancellation 3.4 Draw
manipulation

3.4.1 Client side draw 3.4.2 SQL injection
generation
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Limites identifiees

— Activité chronophage, fastidieuse,
nécessitant des connaissances en
hacking

— Produit des rapports pléthoriques

— Ne supporte pas la montée en
maturité des équipes de
déeveloppement

Ne traite souvent que les menaces
humaines intentionnelles



Industrialisation de la modeélisation des
menaces



Arbre des menaces génériques

|
/ |
[ | /
I | /

. credentials found thanks to "back" button /-{ Use "no cache" tag | \
[ cross site request forgery

[ forced sensitive operation  /

| | { -

| -
e L

ineffective or lacking confirmation of user's action )H Maka the request that encaj
B _ |/ < . Clickjacking /»{ prevent application to be used in an i-frame ]
Web application mreats‘ bad password complexity

\_ Ccredentials brute forcing  /

\ bad loc koul mechanism X Enforce account |0C|(0Ul mec hanism ]
\ \ h 4 |
| \ \
|II lll'll '.\

bad login error mechanism ),—{\ Define non verbose error message |
\ \ \ I T
\ \ f
|| ll. \

|" social engineering /-{ Perform\,lserawareness |
'|| "',I \ credentials guessing J
|

. bad password recovery mechanism
| \
\ \

{;{ Use unique temporary acli!ali{ﬁ link

4 Force change @pasﬁv;:d at first login |
\_ poor or predictable credentials - { Eh_tgrce uss,of‘tfomplex credentials :\
long session time out 4 Short sessi = out & log out mechanism leading to session destruction |
[ poor omrs /,{ Use strong random session ID's |
J

tor ixa ;{ Change session ID after successful authentication |
session fixation /| |

~—{ Session ID cannot be set client-side |

f,{ Use output encoding |

//.-b cross site scripting

|| set cookie "http only” flag |
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Outils

Iriusrisk https://www.continuumsecurity.net/

Microsoft TMT https://blogs.msdn.microsoft.com/secdevblog/2017/04/21/whats-
new-with-microsoft-threat-modeling-tool-preview/

SecuriCAD https://www.foreseeti.com/
SD Elements https://www.securitycompass.com/sdelements
Threat modeler http://threatmodeler.com
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https://www.continuumsecurity.net/
https://blogs.msdn.microsoft.com/secdevblog/2017/04/21/whats-new-with-microsoft-threat-modeling-tool-preview/
https://www.foreseeti.com/
https://www.securitycompass.com/sdelements
http://threatmodeler.com/

_(’?)!.' ThreatModeler™

Limites identifiees - illustration

Produit des rapports pléthoriques

Ne supporte pas la
montée en maturité des
équipes de
développement

Threat Framework

¥ Threats

Name

Absolute Path Traversal
Abuse of Functionality

Accessing Functionality Not Properly
Constrained by ACLs

Accessing, Intercepting, Modifying
HTTP Cookies

Account Footprinting

Action Spoofing

Active OS Fingerprinting

Activity Hijack

Add Malicious File to Shared Webroot
Adding a Space to a File Extension

Address Resolution Protocol - ARP
Attacks

Ne traite souvent que les menaces
humaines intengjonnelles,,..

Very High

il |

Cuedum

CAPEC-5597
CAPEC-210

CAPECA1

CAPEC-31,CAPEC-105,CAPEC-

CAPEC-575
CAPEC-173,CAPEC-195,CAPEC-
CAPEC-312,CAPEC-224,CAPEC-
CAPEC-501
CAPEC-563,CAPEC-106,CAPEC-

CAPEC-649

VLAN

+ 4 Ik ﬁ # TestCases

Path Traversal Test Case

Relative Path Traversal Test Case

® SecurityRequirements

Input Validation
Input Sanitization
Host Integrity Checking

Implement proper access control to limit
access to restricted data or function

Run server interfaces with a non-root
account

Perform testing such as pen-testing and
vulnerability scanning

+
’ 5 & E}EFE!EPH

i= Description x

Absolute Path Traversal

CAPEC-597 x

Description

An adversary with access to file system resources,
either directly or via application logic, will use
various file absolute paths and navigation
mechanisms such as ".." to extend their range of
access to inappropriate areas of the file system.

The goal of the adversary is to access directories
and files that are intended to be restricted from
their access.

Reference; https://capec.mitre.org/data/definitions
1597 . html
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Evolution des besoins en termes de
modelisation des menaces Menace  Vecteur Mitigation
d’'attaque

Vol des SQL injection « Requétes

iveau d'abstraction : o e
Niveau ! identifiants paramétrees

des recommandations

A Vol des XSS « Output
identifiants encoding

Etc. Etc. * Etc.

Menace Vecteur Mitigation
d'attaque
Vol des Attaque surla <+ Pratiques de
identifiants couche développement
> applicative securisées

Maturité des processus
de securité




Granularité des recommandations dans un modele de menaces

e.g. Journalisation et
surveillance:

Journaliser toute
tentative d'acces
Stocker les journaux

f/ép;';_rér?ent . Spécificités de l'application (métier /
érifier I'intégrité des .

lods technologiques)

Conserver les journaux

durant 1 an . . . ..
Etc. Pratiques immatures dans l'organisation

If (COBIT_maturity >=2)

Pratiques matures (socle de sécurité / security
baseline)

e.g. 1ISO27001
* A9.1.1 Access Control Policy
e Etc.

Fournir des
recommandations
détaillées

Se référer aux
processus
d'entreprise
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Item

Base de
données

Menaces

« Acces non autorisé

* Acces non autorisé par
un admin malveillant

« Vol de support physique

* Perte ou corruption de
données

« Exploitation de
vulnerabilité

e Etc

Profils de menaces

Mitigations

* Authentification
* Autorisation

* Audit

» Hardening

« Chiffrement au niveau applicatif
« Stockage distant des journaux

» Transparent Data Encryption (TDE)
« Sécurité physique

« Backups

- DRP

« Patch management
« Hardening

+ Etc

114 mesures
Mesures 1SO27001 Parfois peu explicites

» 7.1.1 Vérification des ant nts

* 9.1 Besoins métier en controle d'acces

* 9.2 Gestion des acces utilisateurs

* 9.3 Responsabilités des utilisateurs

* 9.4 Controble d'acces aux systemes et
applications

* 10.1 ContrOles cryptographiques
12.3 Backup
12.6 Gestion des vulnérabilités
techniques

* 17.2 Redondances

« Etc
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Catalogue de menaces & mitigations 1SO27001

’,--I: 7.1.1 Screening

| 7.1 Prior to employment ’ —_—_——————
s sl ]ﬂh—lx 7.1.2 Terms and conditions of employment |—{ Code of conduct

}{f-l 7.2.2 Information secunty awareness, education and training ]

Social engineering ,_| 7 Human resource security h
1

-

By external threat agent _L"
A

'\-| 7.2 During employment

\“—I: 7.2.3 Disciplinary process ]

~{ 7.1 Prior to employment ]——| 7.1.2 Terms and conditions of employment ]——| Code of conduct
/{ 7 Human resource security J-a - -
[ “~{ 7.2 During employment ;
I ) | 7.2.3 Disciplinary process ]

]_<,——| 7.2.2 Information security awareness, education and training ]

| ,—-| 12.2 Protection against malware ]——| 12.2.1 Controls against malware ]
| {

|
- ) -
Malicious code ({Trojan horse) J,}-l 12 Operation security ]-H 12.6 Technical vulnerability management
\ .
1

|I \-| Configuration hardening ]

| ,,r—l 13.1.1 Network controls ]

\ . ;
*{ 13 Communications security ]—-—[ 13.1 Network security management ]4:—| 13.1.2 Security of network services ]

f-| 12.6.1 Management of technical vulnerabilities ]

k“—[ 12 .6.2 Restriction on software installation ]

\‘“-l 13.1.3 Segregation in networks ]

Isolation failure exploitation

i . _
| Management interface compromise

| A 12.1 Operational procedures and responsibilities ]~—| 12.1.2 Change management |
ll ,'I /-l 12.4.1 Event logging ]
| .

,l.f'lt 12 4 Logging and monitoring

4 12 Operation security ]}
i

Hl'/-l 12.4.2 Protection of log information ]

'I““—[ 12.4.3 Administrator and operator logs ]

‘--| 1244 Clock synchronisation ]

f-| 12 6.1 Management of technical vulnerabilities ]

k-—[ 12 6.2 Restriction on software installation ]

lll'\{ 12.6 Technical vulnerability management
!

I'. -
'\-lt Configuration hardening ]

I f—-I 13.1.1 Metwork controls ]
| Vulnerability exploitation /-| 13 Communications security ]——| 13.1 Metwoerk security management ]*{I—| 13.1.2 Securty of network services ]
I A .)l \‘“-| 13.1.3 Segregation in networks ]
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> ISDP Concepts

Démo outil ISDPTool

M Home
@ Recent ~
57 Pinned s

Information Security
(2 15027002 Maturity
ISDP Concepts
Threats

15027002 Controls

S @ g %

Protection Profiles

Information Assets
@ Critical Information ...

B compliance Require...

Data Privacy

By RPA

& Main Purposes

£ Data Subjects Categ...
S

Recipients / Processors

Dashboard
% isop
¥ ispp2

® O GENERATE

- Mew [‘& Deactivate ]ﬁ[ Delete O Refresh A, Assign 1= Share 21 Email a Link

Hackme Casino

ISDP Concept

General Threat Ag

Name

Description

Hosting Mode

Internal Software
Development
Involved

External Software
Development
Involved

Data Extract

Value for baseline

£ Total Applicable
Controls

& Total Applicable
Threats

£ Total General
Controls

ent(s)

*

*

Critical Asset(s) Applicable Threats  Applicable Contrals

Hackme Casino
Online game platform developed in ruby
Commercial solution (COTS)

Hosted in a remote center

In remote data center

Me

0 0

N/A
& implemented —
80 controls (36)
23
19

General Contrals

o™ Flow tH Word Templates

Protection Profile  Dashboard Related

Timeline

Enter a note...

b~

Note modified by Stéphane Adami 12/2/2019
Hackme casino DFD

B capturePNG

i
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Y
©
=

Home .
Hackme Casino
Recent o ISDP Concept
Pinned s General Threat Agent(s) Critical Asset(s)

Démo outil ISDPTool

) GENERATE —+ New [ Deactivate [i] Delete () Refresh 2, Assign 12 Share [ Emailalink o Flow ~ @5 Word Templates

Applicable Threats  Applicable Controls  General Controls  Protection Profile  Dashboard  Related

Information Security

@
K4
o
]
&

IS0O27002 Maturity | Label
ISDP Concepts Casino player
Threats

Data center employee with physical access
15027002 Controls

Data center employee with technical access
Protection Profiles

DB admin

Information Assets

¥
8

Inernet hacker

Critical Information ...

Compliance Require...

Data Privacy

&
=)
I+

RPA
Main Purposes
Data Subjects Categ...

Recipients / Processors

Dashboard

%
%

ISDP

ISDP 2

-+ NewThreat Agent (0 Refresh B8 Excel Templates
T Threat Agent Type
Human external with technical means - Other
Human external with physical access - Supplier
Human external with technical means - Supplier
Human internal with technical means

Human external with technical means - Other
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Home

Pinned

o]
@ Recent
2

Information Security
2 15027002 Maturity
& ISDP Concepts
Threats

15027002 Controls

S @ &

Protection Profiles

Information Assets

e

@ critical Information ...

B compliance Require...

Data Privacy
RPA

Main Purposes

@
£ Data Subjects Categ.
&

Recipients / Processors

Dashboard
¥ IsDP
¥ isop2

General Threat Agent(s)

» ISDP Concepts

2 GEMNERATE T MNew

Hackme Casino
ISDP Concept

| Name
Casino's cards
Credits
Customer personal data
Gambling amount

Players' cards

[3 Deactivate

Critical Asset(s)

[l Delete

Applicable Threats

() Refresh

Démo outil ISDPTool

R, Assign

Applicable Controls

Owner

Chief Technical Officer

Chief Technical Officer

Head of marketing and sales
Chief Technical Officer

Chief Technical Officer

12 Share

21 Email a Link

General Controls

Confidentiality Requirement
High

Low

Medium

Low

Low

o/ Flow

Protection Profile

fE Word Templates

Dashboard  Related

Integrity Requirement
High

High

Medium

High

High

2 Add Existing Critical In...

Availability Requirement

Medium

Medium

Medium

Medium

Medium

) Refresh  # Excel Templates
Impact Area(s)
Finance; Reputation
Finance; Reputation
Finance; Legal/Compliance; Reput...
Finance; Reputation

Finance; Reputation
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At Home
® Recent v
X Pinned ~

Information Security
D 15027002 Maturity
& ISDP Concepts
Threats

ISO27002 Controls

s @ @

Protection Profiles

Information Assets
& Critical Information ...

B compliance Require...

Data Privacy

RPA

& Main Purposes

i  Data Subjects Categ...
[+

Recipients / Processors

Dashboard
% soP
# i1soP2

e > ISDP Concepts

Démo outil ISDPTool

Breakdown/malfunction
Breakdown/malfunction
Breakdown/malfunction
Breakdown/malfunction
Breakdown/malfunction
Breakdown/malfunction
Breakdown/malfunction
Compliance issue
Compliance issue
Cyber-attacks
Cyber-attacks
Cyber-attacks
Cyber-attacks
Cyber-attacks
Cyber-attacks
Cyber-attacks

Cyber-attacks

Accidental data alteration/destruction -> Bad m...

Bottleneck
IT hardware component failure

Loss of network service

Loss of third party service (e.g. consumed web s...

Software defect

Supperting utility failure -> Telecommunication ...

Compliance breach with legal or contractual req...

Intellectual property violation
Account hijacking
Denial of service -> Distributed denial of service

Interception/alteration of data during transport

Denial of service -> Malicicus code (ransomwar...

Perimeter security bypass -> Malicious code (tro...

Social engineering

Vulnerability exploitation -> Vulnerability exploit...

Abuse of access nights

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Intellectual property involved

Access to login interface / to network
Network access to the target system
Network access

Transmission and execution of code
Transmission and execution of code
Centact with human agent linked to the target s...
MNetwork access to the target system

N/A

N/A
N/A
N/A
N/A
N/A
High
N/A
High
N/A
High
N/A
High
N/A
High
High
High

High

High Medium
M/A Medium
M/A Medium
M/A Medium
M/A Medium
High Medium
MN/A Medium
High Medium
MN/A Medium
High Medium
M/A Medium
High N/A

MN/A Medium
High Medium
High Medium
High Medium
High Medium

) GEMERATE - New E‘é Deactivate ]E[ Delete O Refresh a, Assign ¥ Share =1 Email a Link o™ Flow gE word Templates
Hackme Casino
ISDP Concept
General Threat Agent(s)  Critical Asset(s) Applicable Threats Applicable Controls  General Controls  Protection Profile  Dashboard  Related
+ MNew Applicable Threat (0 Refresh 68 Excel Templates
+ | Category Mame (Threat) Prerequisites (Threat] Confidentiality Im... ntegrity Impact Awailability Impact Likely Threat Age...

DB admin, Data c...

MN/A

MN/A

N/A

N/A

N/A

N/A

DB admin, Data c...

DB admin, Data c...

DB admin, Data c...

DB admin, Data c...

DB admin, Data c...

DB admin, Data c...

DB admin, Data c...

DE admin, Data c...

DE admin, Data c...

DE admin, Data c...
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Démo outil ISDPTool

Hackme Casino

JI1SDPTool

Home » ISDP Concepts >

= () GENERATE -+ New [ Deactivate [i] Delete () Refresh &, Assign ¥ Share [ Emailalink o Flow & word Templates
(@ Home .
Hackme Casino
(® Recent ~ ISDP Concept
5 Pinned s General Threat Agent(s)  Critical Asset(s) Applicable Threats  Applicable Controls General Controls  Protection Profile  Dashboard  Related
- Abuse of access rights ~
Information Security - Access to data by foreign authorities Applicable Control {0 Refresh  #  Excel Templates

- Account hijacking
- Compliance breach with legal or contractual requirements

@ 13027002 Maturity « | Chapter (15027002 Control Maturity) Control Threats Count 1 Threats - B s o Tl Implementation details
- Denial of service -> Malicious code (ransomware, worm,
I o ISDP Concepts ; 3 - .
15.1.1 - Information security policy for sup... Information security requirements for ... 14 - Abuse of acces wiper) -
) Threat - Interception/alteration of data during transport
reats - -
15.2.2 - Managing changes to supplier ser...  Changes to the provision of services b... 14 - Abuse of acces ~ lec: G_F d::a ':OIBM""SEpamm" -
- )CK-1N eTTec]
@ 15027002 Controls . o . . . - Loss of control on data protection
7 15.1.3 - Infermation and communication t..  Agreements with suppliers should incl... 14 - Abuse of 8cCes . |ogs of third party service (.. consumed web service) -
& Protection Profiles - Perimeter security bypass -> Malicious code (trojan horse)

15.2.1 - Monitering and review of supplier...  Organizations should regularly monito... 14 - Abuse of acces - Senvice -
Information Assets
15.1.2 - Addressing security within supplie...  All relevant information security requir... 14 - Abuse of access rights - Access to data by foreig... Yes -
& Critical Information ..
18.1.3 - Protection of records Records should be protected from los... 9 - Abuse of access rights - Access to data by foreig... No -
B compliance Require...
07.1.2 - Terms and conditions of employm...  The contractual agreements with empl... & - Abuse of access rights - Accidental data alterati..  No -
Data Privacy . . N .
07.2.3 - Disciplinary process There should be a formal and commu... 8 - Abuse of access rights - Accidental data alterati..  No -
RPA I . . R . - .
17.2.1 - Availability of information process...  Information processing facilities shoul... 7 - Damage on eguipment - IT hardware compenen... No -
&  Main Purposes
07.1.1 - Screening Background verification checks on all ... & - Abuse of access rights - Account hijacking - Den... No -
£ Data Subjects Categ...
- 09.1.2 - Access to networks and network s...  Users should only be provided with ac... & - Abuse of access rights - Account hijacking - Den... No -
& Recipients / Processors
13.1.2 - Security of network services Security mechanisms, service levels an... & - Denial of service -»> Distributed denial of service.. No -
Dashboard
08.1.3 - Acceptable use of assets Rules for the acceptable use of inform... & - Account hijacking - Compliance breach with leg.. No -
% 1sDP
B 13.1.3 - Segregation in networks Groups of information services, users ... & - Account hijacking - Denial of service -> Distribu..  No -
% 1sop2
12.4.2 - Protection of log information Logging facilities and log information ... & - Abuse of access rights - Account hijacking - Den... No -
12.4.4 - Clock synchronisation The clocks of all relevant information ... & - Abuse of access rights - Account hijacking - Den... No -
13.1.1 - Network controls MNetworks should be managed and co... & - Denial of service -»> Distributed denial of service.. No -

Active

El <ave
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Intégrer la modelisation des menaces
dans la gouvernance sécurite
~ d’entreprise - Proposition



Organisation type

Acteur Role Output Acteur Role Output
‘O RSSI » Geére le SMSI * Risques d'entreprise + Rep. + Définit la valeur des » Exigences CIA
+ e Maturité des mesures q_)‘ métier biens informationnels
- de sécurité 1SO27001 O
8 * Plans d'action sécurité 5_ Expert * Coordonne les * Menaces applicables
N . . . sécurité aspects sécurité et » Liste des mesures de
V) Expert * Assiste les * Cf Gestion de projet v protection données sécurité a appliquer
cC securite projets O personnelles dans le projet
©) - » Réalise les activités + Revue d'architecture,
= O SDLC guides, tests
- 17
: 8
t= Chef de » Coordonne + Liste des mesures
projet I'implémentation des implémentées / non-
mesures de sécurité implémentées

Mesures Mesures Mesures

Plan Plan Plan
o o - de de de
d’'action d'action d'action .., L . ..
, o ) ., ) ., securite securite securite
securité 1 securite 2 securite n . . )
projet 1 projet 2 projet n

Socle de sécurité
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Mutualisation des efforts

Modélisation des

menaces dans les Protection des données

Gestion de la séecurité
personnelles

de I'information

projets

— Biens informationnels A Bijens informationnels — Biens informationnels

—  Menaces / risques%isk managementp: (donnees personnelles)
027005 _

IS Data Protection Impact

— Contre-mesures ///"'\\A vvvvvv '\
S A men
—  Maesures de sécurité (p. ex. ssessment

1ISO27001) — Mesures techniques et
informationnelles (p. ex.
RGPD Art. 32)
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Conclusions



Conclusions

La modélisation des menaces est une technique a forte valeur ajoutée
« Permet de fixer le périmetre de la sécurité dans les projets
» Penser a intégrer la valeur des données

Elle est toutefois souvent cantonnée au monde du développement

Il faut chercher a rendre le processus plus simple

* Liste de menaces standard

* Mapping automatique menaces <-> mesures de sécurité

* Niveau d'abstraction plus éleve

 Prise en compte de la maturité des processus securité d'entreprise

Opportunite de lier sécurité dans les projets avec sécurite d'entreprise
« Référentiel commune (p. ex. ISO27001)
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